DOUGLAS MURDOCK
CHIEF INFORMATION
OFFICER

Josh Green, M.D.
GOVERNOR

OFFICE OF ENTERPRISE TECHNOLOGY SERVICES

P.O. BOX 119, HONOLULU, HAWAI' 96810-0119
Ph: (808) 586-6000 | Fax: (808) 586-1922
ETS.HAWAII.GOV

December 18, 2023

The Honorable Ronald D. Kouchi The Honorable Scott K. Saiki
President of the Senate Speaker and Members of the
and Members of the Senate House of Representatives
Thirty-Second State Legislature Thirty-Second State Legislature
State Capitol, Room 409 State Capitol, Room 431
Honolulu, Hawai‘i 96813 Honolulu, Hawai‘i 96813

Aloha Senate President Kouchi, Speaker Saiki, and Members of the Legislature:

Pursuant to HRS section 27-43.6, which requires the Chief Information Officer to submit
applicable independent verification and validation (IV&V) reports to the Legislature
within ten days of receiving the report, please find attached the report the Office of
Enterprise Technology Services received for the State of Hawai‘i, Department of Human
Services, Systems Modernization Project.

In accordance with HRS section 93-16, this report may be viewed electronically at
http://ets.hawaii.gov (see “Reports”).

Sincerely,

Douglas ;\urdoc%igec 18,2023 13:02 HST)

Douglas Murdock
Chief Information Officer
State of Hawai'i

Attachments (2)


http://ets.hawaii.gov/
https://stateofhawaii.na1.adobesign.com/verifier?tx=CBJCHBCAABAAb8Yr-k6vaKz56c5vnfT-1XJNQvcTL83o

Hawaii Department of Human Services
Systems Modernization Project

Final IV&V Status Report
for Reporting Period: November 1 — 30, 2023

Submitted: December 15, 2023

PUBLIC

CONSULTING GROUP




Overview

Executive Summary

V&V Findings and Recommendations

V&V Engagement Status

Appendices
« A—IV&V Criticality Ratings
B — Risk Identification Report
« C —Acronyms and Glossary
D — Background Information

o] PUBLIC

CONSULTING GROUP

Solutions that Matter

HI Systems Modernization Independent Verification & Validation Monthly Report: November 2023






Executive Summary 1)

ﬁtthe end of November, the Epic Demos for Release12 have not been conducted and it is unclear whether development \
changes will be required based on DHS feedback. With development scheduled to end next month, IV&V is concerned that
the Epic Demos may uncover functional limitations that cannot be corrected in the remaining development time.

The ASI has planned System Integration Testing (SIT) to informally startin December. DHS approval of the SIT test cases is
a key component of the entry criteria for SIT. To mitigate the risk of starting SIT before development is complete and before all
SIT tests are developed, the ASI would need to execute all SIT tests after both are done.

DHS and the ASI started weekly meetings with the Food and Nutrition Service (FNS) in November. This is a positive step as
FNS needs to approve the Project’s entry into Final Acceptance Testing (FAT) they must receive timely information on the
SNAP System Integrity Review Tool (SIRT) progress and status of the Project.

IV&V opened a new project risk about implementing a Core Solution for go-live. Some BES functionality deferred to post-go-
live in the last two releases may increase risks related to user adoption/buy-in and may result in workarounds. Additionally,

QS must approve the functionality in BES before the pilot. Completing the postponed scope while supporting BES in /

production could also result in resource challenges for both the ASI and DHS.

Sep Oct Nov IV&V Observations

IV&V opened a new risk this month focused on the Project’s intent to go live with a Core

‘v | cm | cwmy | Project Solution. The deferral of some contractual requirements to post-go-live releases may
N | | Management | require manual workarounds that impact user buy-in. Mitigation needs to be closely
managed.
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Executive Summary 1)

Sep Oct Nov Category IV&V Observations

The ASI has 9 Sprint and 28 Epic Demo’s outstanding at the end of November 2023. This is
a significant amount of BES functionality that DHS will be verifying to meet contract and

\\M/} M M) gyésstier: design requirements. There is a risk to the project if DHS identifies defects that cannot be
N g resolved prior to Pilot, meaning DHS will need to define workarounds until the ASI can
resolve the defects in production.
. . Interface development delays are expected to result in an overlap of development and
o - | Configuration | . . ) . . .
| b | G | and integration testing with the start of SIT. This is not a recommended practice but was

Develooment proposed so that the start of SIT is not delayed. Interface functionality will be delivered to
P DHS to validate before SIT is complete.

N N Integration The ASI communicated challenges in testing interfaces with the interface partners. They
(M) | (M) ]| (m) |andInterface ) . N :
"’ | O |\ Management are developing an Interface Test Plan and will share it with DHS in December.

P o o Planning continues for ASI-led SIT and DHS-led FAT. IV&V has two concerns: 1) Formal
y y y Testing SIT starting before development is completed and 2) the training approach for new DHS
FAT testers, neither of which aligns with software development best practices.

Many sections of the Security Plan are not ready for a formal review by DHS/IV&V.
am | | y Security and Specifically, the Secure Enclave design and implementation and some technical

| & Privacy documentation are incomplete. Considering the required level of effort and limited time prior
to Pilot, this is now a high risk to the project.
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IV&V Findings and Recommendations 7 )

As of the November 2023 reporting period, PCG is tracking 12 open findings (8 risks, 4 issues) and has retired a total of 68
findings. Ofthe 12 open findings, 2 are High, 6 are Medium, and 4 are Low.

Open Risks & Issues

Security and Privacy
|
Integration and Interface Management
Testing
| Open - Med
B Open - Low
System Desigh [ B Open - High .
Open Risks & Issues by Category
Project Management [N
= Configuration and Development
Configuration and Development = Project Management
2
System Design
0 1 2 3

2

Testing
= Integration and Interface Management

= Security and Privacy
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IV&V Findings and Recommendations 7 )

The following figure provides a breakdown of the 80 IV&V findings (positive, risks, issues, concerns) by status (open, retired).

All Findings

Finding - Positive

a

Finding - Risk —
I
L

M Retired

Finding - Issue = Open

Concern
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IV&V Findings and Recommendations D
Findings Retired During the Reporting Period

I

None
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IV&V Findings and Recommendations D
Findings Opened During the Reporting Period

Risk - Implementing a Core Solution for go-live carries inherent risks that may impact
overall project success and reduce user adoption. Medium

Observation: The project has elected to implement a Core Solution at go-live to meet their
stated timeline. This version is generally referred to in Agile software development as a
Minimum Viable Product (MVP), which is a simplified version of a product that 1) offers
88 functionality that meets the core needs of users, 2) can accelerate the timeline for go-live, and 3)  Project Management
allows the project to get real-world feedback from users to refine future product development.

Significance: Introducing an MVP product entails inherent risks, such as potential challenges in
securing user buy-in. This can result in limited user adoption, user dissatisfaction, and negative
publicity, particularly considering the financial investment made for the delivery of limited
functionality.

Recommendations Progress

* Increase OCM efforts to effectively manage user, general public, and legislative expectations for BES version
at go-live.

In process

* Prioritize feedback from users and FNS to ensure the solution meets their core needs and so users are clear

on what features they are, and are not, getting. In process

» Actively monitor, assess, and address potential challenges throughout the development process including
code quality, cutting scope to meet development milestones, insufficient user validation of demonstrated In process
functionality, and fully defined workarounds to accommodate for the missing functionality.

» DHS carefully assesses whether the advantages of a timely release outweigh the advantages of going live
with a system that provides more comprehensive functionality, requires fewer workarounds, and increases In process
user satisfaction.
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IV&V Findings and Recommendations 7))

Preliminary Concerns Investigated During the Reporting
Period

Preliminary Concern — The current approach to Final Acceptance Testing (FAT) may not
be complete, which increases the likelihood of missed deadlines.

DHS planning for FAT has continued through November, however, there are concerns related to

FAT preparation:

* DHS confirmed over 60 FAT resources will be running tests, the majority without FAT/UAT
experience or BES familiarity. However, as of the 11/30 schedule, there are no tasks for FAT

84 test team training. Testing

* FAT planning is reliant on knowing the complete scope of BES functionality to be included in
Go-Live. The DHS request for the complete scope of what is in and out of scope for Go-Live
has not been answered.

* The ASI has provided open BES Demo environments and Learning Management System
modules as an aid to the DHS FAT test team, but it is unclear if this approach to training will
provide an adequate understanding of BES for test case development and overall testing.

Recommendations Progress

» Conduct comprehensive FAT planning, including what is in and out of scope for Go-Live. In process

* DHS and ASI collaborate to define the magnitude of training support the ASI will provide for FAT. In process

HI Systems Modernization Independent Verification & Validation Monthly Report: November 2023



IV&V Findings and Recommendations ?H
Project Management

. Criticality

Issue — Uncertainty and/or a lack of communication around long-term architecture decisions could
impact the project budget, schedule, system design, and planning decisions.

29 IV&V continues to have concerns about certain architecture components that have yet to be clearly defined, @
and the extent to which the functionality of these components has been widely communicated.
Comprehensive details about the secure enclave, disaster recovery, and time travel have yet to be broadly
communicated.

Recommendations Progress

* The ASI should continue to update the BI-12 System Architecture Deliverable with additional details as they

become available and with any finalized architectural changes. I [peeses

» DHS should continue to ask the ASI to perform due diligence in any recommendation for foundational
architecture change decisions and continue to review with appropriate DHS stakeholders (e.g., KOLEA) to In process
assure a common understanding of the implications of these decisions.

» The Project should continue to ensure communication between development leads and architecture leads to

. . . : . . : In process
assure optimal collaboration on possible architecture changes that could impact decisions in each area. P
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IV&V Findings and Recommendations H
Project Management

n Key Findings ng::izléty

Issue — A BES Project schedule based on inaccurate estimations diminishes effective planning and
resource management, which could result in late deliverables, cost increases, and a late go-live.

74 Additional development and testing sprints were added to the schedule, supporting IV&V's concern that the M \}
effort required for completing the core solution for BES continues to be under-estimated; potentially resulting /
in missed implementation milestones. The additional development sprints for interfaces will overlap with
Integration Testing (INT) and the start of SIT in order to meet the Pilot and Go-Live dates.

Recommendations Progress

* Monitor, evaluate and revise scheduling estimates for accuracy. In Process

» ASI plan and execute Epic development so that Epic demos can occur earlier in the release schedule and Not Started
allow time for possible revisions.

» ASI hosts a weekly meeting with DHS and IV&V to review all changes to the project schedules (Primary and
DDI).

» ASI provide details on how Velocity measures were used to develop estimations for development effort in new
version of DDI schedule

In Process

In Process
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IV&V Findings and Recommendations H
Project Management

n Key Findings ng::izléty

Risk — The Lead Project Manager position remains vacant which may slow down the pace of the
project and/or cause project delays/rework.

g7 DHS has filled the Project Manager position with the promotion of the Assistant Project Manager. In addition, @
two temporary (<90 days) positions have been filled to support the BES Project and the Project Manager.
DHS leadership is directly providing project management support while planning to recruit for the Assistant
Project Manager position. IV&V will monitor this concern and assess the impact of these staffing changes.

Recommendations Progress

+ DHS works to fill the Assistant Project Manager position as soon as possible. In Process
* DHS brings in temporary help to support the BES Project Completed
» DHS Leadership look for ways to assist with project tasks to help with the Project Manager’s workload. In Process
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IV&V Findings and Recommendations H
Integration and Interface Management

Key Findings Criticality

Rating

Issue — The lack of early planning and coordination with interface partners may result in schedule
delays.

Two of the 23 MOA/MOUs (DLIR and DoTAX) are not signed and remain outstanding. DHS continues
efforts to complete these agreements to minimize further impact on the project. This finding is now an issue
due to the realized impact to the project.

The SSA interface requires documentation to be submitted 120 days before the pilot's data usage. This o

63  SSA documentation is expected to be ready by December 15th, 107 days prior to the April 1st pilot. M
Although the SSA has informally stated that they can complete the review within the shorter timeframe, a -
risk exists to the availability of the SSA data.

The interface testing team was organized in November, but planning has not begun, and meetings have
not commenced. Interface testing remains unscheduled and is a growing concern as the Pilot date
approaches. The ASI in internally reviewing the Interface Test Plan and will share it with DHS in

December.
» Complete all MOAs and obtain approval. In process
» Confirm testing dates with interface partners in writing. In process

» Complete early proof of concept interfaces to avoid unexpected delays due to external organization

miscommunications or their own internal delays in assisting the BES project. NEUEETEe
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IV&V Findings and Recommendations H
Configuration and Development

- Criticality

Risk - Insufficient configuration management could lead to development confusion and reduce the
effectiveness of defect resolution.

70
The ASI has yet to provide a detailed list of configuration items to DHS and IV&V. IV&V has restated this @
request to the ASI so that the level of detail is clear.

Recommendations Progress

» ASI adhere to plans for configuration management as documented in Bl-6 DDI Plan, Section 5.2 and clarify

details and/or any changes with DHS. [ [preEees
+ ASI validate plans for configuration management with DHS and agree on a meaningful set of configuration
. . . In process
items or settings they will track.
+ DHS and ASI work to clarify/solidify plans for the potential use of configuration management tools and DHS In process

work to fund and procure a CM tool, as required, to avoid any negative impacts to the project.
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IV&V Findings and Recommendations H
Configuration and Development

A Criticality

Risk — Development delays could negatively impact the project schedule and delay go-live.

The ASI reported delays in interface design and development, and unplanned development effort required o
go tounwind EBT functionality deferred to post-go-live due to a missing requirement for PIN issuance. f M

Additional development sprints were added to address the delays, and these sprints resulted in a planned o

overlap of development and INT with SIT. IV&V remains concerned that additional development delays

could require further reduction of scope and system features.

Recommendations Progress

* DHS request the ASI strategically add the right project team resources to effectively increase velocity. Note that
adding additional junior resources may not be as effective as staffing additional expert-level development, In process
analysis, and other resources that can lead and mentor junior resources.

» ASI effectively track and regularly provide DHS (potentially via the weekly DDI status meeting) with an accurate
velocity (e.g., story points per day/week/month) and assure that the current velocity is accurately and In process
consistently reflected in the project schedule.

» The ASI should provide DHS with the time needed to effectively evaluate the software demonstrations (demos)

and elicit productive design discussions with DHS attendees during each demo. i POEEEE

» ASI regularly reports estimated story points for the total remaining project work to reach go-live and presents a

dynamic burn-down chart to track the progress. ACLEEE
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IV&V Findings and Recommendations H
System Design

n Key Findings nggzl;lty

Risk — The planned BES infrastructure is complex which could be difficult to implement and
maintain and could lead to schedule/cost impacts.

73 Some components of the BES system infrastructure have yet to be finalized and tested, it remains unclear @
how or if the added complexity will impact project schedules and budgets going forward. The ASI has
reported that they are close to finalizing the Secure Enclave infrastructure to house FTI data. The ASI
appears to be making progress on DR plans and designs.

Recommendations Progress

+ ASI develop a process to closely monitor cloud and other product changes (software updates/new releases),

manage changes, and regression test once updates are applied. 1 [PIOEEE

» The project team work to establish strong governance over the utilization and maintenance of various In process
tools/components. P

» ASI allot time in the schedule to conduct proof of concepts to assure infrastructure components work as In process
expected. P

+ ASI maintain a detailed schedule for DevOps implementation tasks to avoid unexpected delays that could delay In process

project milestones and the critical path.
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IV&V Findings and Recommendations H

System Design

n Key Findings Clr_\:;l::izléty

Issue — Limited collaboration between the ASI and DHS in the design process could lead to BES
usability issues and functionality gaps in the application and not meeting critical business needs for
- DHS and State clients. o~
(M)
As of the end of November, the ASI has nine Sprint demos to execute and all 28 Epic demos. Depending on N
the outcome, this could cause the ASI to extend development while testing is occurring or defer the

functionality to post-Pilot, creating additional unplanned work for DHS.

Recommendations Progress

* Include a wide enough audience in all design and demo sessions to validate FNS and DHS functional and

technical requirements and system usability. In Process

» Perform Sprint and Epic demos in alignment with development sprint completion (demo Not
functionality/requirements as they are developed) to get early feedback on work products. Started

» Perform comprehensive (demo all requirements) review during Epic demos, not just the items that were Not
added/updated, allowing DHS to provide early feedback on possible issues/gaps that might not be apparent Started
when focusing on specific functionality.

» ASI and DHS re-evaluate the effectiveness of the recorded Sprint review process to ensure that designs align In Process

with DHS expectations.
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IV&V Findings and Recommendations H
Testing

n Key Findings Cgt;;':l;lty

Risk - The Americans With Disabilities Act (ADA) Section 508 compliance tool has not been
installed timely for the Project, which may cause significant rework.

Approximately 150 ADA-related defects remained outstanding at the end of November. With minimal time
remaining for development work and the possibility of more ADA defects identified as development
continues, IV&V has requested reporting on;

67 . functionality to be developed that needs to be ADA-tested
+ functionality developed that needs to be ADA-tested
 functionality developed that has been ADA-tested
The ASI has confirmed this information will be provided in the November reporting period, however, the
ADA metrics for the month of November have not yet been delivered. If considerable progress is not
available for DHS to verify, the risk criticality rating may increase to High in December.

Recommendations Progress

» The ADA tool meets contractual and project requirements. In process
* The ASI communicates a plan for ADA test execution. In process
* The ASI communicates how the tool will be used to report compliance and non-compliance and how non- In process

compliance will be addressed/corrected
* The ASI provides DHS/IV&V reports from the ADA tool execution and explain how to interpret the results. In process

» ASI/Project monitor their new ADA processes to determine if effective and can address all ADA defects prior to

SIT. Not Started
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IV&V Findings and Recommendations H
Testing

n Key Findings ngzzl;jty

Issue — Gaps in test coverage and slower-than-expected progress in testing may result in
schedule delays if subsequent test phases uncover a higher volume of defects and user feedback
than initially anticipated.

During November, the ASI continued to create and update the SIT test cases. As reported last month,
until this is completed DHS cannot evaluate the test cases for full coverage of BES functionality and
provide proper sign-off to enter SIT. While these concerns are still present, the peer review process
implemented by the ASI has resulted in improved quality and completeness of the test cases.

83 There is additional concern related to the entry criteria for Release 12 SIT. SIT test cases, as part of Bl- y

20, are scheduled for completion on 12/18 but the schedule reflects a 12/4 start date for SIT. DHS is
reviewing SIT scripts as they are written, but the full magnitude of SIT test scripts will be unclear until the
delivery of BI-20 on 12/18. Scope for SIT includes retests of Release 0.11 functionality and defect
corrections which is part of regression testing. This should be clearly defined and specified to avoid
improper entry to SIT before Release 12 development is complete. A SIT Go/No-Go decision meeting on
12/29/2023 was added to the BES Schedule. If this is the formal start to SIT, testing done before this SIT
period would need to be rerun.

Recommendations Progress

» Monitor INT/SIT closely for both breadth and depth of testing to ensure the system is adequately tested. In process
» The project team reviews the SIT Entry and Exit criteria and revises them as needed to ensure UAT/FAT
. ; . In process
begins with the best system possible.
» ASI should determine the root cause of the failure to identify simple defects in INT and SIT and implement In process

effective improvement processes to confirm early testing is adequate before entering UAT/FAT
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IV&V Findings and Recommendations H
Security and Privacy

- Criticality

Risk — The lack of technical documentation may lead to incorrect implementation statements or
delay the System Security Plan (SSP).

During November, the ASI and DHS Security SMEs focused on the design of the secure enclave. The P
82 Security SMEs have considered the “assured workload” service from Google for applying security controls y

for the secure enclave. V&V is concerned about whether the entire system will be built and documented

in time for a third-party security assessment to occur in early 2024. Considering the level of effort

outstanding and time remaining before Pilot, IV&V is raising the Criticality Rating to “High.

Recommendations Progress

» Determine when the infrastructure design baseline will be completed. In process
» Determine when documentation will be created, updated, and available for the SSP authors. In process
» Collaborate and communicate with SSP authors about when reliable and correct documentation will be In process
available.
» Perform a full review of all SSP controls for content and accuracy that have been written as drafts prior to
Not Started

December 15th, 2023. This will allow the SSP authors to update controls with changes from Design through
Implementation.
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V&V Engagement Status ()

o

IV&V Engagement Area ct Nov Comments

V&V Budget

IV&V Schedule

IV&V Deliverables PCG submitted the final October IV&V Monthly Status Report.

Erik Torring has joined the IV&V team, assuming the

V&V Staffing responsibilities of Ryan Tan, who is departing the project.

wn
1)

IV&V Scope

Engagement Status Legend

The engagement area poses a

The_engagement area is The engageme_nt area is significant risk to the IV&V
within acceptable somewhat outside acceptable . : .

project quality and requires
parameters. parameters.

immediate attention.
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V&V Activities

* V&V activities in the November reporting period:

Completed — October Monthly Status Report
Ongoing — Review the BES Project Artifacts and Deliverables
Ongoing — Attend BES Project meetings, (see Additional Inputs pages for details)

Reviewed available ASI| contracts and contract amendments documentation

» Planned IV&YV activities for the December reporting period:

Ongoing — Observe BES Design and Development sessions as scheduled
Ongoing — Observe Bi-Weekly Project Status meetings

Ongoing — Observe Weekly Architecture meetings

Ongoing — Observe Weekly Security meetings

Ongoing — Monthly IV&V findings meetings with the ASI

Ongoing — Monthly IV&V Draft Report Review with DHS, ETS and ASI
Ongoing — Participate in Bi-Weekly DHS and IV&V Touch Base meetings

Ongoing — Review BES artifacts and deliverables
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Deliverables Reviewed

. Deliverable
Deliverable Name

Date Version

11/08/2023,
BI-5 Project Schedule - BES 2023 Primary ﬁggggg;
11/28/2023

N/A

11/08/2023, N/A
BI-5 Project Schedule - BES 2023 DDI 11/14/2023,
11/22/2023,
11/28/2023

BI-10 11/16/2023 N/A

BI-13 11/06/2023 N/A
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Additional Inputs — Artifacts

Artifact Name Artifact Date Version
BES 2023 Design Kanban board N/A N/A
FNS Handbook 901 01/2020 V2.4
NIST Special Publication 800-53 Security and Privacy Controls for Information Systems and Organizations 12/20/2020 Rev.5
SNAP_System_Integrity_Review_Tool Sept 2022 N/A
Interface Dashboard — Confluence page N/A N/A
BES 2023 Implementation Planning — Confluence page N/A N/A
RO.12 Epic Assignment N/A N/A
UAT Testing Dashboard N/A N/A
R0.12 Epic and Sprint Demo Recordings N/A N/A
ADA dashboard N/A N/A
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Additional Inputs (1)

Meetings and/or Sessions Attended/Observed:

1. V&V Team Meeting — 11/2/2023, 11/6/2023, 11/9/2023, 11/13/2023, 11/16/2023, 11/20/2023, 11/22/2023,
11/27/2023

2. V&V September 2023 Pre-Draft MSR Findings Review — 11/3/2023

3. HI DHS BES September Draft IV&V Report Review —11/16/2023

4. Bi-Weekly DHS and IV&V Touch Base — 11/9/2023, 11/22/2023

5.  Weekly BES Infrastructure meeting — 11/3/2023, 11/10/2023, 11/17/2023

6. DHS/IV&V Check-in — 11/14/2023, 11/28/2023

7. Weekly Client BES 2023 Project Status Meeting — 11/1/2023, 11/8/2023, 11/15/2023, 11/22/2023, 11/29/2023

8.  Security Touchpoint — 11/1/2023, 11/8/2023, 11/15/2023, 11/22/2023, 11/29/2023

9. Weekly Data Conversion Workgroup — 11/16/2023

10. PMO End of Day Huddle — 11/2/2023, 11/7/2023, 11/9/2023, 11/14/2023, 11/16/2023, 11/21/2023, 11/28/2023

11. (External) Weekly Interfaces Touchpoint — 11/6/2023, 11/13/2023, 11/20/2023

12. (External) Ul Standards Monthly Review - 11/1/2023

13. (External) Readiness - Working Group Meeting— 11/1/2023, 11/14/2023, 11/21/2023, 11/29/2023
14. (External) Bi-Weekly Client BES 2023 Schedule Review/Status — 11/22/2023

15. (External) BES System Security Plan — Controls - 11/7/2023, 11/21/2023

16. (External) Bi-weekly BES CCB Meeting — 11/1/2023, 11/15/2023, 11/29/2023
17. Epic 228 Absent Parents and Case Management - Sprint Demo — 11/2/2023
18. (External) BES 2023 - Test Automation Approach - Cont'd — 11/13/2023
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(1)
Appendix A — IV&V Criticality Ratings

Criticality | bofinition
Rating

7 A high rating is assigned if there is a possibility of substantial impact to product quality, scope, cost, or
V‘ schedule. A major disruption is likely, and the consequences would be unacceptable. A different
approach is required. Mitigation strategies should be evaluated and acted upon immediately.

o A medium rating is assigned if there is a possibility of moderate impact to product quality, scope, cost,
(\M or schedule. Some disruption is likely, and a different approach may be required. Mitigation strategies
' should be evaluated and implemented as soon as feasible.

@ A low rating is assigned if there is a possibility of slight impact to product quality, scope, cost, or
schedule. Minimal disruption is likely, and some oversight is most likely needed to ensure that the risk
remains low. Mitigation strategies should be considered for implementation when possible.
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Appendix B — Findings Log

+ The complete Findings Log for the BES Project is provided in a separate file.
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Appendix C — Acronyms and Glossary

Acronym
APD
AS|
BES
CCWIS
CM
CMMI
CMS
CR
DDI
DED
DHS
DLV
E&E
EA
ECM
ESI
ETS
FIPS
HIPAA
IDM
IEEE
IES
ITIL

Definition

Advance Planning Document

Application System Integrator

Benefits Eligibility Solution

Comprehensive Child Welfare Information System
Configuration Management

Capability Maturity Model Integration

Center for Medicare and Medicaid Services

Change Request

Design, Development and Implementation

Deliverable Expectation Document

Hawaii Department of Human Services

Deliverable

Eligibility and Enroliment

Enterprise Architecture

Enterprise Content Management (FileNet and DataCap)
Enterprise System Integrator (Platform Vendor)

State of Hawaii Office of Enterprise Technology Services
Federal Information Processing Standard

Health Information Portability and Accountability Act of 1996
Identity and Access Management (from KOLEA to State Hub)
Institute of Electrical and Electronics Engineers
Integrated Eligibility Solution

Information Technology Infrastructure Library
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Appendix C — Acronyms and Glossary N

Acronym Definition

V&V Independent Verification and Validation

KOLEA Kauhale On-Line Eligibility Assistance

M&O Maintenance & Operations

MEELC Medicaid Eligibility and Enrollment Life Cycle
MEET Medicaid Eligibility and Enrollment Toolkit
MOU Memorandum of Understanding

MQD Hawaii Department of Human Services MedQuest Division
NIST National Institute of Standards and Technology
OE Operating Environment

oIT Department of Human Services Office of Information Technology
PIP Performance/Process Improvement Plan
PMBOK® Project Management Body of Knowledge

PMI Project Management Institute

PMO Project/Program Management Office

PMP Project Management Plan

QA Quality Assurance

QM Quality Management

RFP Request for Proposal

ROM Rough Order of Magnitude

RMP Requirements Management Plan

RTM Requirements Traceability Matrix

SEI Software Engineering Institute

SLA Service-Level Agreement

SME Subject Matter Expert
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Acronym Definition

SOA Service Oriented Architecture

SOW Statement of Work, Scope of Work

VVP Software Verification and Validation Plan
XLC Expedited Life Cycle
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Systems Modernization Project
The DHS Enterprise Program Roadmap includes contracting with three separate vendors with the following high-level scope:

» ESI or Platform Vendor — responsible for the shared technology and services required for multiple Application vendors to
implement and support functionality that leverages the DHS Enterprise Platform.

* ASI or ASI Vendor — responsible for the DDI of the Benefits Eligibility Solution (BES Project) enhancing the currently
implemented Medicaid E&E Solution (KOLEA) and providing support for the combined Solutions.

» CCWIS Vendor — responsible for the DDI of the CCWIS Solution to meet the needs of child welfare services and adult
protective services (CCWIS Project) and providing support for the Solution.
Systems Modernization IV&V Project

IV&V performs objective assessments of the design, development/configuration and implementation (DDI) of DHS’ System
Modernization Projects. DHS has identified three high-risk areas where IV&V services are required:

+ Transition of M&O from DHS’ incumbent vendor to the ESI and ASI vendors
+ BES DDI
+ CCWIS DDI

On the BES DDI Project, IV&V is responsible for:

« Evaluating efforts performed by the Project (processes, methods, activities) for consistency with federal requirements
and industry best practices and standards

* Reviewing or validating the work effort performed and deliverables produced by the ASI vendor as well as that of
DHS to ensure alignment with project requirements

» Anticipating project risks, monitoring project issues and risks, and recommending potential risk mitigation strategies
and issue resolutions throughout the Project’s life cycle

+ Developing and providing independent project oversight reports to DHS, ASI vendors, State of Hawaii Office of
Enterprise Technology Services (ETS) and DHS’ Federal partners
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What is Independent Verification and Validation (IV&V)?

+ Oversight by an independent third party that assesses the Project against industry standards to provide an unbiased view to
stakeholders

+ The goal of IV&V is to help the State get the solution they want based on requirements and have it built according to best
practices

+ IV&V helps improve design visibility and traceability and identifies (potential) problems early
* V&V objectively identifies risks and communicates to project leadership for risk management

PCG'’s Eclipse IV&V® Technical Assessment Methodology

* Consists of a 4-part process made up of the following areas:

1. Discovery — Discovery consists of reviewing documentation, work products and deliverables, interviewing project team
members, and determining applicable standards, best practices and tools.

Research and Analysis — Research and analysis is conducted in order to form an objective opinion.

Clarification — Clarification from project team members is sought to ensure agreement and concurrence of facts
between the State, the Vendor, and PCG.

4. Delivery of Findings — Findings, observations, and risk assessments are documented in this monthly report and the
accompanying Findings and Recommendations log. These documents are then shared with project leadership on both
the State and Vendor side for them to consider and take appropriate action on.

IV&V Assessment Categories for the BES Project
« Project Management * Security and Privacy

+ Requirements Analysis & Management  * Testing

» System Design * OCM and Knowledge Transfer
» Configuration and Development * Pilot Test Deployment
» Integration and Interface Management « Deployment

HI Systems Modernization Independent Verification & Validation Monthly Report: November 2023
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D _Title
88 Implementing a Core Solution for go-live
arries inherent risks that may impact
overall project success and reduce user
adoption.

Type
Fors, Michael Finding -
Risk

The departure of the BESSD lead project
manager may increase risk to the project
due to the bandwidth challenges for the
remaining project manager.

Molina, Brad  Finding -
Risk

6 Limited collaboration between the ASiand  Molina, Brad Finding -
DHS inthe design process could lead to BES Issue
usabilty issues and functionality gaps in the
‘applications and not meeting crtical
business needs for DHS and State clients.

84 The current approach to Final Acceptance  Torring, Erik  Concern
Testing (FAT) may not be complete, which
increases the likelinood of missed deadlines,

83 Gaps In test coverage and slower-than-  Torring, Erfk _Finding -
‘expected progress in testing may result i Issue

schedule delays if subsequent test vh:xex
uncover a higher volume of defects and user
feedback than \mlvallvanlv:\paled

orv
n/so/zozz Prwezt
Management

10/31/2023 Project
Management

8/1/2023 System Design

6/29/2023 Testing

6/2/2023 Testing

* Increase OCM efforts to effectively manage user, general publi

stated timeline. This version L hall y-in. This can user adoption,
Minimum Vi ) user it ideri
version of a product that financial clear d the MVP. » Actively
users, 2 go-live, and 3) o , user interface d ader
histication, and lead to an
Further,
risks, such as which  functionaliy,
i i and i B
d timely that
a lack of suppor idg workarounds,
MVPs  and Satisfaction.
automated features can be builtinto the system. Users could become
impatient i these are further delaye
system
P
stakeholders' reactions to a system with imited functionaliy.
The contracted September, a level of work that tofil position as soon as
leaving ging all DHS. pannediy ons. Keyac\wmes include: - possible. -

Prfect Management ok and actiies. OHS has tken steps fo mitgate
this risk by recruiting the PM position (an offer has been extended) and
e

b
in temporary

for final System and User testing. luraH eveloped functionalities -

preparation for operational readiness for the Pilot and State rollout of the

BES solution. It s critical that the new/open positions created by DHS are
asap the project.

with
help to support the BES Project

P 11, there has been a high level of invested in
with d technical usabilty. -
Interface, missi donality, and basic screen  provide. donali i
Based on user interface, and overall ~ completion
improved i ducts.
related to “design errors”. Although the Release 11 UAT expectations, DH staff adoption; ack of requirements) review during Epi demos, not Just the items that were
o ¥ B I possible
attributable to functionality developed for Release 11 reduction i ably for
same level of S functionality. - ASI and

and the state.

Although th d UAT plan and
e Projectappearsunpreparc for Release 11 UAT For example, new

d UAT approach and resource plan, there is
potentl sk of mising AT nelnes. However, the R UATphae does

with

‘OPEN - Conduct comprehensive Final User Acceptance Testing (FAT)
planning, including what s in and out of scope for Go-Live. - DHS and ASI

testing processes, including a Teams Issue Tracker, are not
While basic workflow understanding exists, test team members raised many

not fall within

While

incomplete or delayed R11 UAT may

will provide
for FAT COMPLETED - Conduct lessons learned session to incorporate into
FAT, including updates of all processes, procedures, roles ant

i b refine these belimited, consider (6/3102023) - 11
processes during UAT. ) capacity, and AT planned. (9/31/2023)
‘s R11 R1L Traceabilty oPEN
Dashboards, and ifthere  simple defects in INT and ST and implemen effective feaser
progr L ing. Co itappears is slow prog it IAT/FAT. -
and use cases in R11 s or are more DS and S| monior NT/ el for both breacth and deplh of testing to
In terms of extensive and i is adeq reviews the SIT
ed,
Testing (SIT). The ASI extensions,
the INT exit criteia by June 16, 2023, about 2 weeks after SIT begins. final «

Final Acceptance Testing (FAT)

UAT/EAT

2 low

3 Med

1 High

4 High

Open

Open

Open

Open

11:30-2023 - DH has filled the Project Manager position with the
promotion of the Assistant Project Manager. n addition, two temporary.
s filed roject and

o recruit for th
Manager position. IV will monitor this concern and assess the impact of
these staffing changes.

11/30/2023 - mber, the ASI

10/11/2023 Jessica - Our SMEs are providing their feedback. This is one of

d all 28 Epic demos.

Is ok. | rec'd an emal back from Joe F. that V&V

is e

are providing more feedback to the ASI on the BES design. The DHS PM has

provitd eedkaskars swareof e rsoltonof ther comments. T A5
between

communications would be clearer if they were included in live demos. V&V

9/31/2023 -

hat

designs are in alignment with DHS expectations. IVV added a

this

new process. 8/31/2023 - The ASI will no longer conduct n-person Sprint

Demos with DHS approval. Instead, recorded sessions wil be provided to
it jow. The. i

back to the AS!is und d

ASland

. testing,

11/30/2023 - DHS planning for FAT has continued through November,

however, related to FAT pr

over 60 FAT resources will be running tests, the majority without FAT/UAT

experience or BES familiarity. However, as of the 11/30 schedule, there are

10 tasks for FAT test team training. FAT planning is reliant on knowing the

complete scope of BES functionality o be included in Go-Live. The DHS

request for the complete scope of what i in and out of scope for GorLive
Ast has

and Learning Management System modules as an aid to the DHS FAT test

3

ESfor in.
10/31/2023 - s planning for FAT, scheduled to begin in Fehruarv 2024,
DHS plans to Intiate test case development in early November 2023 and

ol
involve them in the planning sessions from the very beginning. However,
FAT planning is reliant on knowing the complete scope of BES functionalty
to beincluded in Go-Live. This is a DHS request to the ASIthat s yet to be
answered. The ASI s also planning to conduct the full system and integration
testing prior to the start of FAT. The ASI has repeatedly stated they are

3 include.

"

This testing is
crcalto e abiyof the DA s tam o efctvely s e sy fom
a user perspective. 9/30/2023 - The Project completed 2
however, some UAT processes stll have not been well P
example, UAT testers needs

defects, including INT/SIT defects, before creating a new defect to avoid
duplicates. The Project developed a lessons-learned report and identified
Kev areas to imorove such as how to manage defects and how to

update the
SITtest cases. A reporte last month, i tis s completed B

pro
proper sig-off o enter ST While thse concerns are st resent, e peer
by the ASI has resulted

the test cases. The related to the
entry criteria for Release 12 SIT. IT test cases, as part of B1-20, are
12/a start
e for ST DHS 1 reviewing T srpts s teyare writen, bt e fll
magnitude of ST test scripts wil be unclear unti the delivery of BI-20 on

Release 0.11
. This should
andspcifed toaveid mproper CoE Froitms BOGLETD
addedto
SIT p 1u/31/zuz; d

Testin Until this
is complete by the AS, DHS cannt vty the ST testcases are
i

int
interfaces, and converted data). 9/31/2023 - Gaps (business

Unit, Integration (INT), and System Integration Testing (SIT) phases continue.
0 result in numerous defects found during UAT Release 11.1. To improve
e 12, the As!

Functional and Non-+ s and
each

validate this

12/15/2023 - Above
already addressed by
DHs/loe

Campos Ensure
recommendations.
reflect In Progress" or.
"In Process".

10/31/2023 -

Vic - Conversations
with BES PMO about
live demos. Will keep
as recorded demos,
but we addressed
JF- open comments
Vic - after demois
complete, feedback

and
acknowledgement.

Vic- for the next
reporting period. We.

feedback to the SME
Policy and Functional

SME.
We are getting off-the-
way comments

Nicole s finding.
comments fr

rom sta
that were not involved
in detail 10/11/2023

Please reference

12/15/2023 - Weekly
FAT Planning Meetings
have been occurring
since early November.
There are current FAT
team preparation
items on the schedule.
(per below), but it may,
ot fully represent all
the detailed items
discussed and tracked
on the FAT Planning

Meeting,

11/17/2023 - The
complete scope of BES
functionality is being

tracked in
sirafConfluence. Pleas

by DHS that s yet to
be answered.

10/31/2023 - Plan to.
have a Release 12
planning meetings
when Trisha eets back.

12/15/2023 - The SIT
that stared on 12/4 s
internal to eWorldES
and not the official ST
startin January. The.
SIT that started is
WorldES internal

functionalty is
working appropriately.
10/31/2023 - Vic - For
R12, DHS will be able

wellin these meetings.
"

and SIT. Testing
Willbe testing
everything that was
previously done in
prior releases.
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i vpe
82 Thelackaftdical documetation iy Hesth, st inding-

Date orv
4/27/2023 sacum and

In April, the ASI/DHS system security plan (55P) authors began writing ) the s5° baseline will be complete. - In December 15th, 4 Hgh  Open on
lead to incorrect implementation statements X editor ts. Afulldraft , updated, and 2023 when the full the design of the secure enclave. The Security SMIEs have considered the 12/15/2023 -
or delay the System Security Plan supporting the SSP is unavailable, outdated, o i a draft form. During April, of the SSP is scheduled August 15th, 2023, - InProgress - 55 is scheduled “ r polying Security: Executive
t « is 15,2023, The  with 5P authe be I d way d about whether Summary
from 55 is a large vl - i Progrss - prorn ol f 5 contrls For approval prior to in time for a The design and
of how the system should be designed from the SSP author's perspective enh s how that have been witten as drafts prior to December  sharing wit occur i early 2024. Considering the level of effort outstanding and time implementation of the
instead of how the system is actually designed. The SSP authors need o the control or enhancement has been met. 15th, 2023, Federal parters remaining before Pilot, V& i aising the Critcalty Rating to “High. Secure Enclave (B112)
know and h from Design through Implementation - Not Started 10/26/2023 ~ Throughout the month of October, both the ASI and DHS is being commingled
pology, datafiow, geing, etc. Securty SNEs v ocused o the desgnofthe scure ancve o store with the System
sensitive dat Security Plan (81-13).
work The purpose of the
reauired securiy planis to
the end of November 2023. And much of this work reures a logical describe the controls
approach i that certain actiities must be completed prior to the start of in scope (for BES and
follow-on activities. » The secure enclave is in the design phase. » The Secure Enclave) and
Security SMEs i describe the current
be. ) planned state of
the end of November 2023. « There are over twelve (12) adtional implementation.
documents, - ea Further, the S5 is (by
submissions to federal regulators, most of these documents are planned to design) 3 lving
be completed by the end of November 2023, The £5I and ASIhave stated document that il be:
they are confident the work can be completed on-time. ~9/28/2023 - At periodically revised to
September, reflect changes in the
implementation statements for al IRS-specific cantrols, and the base st of implementation status
draft control implementation statements was also completed. The bulk of (progress and
the montt maturation of security
an environment used to receive, store, and access regulated data, such as capabilties)
Federal Tax Information (FTI\. The AS! has oresented a draft iaeram of the The S5P is comolete.
80 Development delays could negatively impact Fors, Michael Finding - 6/30/2022 451 had previously [; Y opeN Immediate 3Med  Open 1173023
the project schedule and delay go-lve Risk Development pect lest dditional junior and unplanned development ffrt reulred o unwind T functionalty 10/31/2023 -Vie -
Previously, level of y resaurces issuance. mixed bag here. We.
jth i tor Previously, DHS i lysis,and d mentor junior , and these. are mentioning design
points) and the h project had indicated, i f resources. » he o sprints resulted in @ planned overlap of development and INT with SIT. WV misunderstandings.
indi The  AsiB (pot ing) it i ME
resources in a timely (e, story p reduction of 10/25/23 - The ASI
manner. ASIBASA team. instances « AS1 provide i i i ings) bet communications.
where ASI DHS with SMEs; ma -1 am trying to
(who may . which has. understand what
contributed Tt remains. « S regularly o development delays,
i ing proi 4 demos. two months leftin
burn-down chart to track the progress. COMPLETE CLOSED = ASI reviews continue, it could lead to development delays. While the ASI added 5 oDl
dentif it ADA defects, it i Vic - we il evaluate:
preventing requirements willincur further development delays. 9/28/23 - DHS SMIEs the draft,
hedul , i i
MEs remal
concerned that the ASlis pushing back on some important design
refinements isi
instead of having lve collaboration sessions with SVIEs could hinder good
i I
The As!
o
oost eo-lve i the
74 ABES prject chedule based o accrte Ml rad Frdrg - 11/25/2021 Project OHS and the. . i con et OPEN Maritar, it nd v scheduingetmatsfor accurscy. A5 nmedate 2wl open /0o o 5o
estimations diminishes effective planin ssue magement resus that have ot ieded improvement Concens withthe structure, 3 X arler in oncern
and resource management, which could estimating practices, and 8 The use: = e o oo o8 oo s o esimted: poentally 11/17/2023 -
resultn late deliverables, costincreases, o  scope ch details on rexulm\gmmlsszd mplmertsion miesones The stionlsevlopment As mentioned in our
and a late go-ive. Previous 8 on versi HS and the art pre-meet, the only
resource management and critcal path analyss,a of which were: a7 o rese schdle st which rjectdelrates can b S o 2 et ahe ot v G e Lo/a1/20m3- Eign significant revisions
addressed and closed. ed. asi DHS and being re- made to the schedules
baselined, ncluding delays to tasks (a training task was dehvzd overa were with t
Py complet) LOSED s requete by DHS, add ey mistons to refinement of training
3 schedule for dates. | also mention
Eplcs (9/29/23 sl ot do . Key milestones of the project. 9/31/2023 - The AS!re-baselined both the dates will continue to
a delay with P hedul € release evolve as we progress
ot result in major implications. (6/29/23) Leverage velocity and burn down 12 and addressing DHS and IV&V's further into the
charts of the roject phases. lease
needed. Project. As shift the consider “softening”
(4/30/2023 - A1 using lira) Using the available tools, revee thecarenc N Vour status verbiage.
sstimates o complet ach ity compars 1o st st hours delayed. This may cause downstream impacts on UAT planning and
208> it 5 Nt Sarte) Ut 5 ey provie e execution, Training, Organizational Change Management, and Operational
Pthegs reports and dat readiness to plan for any required workarounds and manual processes, toyaz
OM/ASH resounce net siong it overfondr alocsionsof o for the 31/2023 - The 8-week implementation delay provides the project team
duration of the Project u/sn/m; -rew S Nottred) evdop with additional time to develop and test te planned Release 12
by DHS/ASI for functionaliy,including work that was moved from Release 11. Addressing
il sk that e beind scheduleor are at ik ofbeng b schedule 8 the
which includes resource management. (1/28/2023 - new ASI) Discuss, project schedule. 7/31/2023 - The AS! has not provided justiication for the schedule. Training.
g efforts in Vic - Training - Tony.
than over Additionally, WV has been working to
reliance on POs, slow design sprints, and cadence of development tearms, in providing a refine dates. As we
(2/28/2023 - new ASI) The new ASIpresents a draft schedule for DHS e know more itis
73 The planned BES infrastructure is complex Fors, Michael Finding - 10/28/2021 System Design of i the evel of effrt t implement and manage the complexitesof the BES » A develop a Next several 2 Low Open
which could be difficult to implement and Risk infrastructure. by the AS),the 3 o months. B P R e et e it e 11/17/2023 -
lead to schedule/cost impacts. Further, th Projct Delaysin  upd lied. » wil mpact rojec schecules and budgets going forward. The ASI Again, why is DR being
, test, d e referenced here? Per
and implement the planned complex environment remain unclear. and lead to further delays. « st all of house FTI data. The ASI appears to be making progress on DR plans and the current project
i sl designs. 10/30/23 - The ASI continues to have productive discussions with schedule, the DR plan
asi is scheduled to be
“moving parts") and d the citical path, plans and technical architecture for conducting Disaster Recovery (OR). The submitted at the end
bugs. Furth year. Reminder:
ini For . However, it remai 2

Clou

component (.e, Nexus). Google Cloud s generally viewed as a less mature.
product offering, compared to their rivals (Amazon Web Services, Microsoft

Azure). VRV

points

employees,

y
familiar with in a complex infrastructure environment.

impact their abilty to test and perform DR. 9/28/23 - The ASI has
of their

P P
y simplify
that, be able.
ithout hi The As

has also stated that maintaining the system post-go-ive will not require:
excessive effort and that achieving the SLAs will be possible. IVV remains

d ted, ptually
of concept (e g, the secure enclave and disaster recovery environment).
8/31/23 - The ASI has reported progress in the build out of Chronicle, their

d the AS|

h
this findine and look for.

Pilot Go-Live s April
2024,

10/31/2023 -
Vic - westill do
notunderstand why.
this remains.
10/11/2023

Please  reference.
your updates on
finding #82 Security
and Privacy which
documents the work
being done for the
Secure Enclave.
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Event Horizon

i Type Date _Category
70 Insufficient configuration management  Fors, Michael Finding-  8/23/2021 Configuration processes and p ‘OPEN » ASI adhere to plans for configuration management as documented  ASAP Low Open  11/30/23 - The ASI has yet to provide a detailed lst of configuration items
could lead to development confusion and Risk Development  Configuration Management Plan, however, it remains unclear f sufficient  ensures the BES is h in BI-6 DDI Plan, Sect ge £ DHS and IWV. IVV has restated this request to the ASI 5o that the level of
reduce the effectiveness of defect resolution progress has been made level of onfiguration = AS validate pl d detai is clear. 10/26/23 - The AS! provided broad information on the 10/31/2023 -
" (e, CMDB), and The and should proude ful set of configuration items " «DHS and configuration items being tracked but have yet to provide detailed Vic - We provided a
with accurate, dynamic ome of As1work o use B configuration items for IVV review. The ASI has deprioritized some listing, working on a
e, Howeve, it criica hat DHSS1 g o el s f e vt g comPpLETED onfiguration management activities, which it intends to perform in plan to implement.
relies on Github for tracking of some configurations. areincluded in nfiguration M that wo preparation for Maintenance and Operation (M and O). 9/28/23 - The AS! M- roadcteories
items, features. configuration management activities and assure defined CM steps and plans gained DHS' approval on the items that will be tracked and monitored as Vi orking
fective, and for cm. part eq on e detas now
7/31/2022 waiting on the ASI o respond. 8/31/23 - No material update. 7/31/23 - No. This will become more:
material update. 6/30/23 - No material update. 5/31/2023 - The ASI important and we
continues to make progress with is utiization of the ServiceNow work to get ahead of
Confgraton Marsgement (0] tool. The have ety perfomad an the MO plan.
initial import of Google Cloud Platform server details into the ServiceNow 10/11/2023
Configuration Management Database. *** Continued work. Setupin
ServiceNow, wil be building up instances. Ongoing support and main. W&V requested the
Dont"think stll a risk, IVV to discuss. 4/30/2023 - The ASi finalized the listast month and Is
ServiceNow (SN) modules they will utiize for the project. 3/31/2023 - The waiting on the ASI to
ast respond - Please
fitfor the project and for DHS going forward. Details of exactly how theyl see the following list
Tevel of configuration
per 2/28/2023 - to management items.
which are/will be
Details of exactly how they'l be using SN and its muititude of modules and managedin
capabilities remain unclear. 1/31/2023 - Actvity in the reporting period rviceNow:
will rea: i once Incident Response.
related project actvity has begun. 12/31/2022 - No material update in the Change/Coniguration
reporin eriod s th work stoooace continued sn the new A1 conducied Manazement
67 The Americans With Disabilties Act (ADA]  Torring, Erik  Finding - 7/12/2021 Testing While R03 and been be ADA B ~Theasi bl 3 Med Open
Section 508 compliance tool has not been Risk dng. BES. plan for (Complete) - The ASI and prior to final at (he RS S O Tl
installed timely for the Project, which may. b non- solution 10/31/2023 -
cause significant rework. performed. This risk eg. acceptance. mndnues. IV has requested reporting on; - functionaity to be developed Rama - Trip to India
months, results to-date vision and (Complete) - The As reports from the ADA tool setup a dedicated
i a desk- i (Complete) tested -functionality developed that has been ADA-tested The ASI has ADA team. Dev
top tool for w federal policies, i el Stanar [ i
results i Technology period, however, the ADA metrics for the month of November have not yet developers to use to
for all ADA compliance items. 08 of livered, If considerable progress s not available for DHS to verfy, check code. Team
Act, heris il atng may increaseto High nDecember. 10/31/2023 brought n bugs,
with installed in August examined every screen
defined by DHS and Tevel 2 b- approximately 5 developers and
parts of Section 508 of the Americans with Disabilties Act (ADA), atthe end of October. Considering the high number of defects and minimal scrum master. New
iscrimi Inds CFRBS.”. i uidel i i the ASI reevaluated AD branch of updates, will
P for efficiencies and improved preventative measures. As a result,the ASI bring into build
Handbook, extension in real pipeline.
the secti there may The AS! will New developers are
be a significant amount of rework to the solution. validating as-built, old
subsequent testing environmens. Additionally,the ASI wil dedicate 5 ADA- developers are using
d master dsting ADA defec plug-in to check their
code when submitting.
schedule. The ASI reports continued use of UsableNet and is addressing This week's status|
i is dentif ADA report had process
d Itis too early improvements
i Rama - We are
e s e nm‘m confident that we can
timelines or resources. 2023.and fix all of the defects
63 The lack of early planning and coordination  Reynolds,  Finding - 1/21/2021 I items PEN'S, formal Js. 6. Confirm testing. Q32023 2 Med Open  11-30-2023 - Two of the 23 MOA/MOUS (DLIR and uoux) are nmswsned
with interface partners may resultin Issue Interface and documented by the ASL- Connectiviy i planned to ullze a presently  the tasks sharing. Aclearly in writing. 7. of concept and remain outstanding. DHS continues efforts to complete these
schedule delays, Management  undefined ETS APl Gateway; however, there is hay agreements to minimize further impact on the project. Ths finding is now 10/31/2023 - Good
gard.- There is planning, and minimize their own anissue due project. Th and accurate as of the
the risk of I addition, after planning FoDs 120 days before This end of October.
coordination, design, and testing activties (Unit Test, SIT, UAT).-Interface COMPLETE 1. Establish a S5A documentation is expected to be ready by December 15th, 107 days Met with DOTAX (Cory)
o plan for turation of the BES prior to the April st pilot, Although the SSA has informally stated that they to get appendix
partners, re neither resident nor managed within the Project Schedule.  deploying the system to production. oo s, COMPLETED m/zs 2. dentify and document al interface horter exists to the details. Sent to Scott
partners’contacts, COMPLETED 3/51/2022 3.Dfin  elaseschedul or availability of the SSA data. The interface testing team was organized in M. to finalize updates,
, coordination, November b then send to A
« disa the Pilot DoTAXs one of the
date approaches. The ASI i internally reviewing the Interface Test Plan and interfaces that wil
and d allinterfaces. will share it with DHS in December. 10-26-2023 - Two out of 23 MOA/MOU overlap SIT. They are
; the AS!is busy in the tax season.
ignature; MOU does
and s currently being addressed by the ASI and DHS. The Functional Design i
of all 23 Interfaces was completed and approved by DHS. Nine of the updates. Pushback
d, and from OIT about
09-29-2023 - sample fils.

' (MOAS and MOU: 7 Rama - set up a batch
of 28 MOAs, ncluding the DLIR interface, have expired or will expire by the team for end-to-end
end of 2024. DHS/ASI has yet to provide a target date for resolving the coverage. We met

w with Ryan S. and OIT
items, that about sample files. We
Documents (FODs) without DHS knowledge has been reviewed and resolved asked for m:
through meetings with DHS and the ASI. The review and completion of the. PROD files for ease of
Interface Control Documents (ICDs) are in progress, with 4 of 25 ICDs use. OIT said no. We
outstandine. The oroeress of the ICDs and Interface Eics will continue to be are creatine a batch
29 Uncertainty and/or a lack of communication Fors, Michael Finding - 5/28/2019 Project oPEN - h Asap 2 tow Open
around long-term architecture decisions ssue. Management inclusive of all with any 3 DHS. Fr in Liferay. 11/17/2023 -
could impact the project budget, schedule, and socialized to all relevant project stakeholders. For example, the ASI and  available. d of the portals isstil
system design, and planning decisions. i ie i and time sharing. If change . this would  Enclave and DR
one for BES) % d 10/26/23 - requirea CR. Infrastructure are
i the project ibl - of it iverable, however, works in progress.
decision log. Further, the details of the plan For example, if ‘The Project should continue to ensure communication between For Why does V&V
integrati I W important i example, details of the secure enclave and the disaster recovery continue to report
communicated, ese tool h broadly. WV items that are in
y i CESGIECAUILT
vett 1o you draw the line?

development planning has completed.

details and clearly communicate out to stakeholders and project teams.
Complete 3/31 CLOSED - TS S
ensure regular

Project. CLOSED. n/;n/mzz

and communicated to stakeholders. 9/28/23 - The AS| updated and
p

Live, further

changes.

solution for Haws

citizens to complete an application for BES benefits)

Bl-L B
12 BES Shared Services Chapter BI-12 Self-Service Portal Chapter BI-12.
Physical 8/31/23 - The

12 System Architecture Deliverable, with chapters for Common Functions,
Shared Services, System Security Plan, Audit System, and Physical

review. DHS ant
receive these chapters for review in the month of September. 7/31/23 - The

Inspire

10/11/23 Vic - Per our
discussion with Joe,
Rama mentioned there
willnot be a need to
make changes to the

final plan for the two
ral vision. We
expect that inal
decisions wil likely be:
made durine this
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