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Executive Summary 1)

July was a consequential month on the BES Project. While Release 11 User Acceptance Testing (UAT) provided DHS first-
hand access to BES functionality developed to date, much of it could not be tested due to dependencies on features yet to
be developed. Although the BES application should be fully developed by October 20, 2023, escalations to this month’s
IV&V risks/issues may be an early indication of the Project veering off track. IV&V's visibility into the ASI’s corrective actions
has been limited. Specific areas that should be addressed include:

» Usability — system navigation of the BES application emulates that of an old legacy system versus a modern one — limiting
DHS’ ability to realize planned efficiencies

* No revised schedule — the BES project schedules reflecting changes to Release 12 were still under revision.

* Quality of ASI Integration Testing (INT) and System Integration Testing (SIT) — the DHS User Acceptance Testers are
creating grammar/spelling defects that are diverting their ability to test functionality from a user perspective which may
lead to more defects during the pilot and statewide implementation.

IV&V and DHS, through feedback in meetings, emails, and findings have made it clear that the ASI needs to act on
recommendations that have been suggested to have a better outcome with Release 12 than was witnessed in Releases 11
and 11.1; continuing the same path could put the overall project success at risk.

May Jun Jul Category IV&V Observations

Project The BES project schedule is still under revision. The ASI’s reasoning for reducing
Management | development and testing efforts in Release 12 has not been provided to DHS and IV&V.
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Executive Summary 1)

May Jun Jul Category IV&V Observations
IV&V has opened a new finding related to the BES application design. While the Project
4 o System reached a Go decision for exiting Release 11 UAT, a high number of design-related defects
/| Design were discovered in UAT, possibly indicating issues with the current design and testing
processes.
Configuration

Development delays for Release 11.1 have delayed UAT, which could impact the overall

@ M and schedule. The ASI is assessing the impact but has not yet shared any results.
Development

= N Integration As the project moves closer to Pilot, having all the interfaces in place and tested could
@ @ (™ ) | and Interface

Management become a critical dependency to implementation.

o o While the Project reached a Go decision for exiting Release 11 UAT, multiple issues with
M M| y Testing testing raised by DHS and IV&V need to be addressed to avoid impacting the quality of the
e final BES application. IV&V has raised the Criticality Rating of our related finding to “High”.

Progress on the System Security Plan (SSP) was impacted by a replacement of the ASI
Enterprise Architect, further tightening the ability to meet key milestones for completion of
the SSP as required by DHS and Federal partners.

Security and
Privacy
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IV&V Findings and Recommendations 7 )

As of the July 2023 reporting period, PCG is tracking 10 open findings (6 risks, 4 issues) and has retired a total of 68 findings.
Of the 10 open findings, 1 are High, 6 are Medium, and 3 are Low.

Open Risks & Issues

Security and Privacy

Integration and Interface Management

Testing
I Open - Med
m Open - Low
System Design [ M Open - High
Project Management | Open Risks & Issues by Category
= Configuration and Development
Configuration and Development
= Project Management
0 1 5 3 System Design

Testing

= Integration and Interface Management

= Security and Privacy
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IV&V Findings and Recommendations 7 )

The following figure provides a breakdown of the 79 IV&V findings (positive, risks, issues, concerns) by status (open, retired).

All Findings

Finding - Positive

a

Finding - Risk —
I
L

M Retired

Finding - Issue = Open

Concern
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IV&V Findings and Recommendations D
Findings Retired During the Reporting Period

I

None
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IV&V Findings and Recommendations 7))

Preliminary Concerns Investigated During the Reporting
Period

I

Preliminary Concern — The current UAT approach and planning may not be complete, which
increases the likelihood of missing UAT timelines.

Release 11 UAT was completed, and currently, the Project is conducting informal Release 11.1 UAT
ad hoc testing. Throughout Release 11 UAT, the Project made significant refinements and changes
to the originally planned UAT approach based on lessons learned. For example, the Project decided
to discontinue the use of a separate MS Teams Issue Tracker as it failed to provide the expected
84 value. Testing

While UAT resources had many questions and spent time discussing testing processes and
procedures, defect documentation, severity assignments, and retesting, they did not have a
significant volume of tests to execute. As a result, they were able to complete their tests timely. If the
Project does not learn from the UAT experience and incorporate these into FAT where the entire
application will be tested, IV&V remains concerned FAT may experience unanticipated delays and
inefficiencies.

Recommendations Progress

» Conduct lessons learned session to incorporate into FAT, including updates of all processes, procedures, roles

and responsibilities AClEIEl
» Train testing resources early before FAT begins and walk through end-to-end scenarios. Not Started
» Develop contingency plans if Release 11.1 UAT does not proceed as planned. Not Started
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IV&V Findings and Recommendations D
Findings Opened During the Reporting Period

I N N

Issue - Limited collaboration between the ASI and DHS in the design process could lead to
BES and BES-SSP usability issues and functionality gaps in the applications, and not meeting
critical business needs for DHS and State clients — Medium Criticality

Observation: During the UAT process for Release 11 DHS testers raised concerns about system
usability, the user interface, missing functionality, and screen layouts. Most of the defects found in
Release 11 UAT are classified as “design errors”. Although Release 11 represents a partial
development of the full system, the discovered design issues may impact the project if not
86 addressed. System Design

Significance: A significant amount of money and DHS resource time have been invested in the BES
solution, with the expectation that the new system will at minimum provide all functionality found in
current applications — but really should provide additional capabilities, greatly enhanced user
interface, and overall improved usability from current systems. Should the solution fall short of
expectations, there may be challenges in DHS staff adoption; a lack of confidence in the solution
providing the accurate information needed to provide benefits to HI citizens, and a reduction in the
ability of DHS to provide the same level of needed services to clients

Recommendations Progress

* Include a wide enough audience in all design and demo sessions to validate FNS and DHS functional and
. . o Not Started
technical requirements and system usability.

» Perform Sprint and Epic demos in alignment with development sprint completion (demo
: . . Not Started
functionality/requirements as they are developed) to get early feedback on work products.

» Perform comprehensive (demo all requirements) review during Epic demos, not just the items that were
added/updated, allowing DHS to provide early feedback on possible issues/gaps that might not be apparent Not Started
when focusing on specific functionality.
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IV&V Findings and Recommendations )
Project Management

. Criticality

Issue — Uncertainty and/or a lack of communication around long-term architecture decisions could
impact the project budget, schedule, system design, and planning decisions.

29 The project considered changing correspondence tools from Inspire to Google AODocs but recently decided @
to stay with Inspire. V&V will continue to monitor for broad communication of architectural/tool decisions to
relevant stakeholders. The Project is making progress in clarifying key architecture decisions.

Recommendations Progress

» The ASI should continue to update the Bl-12 System Architecture Deliverable with additional details as they

become available and with any finalized architectural changes. [pieses

» DHS should continue to ask the ASI to perform due diligence in any recommendation for foundational
architecture change decisions and continue to review with appropriate DHS stakeholders (e.g., KOLEA) to In process
assure a common understanding of the implications of these decisions.

» The Project should continue to ensure communication between development leads and architecture leads to

. . . . . - : In process
assure optimal collaboration on possible architecture changes that could impact decisions in each area. P
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IV&V Findings and Recommendations H
Project Management

n Key Findings ng::izléty

Issue — A BES Project schedule based on inaccurate estimations diminishes effective planning and
resource management, which could result in late deliverables, cost increases, and a late go-live.

The ASI has not provided justification for reducing development and testing efforts in the schedule for (M)
74  Release 12 as requested by DHS and IV&V. In early July, the ASI informed the Project that changes to the o

schedule were needed for release 12. IV&YV is concerned about the delay in obtaining the revised project

schedule. IV&V will continue to monitor the schedule for any risks that might impact the Project’s ability to

plan and execute upcoming work..

Recommendations Progress

* Monitor, evaluate and revise scheduling estimates for accuracy. In process

* Add key milestones to the project schedule, such as Sprint and Epic demos, to show key progress towards
_ : Not Started
completion of Epics.

» ASI plan and execute Epic development so that Epic demos can occur earlier in the release schedule and

. . . In process
allow time for possible revisions.

» ASI hosts a weekly meeting with DHS and IV&V to review all changes to the project schedules (Primary and
DDI).

Not started
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IV&V Findings and Recommendations H
Integration and Interface Management

n Key Findings CE:::izlgl’ty

Risk — The lack of early planning and coordination with interface partners may result in schedule
delays.

The ASI and DHS are working to complete the remaining two interface agreements (DLIR and DoTAX). 7
63 Workis proceeding to review and update all 22 Interface Control Documents (ICDs). None of these (M)

interfaces have been fully reviewed and updated. Furthermore, none of the interface technical design N

documents have been completed. IV&V will continue to monitor the ASI efforts toward addressing our

recommendations. Release 12 development ends on October 5, 2023; there is little time left to complete

the outstanding work. IV&V has raised the Criticality Rating to “Medium”.

Recommendations Progress

» Complete all MOAs and obtain approval. In process
» Confirm testing dates with interface partners in writing. In process
» Complete early proof of concept interfaces to avoid unexpected delays due to external organization Not started

miscommunications or their own internal delays in assisting the BES project.
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IV&V Findings and Recommendations H
Configuration and Development

n Key Findings Cgt;:;':l;lty

Risk - Insufficient configuration management could lead to development confusion and reduce the
70 effectiveness of defect resolution. @

There is no material update for this reporting period.

Recommendations Progress

» ASI adhere to plans for configuration management as documented in Bl-6 DDI Plan, Section 5.2 and clarify

details and/or any changes with DHS. [ [PIeEEEs
» ASI validate plans for configuration management with DHS and agree on a meaningful set of configuration
X . ; In process
items or settings they will track.
+ DHS and ASI work to clarify/solidify plans for the potential use of configuration management tools and DHS In process

work to fund and procure a CM tool, as required, to avoid any negative impacts to the project.
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IV&V Findings and Recommendations H
Configuration and Development

n Key Findings C;Ll;':l;lty

Risk — Development delays could negatively impact the project schedule and delay go-live.

The Project recently elected to not move forward with their planned Release 11.1 incremental UAT testing

g0 and instead opted to only perform ad-hoc (instead of scripted) testing. The ASI stated the primary reason for (b
not being ready for UAT was they were unable to complete the mapping of portal benefit application fields to ’
the BES system. The ASlI is assessing potential impacts on the schedule. Given the uncertainty regarding
the probability of delays, IV&V has raised the Criticality Rating to “Medium”.

Recommendations Progress

» DHS request the ASI strategically add the right project team resources to effectively increase velocity. Note that
adding additional junior resources may not be as effective as staffing additional expert-level development, In process
analysis, and other resources that can lead and mentor junior resources.

» ASI effectively track and regularly provide DHS (potentially via the weekly DDI status meeting) with an accurate
velocity (e.g., story points per day/week/month) and assure that the current velocity is accurately and In process
consistently reflected in the project schedule.

* The ASI should provide DHS with the time needed to effectively evaluate the software demonstrations (demos)

and elicit productive design discussions with DHS attendees during each demo. [ [PIEEEEs

» ASI reviews the development process and identifies and mitigates the challenges preventing them from

incorporating Epic demo activities into the project schedule. et gEiae
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IV&V Findings and Recommendations H
System Design

n Key Findings C;;l::izléty

Risk — The planned BES infrastructure is complex which could be difficult to implement and
maintain and could lead to schedule/cost impacts. @

73
The project recently onboarded a new ASI Enterprise Architect. As this is a key role on the ASI team a

candidate and resume were presented to and approved by DHS.

Recommendations Progress

» ASI develop a process to closely monitor cloud and other product changes (software updates/new releases),

manage changes, and regression test once updates are applied. 0 plEEEEE

» The project team work to establish strong governance over the utilization and maintenance of various I Drocess
tools/components. P

» ASI allot time in the schedule to conduct proof of concepts to assure infrastructure components work as In Drocess
expected. P

+ ASI maintain a detailed schedule for DevOps implementation tasks to avoid unexpected delays that could delay In process

project milestones and the critical path.
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IV&V Findings and Recommendations H
Testing

n Key Findings ngzzgty

Risk - The Americans With Disabilities Act (ADA) Section 508 compliance tool has not been
installed for the Project, which may cause significant rework.

According to the ASI, the automated tool has been configured and set up, but it is not ready for testing until
the User Journeys/Tests to execute are defined. Despite the ASI's previous report of conducting an

67 assessmentin June and identifying 28 defects, those assessments were merely trial runs and did not
provide any significant value.

The ASI plans to commence formal ADA testing in October 2023. They plan to conduct automated testing
at an earlier stage to address any issues before formal testing begins. Until then, the ASI will incorporate
accessibility guidelines into their design/development activities and conduct manual testing.

Recommendations Progress

* The ADA tool meets contractual and project requirements. In process
* The ASI communicates a plan for ADA test execution. In process
* The ASI communicates how the tool will be used to report compliance and non-compliance and how non- In process

compliance will be addressed/corrected

» The ASI provides DHS/IV&V reports from the ADA tool execution and explain how to interpret the results. NelEiETse
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IV&V Findings and Recommendations H
Testing

n Key Findings ngzzl;jty

Issue — Gaps in test coverage and slower-than-expected progress in testing may result in
schedule delays if subsequent test phases uncover a higher volume of defects and user feedback
than initially anticipated.

The Project met Release 11 UAT entry and exit criteria. However, ASI's INT and SIT processes and

efforts missed easily identifiable defects that were introduced into subsequent test phases. For instance,

defects like UAT-503, 340, 343, 347, 350, and 353 were discovered during UAT and should have been
83  caughtduring INT or SIT using basic testing. In UAT-350, the UAT tester was unable to edit a date field y

that should have been editable. In UAT-340, the UAT tester selected and saved some options, but the

options were not displayed or saved properly. DHS UAT resources are spending time documenting

typos, grammar, and visual design aspects (e.g., alignment, font size, etc.). Uncovering such defects

during UAT is time-consuming and shifts the focus away from user acceptance testing to quality

assurance testing. If INT and SIT continue to release defects into subsequent phases, the effectiveness

of FAT may be reduced, leading to project delays or defects being released into the production

environment.

Recommendations Progress

» Monitor SIT closely for both breadth and depth of testing to ensure the system is adequately tested. Not Started

* The project team reviews the SIT exit criteria and revises them as needed to ensure UAT begins with the best In Drocess
system possible. P

» ASI and DHS spot-check Integration Tests during Release 12 to confirm early testing is adequate before Not Started

entering FAT.
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IV&V Findings and Recommendations H

Security and Privacy

n Key Findings C;g;ra‘gty

Risk — The lack of technical documentation may lead to incorrect implementation statements or
delay the System Security Plan (SSP).

The SSP Authors have almost completed the initial set of controls for the base system security plan. While

this activity appears slightly behind schedule due to staff availability, it should not have an impact on the )
g2 overall schedule at this time. The ASI is reviewing the existing implementation statements and tracking the M

controls that may need additional information before submission to DHS and Federal regulators. This o

month, the ASI replaced its Enterprise Architect. This change in resources caused a pause in the

development of technical documentation. There are less than two months remaining to complete the SSP

for submission to DHS for approval on September 18th, 2023, and submission to Federal partners by

October 2nd, 2023.

Recommendations Progress

» Determine when the infrastructure design baseline will be completed. In process
» Determine when documentation will be created, updated, and available for the SSP authors. Not Started
* Collaborate and communicate with SSP authors about when reliable and correct documentation will be

available Not Started
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V&V Engagement Status ()

[

IV&V Engagement Area un Jul Comments

V&V Budget

IV&V Schedule

IV&V Deliverables PCG submitted the final June IV&V Monthly Status Report.

IV&V Staffing

0 0 0 OF
© 0 6 6 @
0 0 6 o

IV&V Scope

Engagement Status Legend

The engagement area poses a

The_engagement area is The engageme_nt area is significant risk to the IV&V
within acceptable somewhat outside acceptable . : .

project quality and requires
parameters. parameters.

immediate attention.
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V&V Activities

« V&V activities in the July reporting period:

Completed — June Monthly Status Report
Ongoing — Review the BES Project Artifacts and Deliverables
Ongoing — Attend BES Project meetings, (see Additional Inputs pages for details)

Reviewed available ASI| contracts and contract amendments documentation

* Planned IV&V activities for the August reporting period:

Ongoing — Observe BES Design and Development sessions as scheduled
Ongoing — Observe Bi-Weekly Project Status meetings

Ongoing — Observe Weekly Architecture meetings

Ongoing — Observe Weekly Security meetings

Ongoing — Monthly IV&V findings meetings with the ASI

Ongoing — Monthly IV&V Draft Report Review with DHS, ETS and ASI
Ongoing — Participate in Bi-Weekly DHS and IV&V Touch Base meetings

Ongoing — Review BES artifacts and deliverables
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Deliverables Reviewed

) Deliverable .
Deliverable Name Version
Date
. . 07/11/2023
BI-5 Project Schedule - BES 2023 Primary 07/01/2023 N/A
BI-5 Project Schedule - BES 2023 DD 07/11/2023 N/A
07/01/2023
Disaster Recovery Plan DED 7/19/2023 N/A
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Additional Inputs — Artifacts

Artifact Name Artifact Date Version
BES 2023 Design Kanban board N/A N/A
RO.11 Epic Assighment N/A N/A
FNS Handbook 901 01/2020 V2.4
NIST Special Publication 800-53 Security and Privacy Controls for Information Systems and Organizations 12/20/2020 Rev.5
SNAP_System_Integrity Review_Tool Sept 2022 N/A
Interface Dashboard — Confluence page N/A N/A
BES 2023 Implementation Planning — Confluence page N/A N/A
R0.12 Epic Assignment N/A N/A
UAT Testing Dashboard N/A N/A
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Additional Inputs

Meetings and/or Sessions Attended/Observed:

1.

OO NOU R WN

NNRNNRRRRRRRRRR
WNPEOWLWOKNUAWNREO

IV&V Team Meeting — 7/3/2023, 7/6/2023, 7/10/2023, 7/13/2023, 7/17/2023, 7/20/2023, 7/24/2023, 7/27/2023,
7/31/2023

IV&V July 2023 Pre-Draft MSR Findings Review — 7/28/2023

HI DHS BES June Draft IV&V Report Review — 7/13/2023

Bi-Weekly DHS and IV&V Touch Base — 7/11/2023, 7/25/2023

Weekly BES Infrastructure meeting — 7/7/2023, 7/14/2023, 7/21/2023, 7/28/2023
DHS/IV&YV Check-in —7/6/2023, 7/20/2023

Bi-Weekly Client BES 2023 Project Status Meeting — 7/12/2023, 7/26/2023
Security Touchpoint — 7/5/2023, 7/12/2023, 7/19/203, 7/26/2023

(External) Epic 211 — Disability Processing Design Session 7/3/2023, 7/27/2023
(External) Weekly Interfaces Touchpoint 7/3/2023, 7/10/2023, 7/17/2023, 7/24/2023, 7/31/2023
(External) UAT Go-No-Go Meeting (SIT Exit criteria) — 7/5/2023

(External) Ul Standards Monthly Review — 7/5/2023

(External) Security Touchpoint—7/5/2023, 7/12/2023

(External) RO.11 Daily UAT Huddle - 7/6/2023 (Daily through July including 11.1)
(External) RO.11 Daily UAT Triage - 7/6/2023 (Daily through July including 11.1)
(External — Sprint Demo) Epic 186 — BES Portal Print Application—7/11/2023
(External) BES System Security Plan — Controls - 7/11/2023, 7/18/2023, 7/25/2023
(External) Readiness and OCM General Meeting - 7/12/2023

(External) Bi-weekly BES CCB Meeting - 7/19/2023

(External) RO.11 UAT Go-No-Go - 7/24/2023

(External — Epic Demo) 184 Initial Application & 183 Print Application — 7/24/2023
(External) IV&V Report Remediation of Open Findings — 7/26/2023

(External) Go/No-Go for R0.11 and R0.11.1 Updates) — 7/31/2023
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(1)
Appendix A — IV&V Criticality Ratings

Criticality | bofinition
Rating

N A high rating is assigned if there is a possibility of substantial impact to product quality, scope, cost, or
y schedule. A major disruption is likely, and the consequences would be unacceptable. A different
approach is required. Mitigation strategies should be evaluated and acted upon immediately.

o A medium rating is assigned if there is a possibility of moderate impact to product quality, scope, cost,
M) or schedule. Some disruption is likely, and a different approach may be required. Mitigation strategies
' should be evaluated and implemented as soon as feasible.

@ A low rating is assigned if there is a possibility of slight impact to product quality, scope, cost, or
schedule. Minimal disruption is likely, and some oversight is most likely needed to ensure that the risk
remains low. Mitigation strategies should be considered for implementation when possible.
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Appendix B — Findings Log

+ The complete Findings Log for the BES Project is provided in a separate file.
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Appendix C — Acronyms and Glossary D

Acronym Definition

APD Advance Planning Document

ASI Application System Integrator

BES Benefits Eligibility Solution

CCWIS Comprehensive Child Welfare Information System

CM Configuration Management

CMMI Capability Maturity Model Integration

CMS Center for Medicare and Medicaid Services

CR Change Request

DDI Design, Development and Implementation

DED Deliverable Expectation Document

DHS Hawaii Department of Human Services

DLV Deliverable

E&E Eligibility and Enroliment

EA Enterprise Architecture

ECM Enterprise Content Management (FileNet and DataCap)
ESI Enterprise System Integrator (Platform Vendor)

ETS State of Hawaii Office of Enterprise Technology Services
FIPS Federal Information Processing Standard

HIPAA Health Information Portability and Accountability Act of 1996
IDM Identity and Access Management (from KOLEA to State Hub)
IEEE Institute of Electrical and Electronics Engineers

IES Integrated Eligibility Solution

ITIL Information Technology Infrastructure Library
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4\
Appendix C — Acronyms and Glossary N

Acronym Definition

V&V Independent Verification and Validation

KOLEA Kauhale On-Line Eligibility Assistance

M&O Maintenance & Operations

MEELC Medicaid Eligibility and Enrollment Life Cycle
MEET Medicaid Eligibility and Enrollment Toolkit
MOU Memorandum of Understanding

MQD Hawaii Department of Human Services MedQuest Division
NIST National Institute of Standards and Technology
OE Operating Environment

oIT Department of Human Services Office of Information Technology
PIP Performance/Process Improvement Plan
PMBOK® Project Management Body of Knowledge

PMI Project Management Institute

PMO Project/Program Management Office

PMP Project Management Plan

QA Quality Assurance

QM Quality Management

RFP Request for Proposal

ROM Rough Order of Magnitude

RMP Requirements Management Plan

RTM Requirements Traceability Matrix

SEI Software Engineering Institute

SLA Service-Level Agreement

SME Subject Matter Expert
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4\
Appendix C — Acronyms and Glossary N

Acronym Definition

SOA Service Oriented Architecture

SOW Statement of Work, Scope of Work

VVP Software Verification and Validation Plan
XLC Expedited Life Cycle
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Appendix D — Background Information N

Systems Modernization Project
The DHS Enterprise Program Roadmap includes contracting with three separate vendors with the following high-level scope:

» ESI or Platform Vendor — responsible for the shared technology and services required for multiple Application vendors to
implement and support functionality that leverages the DHS Enterprise Platform.

» ASI or ASI Vendor — responsible for the DDI of the Benefits Eligibility Solution (BES Project) enhancing the currently
implemented Medicaid E&E Solution (KOLEA) and providing support for the combined Solutions.

» CCWIS Vendor — responsible for the DDI of the CCWIS Solution to meet the needs of child welfare services and adult
protective services (CCWIS Project) and providing support for the Solution.
Systems Modernization IV&V Project

IV&V performs objective assessments of the design, development/configuration and implementation (DDI) of DHS’ System
Modernization Projects. DHS has identified three high-risk areas where IV&V services are required:

+ Transition of M&O from DHS’ incumbent vendor to the ESI and ASI vendors
« BES DDI
+ CCWIS DDI

On the BES DDI Project, IV&V is responsible for:

» Evaluating efforts performed by the Project (processes, methods, activities) for consistency with federal requirements
and industry best practices and standards

* Reviewing or validating the work effort performed and deliverables produced by the ASI vendor as well as that of
DHS to ensure alignment with project requirements

* Anticipating project risks, monitoring project issues and risks, and recommending potential risk mitigation strategies
and issue resolutions throughout the Project’s life cycle

+ Developing and providing independent project oversight reports to DHS, ASI vendors, State of Hawaii Office of
Enterprise Technology Services (ETS) and DHS’ Federal partners
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4\
Appendix D — Background Information N

What is Independent Verification and Validation (IV&V)?

+ Oversight by an independent third party that assesses the Project against industry standards to provide an unbiased view to
stakeholders

+ The goal of IV&V is to help the State get the solution they want based on requirements and have it built according to best
practices

+ IV&V helps improve design visibility and traceability and identifies (potential) problems early
* V&V objectively identifies risks and communicates to project leadership for risk management

PCG'’s Eclipse IV&V® Technical Assessment Methodology

* Consists of a 4-part process made up of the following areas:

1. Discovery — Discovery consists of reviewing documentation, work products and deliverables, interviewing project team
members, and determining applicable standards, best practices and tools.

Research and Analysis — Research and analysis is conducted in order to form an objective opinion.

Clarification — Clarification from project team members is sought to ensure agreement and concurrence of facts
between the State, the Vendor, and PCG.

4. Delivery of Findings — Findings, observations, and risk assessments are documented in this monthly report and the
accompanying Findings and Recommendations log. These documents are then shared with project leadership on both
the State and Vendor side for them to consider and take appropriate action on.

IV&V Assessment Categories for the BES Project
« Project Management * Security and Privacy

+ Requirements Analysis & Management  * Testing

» System Design * OCM and Knowledge Transfer
» Configuration and Development * Pilot Test Deployment
» Integration and Interface Management « Deployment

HI Systems Modernization Independent Verification & Validation Monthly Report: July 2023
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Event Horizon

voe Date tegory bal
ed collaboration between the ASland  Molina, Brad  Finding - 8/1/2023 System Design P 11, there has b Now 4 2 Med Open 08/10/20;

DHS i the design process could lead to BES. Issue. with d technical usabilty. - memmned Vrm
‘and BES-SSP usability issues and Interface, missi onality, and basic screen  provide. donality i i was just a partial
funcnﬂnalllvglpsmzheanpll:muns and Based on user interface, and overall ~ completion fevelopment of the
reeting crtical business needs for DHS improved i BES System a
s relaed to“desgn erors". Although the Release 11 UAT- expectations, DH staff adoption; ack of equirements) review during Epic demos, not Just the items that were continue to evolve the

i i i I ossible application with
it b A e reduction in ability for There were a
same level of ents,resulting in bad publi functionality. number of
and the state. issues/defects that
were not part of RO.LL
but are included in
RO.12
84 The current UAT approach and planning may Tan, Ryan  Concern  6/23/2023 Testing Although the d UAT plan and 3 d d UAT approach and resource plan, there is AT 3 1 Low Open  7/31/2023 - Release 11 UAT was completed, and currently, the Project is
not be complete, which increases the e Projectappearsunprepare fr Release 11 UAT For example, new . ptental sk of missng UAT melnes. Howeer, e RALUKTghas docs - Tesing (AT incuing usdtes of al processes, procedures, i conducting informal Release 1.1 UAT ad hoc testing. Throughout Release
likelihaod of missing UAT timelines, testing processes, including a Teams Issue Tracker, are not not fall within egins and walk 11 UAT, the Project made significant refinements and changes to th
While basic workflow understanding exists, test team members raised many While plans if Release 11.1 originally planned UAT approach based on lessons learned. For exampl, the
incomplete or delayed R11 UAT may UAT does not proceed as planned. Project decided to discontinue the use of a separate Ms Teams lssue Tracker
i P refine these belimited, consider While UAT
processes during UAT. regarding project quality, capacity, and resource retention. questions and spent time discussing testing processes and procedures,
defect documentation, severity assignments, and retesting, they did not
have a significant volume of tests to execute. As a resul, they were able to
ol 1
experience and incorporate these into FAT where the entire application will
betested, W
83 Gaps In test coverage and slower-than-  Tan,Ryan  Finding - 6/2/2023 Testing i ject's R11 R1L Traceabilty i i i itis opEN i is UAT 4 4 High Open 7/31/202: The Project met Release 11 entry and exitcriteria. However, 08/10/2023 - No
‘expected progress in testing may resultin Issue Dashboards, and If there. DHS and ASI e ASI's INT and SIT pracesses and efforts missed easily identifiable defects mentioned or
schedule delays if subsequent test phases progs 0 ing. Co i itappears is slow prog i it i it breadth and ) into subsequent test phases. For instance, defects like. reference to the go.
uncover a higher volume of defects and user and use cases in R11 s or are system is adequately reviews the SIT exit criteria UAT-503, 340, 343, 347, 350, and 353 were discovered during UAT and decision for RO.11
In terms of extensive and i i i INT or SIT ing. In UAT-350, received by DHS
ed, possible. the UAT date despite the defects
ion Testing (SIT). The ASI i extensions, or the i i editable. In UAT-340, the AT tester selected and saved some options, but being referenced.
the INT exit criteia by June 16, 2023, about 2 weeks after SIT begins. final [’ the options were not displayed or saved properly. In addition to finding
Final Acceptance Testing (FAT) i i
typos, grammar, and visual design aspects (e.g, alignment, font size, etc).
ing UAT
away from user acceptance testing to quality assurance testing. If INT and
SIT conti i
FAT may be reduced, leading to project delays or defects being released into
6/30/202:
d
The AS testing by
refining and developing aditional test cases based on the INT test cases.
However, DHS and IVV are not convinced testing activities are sufficiently
e y
of defe
the critcal path.
82 The lack of technical documentation may  Heath, Dustin Finding - 4/27/2023 Security and n April, the ASI/DHS system security plan (SSP) authors began writing | the s5P. baseline wil be completed. - August 15th, when 3 3 Med Open  07/28/2023 - Tne SsP Authors have almost completed the initial set of
lead to incorrect implementation statements Risk Privacy Currently, the editor statements. A full draft dated, the full 57 is
o delay the System Security Plan supporting the SSP s unavalable, outdated, or in a draft form. During April of the SSP is scheduled August 15th 2023, the SSP authors. SSP authors about  scheduled for
P « P is p 15,2023. The I d impact on the overall schedule at this time. The AS| s reviewing the existing
from SsPisalarge | approval prior to e
of how the system should be designed from the SSP author's perspective h s sharing with
instead of how the system is actually designed. The SSP authors need to  the control or enhancement has been met. Federal partners. This month, the ASI replaced its Enterprise Architect. This change in
Know and
network topology, dataflow, ports and protocols, tools used for logging, etc There are less than two months remaining to complete the SSP for
submission to DHS for approval on September 18th, 2023, and submission
to Federal partners by October 2nd, 2023. 06/30/2023 - The SSP Authors
spdated, draft,
writing implementation responses to controls, and many of the control
families are nearly complete. However, the responses have been written
tem,
rework to algn the responses with actual system design. 5/31/2023 - The.
2511 meeting in early June to develop  plan to complete the
recommendations of this finding.
80 Development delays could negatively impact Fors, Michael Finding - 6/30/2022 C i A5l had previously i " i i ity i ight proj Immediate 3 3 Med Open  7/31/23-
the project schedule and delay go-lve Risk Development pec L junior 111 incremental UAT toonly
Previously, i yin estimat resources i it i p & The or
h effort i lead Previously, DHS  devel lysis, and d mentor junior e
ts) and the project has been challenged with producing a project had indicated, greed, gularly pr of portal benefit application fields to the BES system. The ASIis
The  AsI B ) with e Given
i resources in a timely i i per il . IV has raised the Crit “Medi
manner. ASIBA/SA team. instances onsi 6/30/23 - DHs and \leewncemedzhalmuﬂullhzdemﬂnsluuunsfﬂr
where ASI i it i i i e 11
[ v which has dynamic
it Itremains progress. » ASI ith the t Thi
unclear if scope creep has contributed o these delays. y oer
with i « ASi i Additionall s
from 111and 12

actiuie. §31/23 -Th AS s expriencing development delays. Two BES
odules thathad been completd b theprevios A need inespected
Service Portal (SSP), Administrative The ASI also
the software.
used to develop the module, which resulted in an unanticipated level of
effort. 4/30/23 - The ASI delayed six planned demonstrations of BES

completed on June 1, 2023. The ASI should provide DHS with the
e ey e ot ekl e
the delays and
itas)

delavs for R12. 3/31/23 - The ASl is takine multiole actions to mitieate
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74 ABES Project schedule based on inaccurate  Molina, Brad  Finding - 11/29/2021 Project DHS and the. o ., this can lead to OPEN Monitor, evaluate and revise scheduling estimates for accuracy. Add  Immediate 4 2 Med Open  7/31/2023 - The AS! has not provided justfication for reducing development 08/10/2023 -
estimations diminishes effective planning Issue Management  results that have not yielded improvement. Concerns with the structure, 3 )  as Sprint and Epic demos, to and testing efforts In the schedule for Release 12 as requested by DHS. Inaceurate statement
and resource management, which could estimating practices, and ” The use can progs i V. Addorally IV s concemed st ) dfys i providng s o5 about project schedule,
result in late deliverables, cost increases, ol scope chs earlerin project schedule to DHS that reflects major revisions to Release 12 as updates not being
and a late golive Previous s | DHs. Teporea by he 0 s conimse s nitor th shedul or any ks provided for two.
Tesouree managementan et ath anyi, l f which wore and v Project’s abil weeks. Weekly
addressed and closed COMPLETE DHS and the ASI agree 0. revised schedule against which 6/30/2023 - ASIupdatesm\heschedu\ema\resul\ed ina reduction of the schedule updates
project deliverables can be managed. (2/28/2023 - complete) CLOSED baselin stimates wers sl withot DS swarsnss Speifialy o continue to be posted.
month in total d
ot result in major implications. (6/29/23) Leverage velocity and burn down 5 months in
charts st amountofthesope of wrk was e o Release 1110
if needed. 12, and work was moved out of Release 12 to post-Go-Live. DHS.
(8/30/2023 - AS| using Jira) Using the available tools, review the current jre
estimates to complete each activity compared to past actual hours Release 12 scope with the reduced amount of time and have asked the AS
(1/31/2023 - new ASI - Not Started) Update as necessary and provide the for detalls about these changes. DHS and IVV are concerned this might
DHS/ASI exceed the capacity of the development teams, potentially pushing out key.
DHS/AS! resource needs along with over/under allocations of taff for the milestones on the critical path.  5/31/2023 - The IVV team continues to
duration of the Project (1/31/2023 - new ASI - Not Started) e ing for e, verifying
DHS/ASIfor they align with the current schedule. The AS! published a calendar for the
ok that are behind schedule o re o risk of bing P remaining Epic demos, as requested by DHS. However, both DHS and IV
which includes resource management. (1/28/2023 - new ASI) Discuss, ‘demos have been
I d lead w
than continues to evaluate the schedule and actvites, focusing on consistency
reliance on POs, slow design sprints, and cadence of development teams, betuween these two gauges of the project progress. 4/30/2023 - Late in the
(2/28/2023 - new ASI) The new ASI presents a draft schedule for DHS. month, the ASI committed to providing DHS and IVV  walkthrough of Jia,
review/feedback in advance of the project restart kickoff. (1/31/2023 - Not which is used to manage and report information to track the progress of
Completed) testing and development work, With this additional knowledge, both DHS
and IVV can validate tht the schedulels) accurately rflect the oroiect's
73 The planned BES infrastructure is complex  Fors, Michael Finding - 10/28/2021 System Design of ifthe level o efort toimplement and manage the wmp\!l(mes of theBES  » ASI developa and other Next several 2 2 tow Open 731123~ anew As| A
‘which could be difficult o implement and Risk infrastructure. ) the ) d rege months this is  key role on the AS! team a candidate and resume were presented to
lead to schedule/cost impacts. Further, the Project make up Delaysin upd Jied. o 6/30/23 - The As|
i it i  test, bei isks d  p v
and implement the planned complex environment remain unclear. and lead to further delays. « st all of masking (using Delphix) of legacy data inta the UAT environment. These:
i asi Jal role i d this
progress improves the ASI's ablity to create and maintain the BES
“moving parts") and d the critcal path, environments. 5/31/2023 - The ASI made significant progress in mi
bugs. Furth thi sk and hs remedied many s and complexies itroduced
ininanii For previously.
Cloud fall ilure in anothe meetings. Therefore, IVV has lowered the Criticalty Rating from ‘Medium'
component (.e, Nexus). Google Cloud s generallyviewed as a ess mature. toLow’. 4/30/2023 - The ASI reports the Architecture & Infrastructure.
product offering, compared to their rivals (Amazon Web Services, Microsoft it
Azure). VRV infrastructure components have been acquired o licensed. The ASI carried
points D I T e SV e
itis be
p» ;
employees, components which may interact with one another. 3/31/2023 - The ASIis
familr with i comples nfastrctur enronment it i
recent changes and expects more changes soon. The ASI made good
them to manage the cloud environments more easily. Additional BES
evaluated to determine f they impact the critical path. 2/28/2023 - Though
the new ASI i i
cal nath
70 ruficint confguraton monggemet. for Miel Fring - 9/23/2021 Configuration processes and p 0PN + 1 et ol forconfgraton anagenent s docuerted  ASA? 2 2 tow Open  7/31/23 - Nomaterlal update. 6/30/23 - No material update. 5/31/2023 -
evelopment confusion and Risk evelopment  Configuration Management Plan, however, it remains unclear f sufficient  ensures the BES is h in 816 0DI Pl ge 9/9/2021- RAP: We.
reduceme ecvaness o efot eslution progress has been made level of onfiguration  +ASI vahdatey d Configrston Marsgement () ool The have ety perfomad an ook forward to
(e, CMDB), and The ‘and should provide ful set of configuration items " «DHS and initial import of Google Cloud Platform server details into the ServiceNow receiving specific
with accurate, dynamic some of A51work o potential use B Confirston Marsgement Dt +* Contwedwark Sepin inquiries from the
s Honeevr, 1 il that DK/ agre o th ful st of s trt COMPLETED Now, will be building up instances. Ongoing support and main. /8 team on
elies on Github for tracking of some configurations. areincluded in Confgraton that wo oot think still arisk, WV to discuss. 4/30/2023 - The ASI finalized the configuration
items, features. configuration management activities and assure defined CM steps and plans ServiceNow (SN) modules they will utiize for the project. 3/31/2023 - The management and
fective, and for CM. ast having conversations.
7/31/2022 fitfor the project and for DHS going forward. Details of exactly how theyl We do acknowledge
level that the plan lkely
per 2/28/2023 - to needs to be updated
toreflect the
Details of exactly how they'l be using SN and its muititude of modules and processes n place on
capabilities remain unclear. 1/31/2023 - Actvity in the reporting period the project for
wil rea: g once configuration
related project actvity has begun. 12/31/2022 - No material update in the management
reporting period as the work stoppage continued and the new AS! conducted
restart planning. IVV wil reassess this finding and our associated
11/30/2022
new AS!
conducts restart planning. 10/31/22 - No work has been performed
egarding ©
the new ASI. IVV will reassess our recommendations for this finding once.
known. 09/29/22 -
resources e ™ xnax!glsx
sk, W is not
et e
67 The Americans With Disabiliies Act (ADA)  Tan,Ryan  Finding - 7/12/2021 Testing While RO3 and been be ADA B ~The asi bl 3 3 Med Open  7/30/2023 - According to the AS), the automated tool has been configured
Section 508 compliance tool has not been Risk dng. BES. plan for - o dset iti il 9/9/21 - RAP: The ASI
installed for the Project, which may cause b the tool will solution he ASi: e has invited the V& to
significant rework. performed. This risk eg. h - jdes DHS/ acceptance. i identifying 28 defects make contact with the.
months, results to-date vision and merely trial development tearm to
i 2 desk- meet results. 2023. review the results of
top tool for w g federal policies, i d standar automated the desktop tool to
results i Technology testing begins. Until then, the ASI willincorporate accessibilty guidelines gain insight. To date,
for all ADA compliance items. 08 of into xm da\gn/dmlﬂpmem activites and conduct manual testing. the IV&V has not
Act, 6/30/20: contacted th
with el identfed 28 defect. et DHS and the ASI decided to development lead to
defined by DHS and level 2 b- have further
parts of Sectin 508 ofthe Americans with Disabiites Act (ADA), Rlen 1110 e 12 theschaul) s the At saed ht publsing discussions on this
the results of ADA compliance is unnecessary at this time. Although the AS| topic.
P [
Handbook, s Enhanced
the secti there may pa a the

be a significant amount of rework to the solution.

5/31/2023 - The S i
system using the slected ADA comliance tool and plans to publis th first.
June7,2023. 4/30/203 -
Usability.net to perform ADA compliance testing. In addition, the ASI
cotintes toenhance automated compliance esting. 3/31/2023 - The ADA

architecture ing an AD/

with ot e vt el e o e it e st asi

2/28/2023 - The Project s evaluating different ADA compliance tools. DHS
areas and the AS is reviewing its




ing
i Reporter o
63 The lack of early planning and coordination  Reynolds,  Finding -
with interface partners may resultin Mark Risk
schedule delays.

Uncertainty and/or a lack of communication Fors, Michael ~Finding -
around long-term architecture decisions ssue.
could impact the project budget, schedule,

system design, and planning decisions.
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1/21/2021 1 items OPEN'S. C: formal . 6. Confirm
Interface and documented by the ASL- Connectiviy s planned to ullze a presently  the tasks sharing. Aclearly e 7. P
Management  undefined ETS APl Gateway; however, there is have

gard.- There is planning, minimize their own
the risk of potential delays. In addition, after planning. COMPLETE 1 plan for each

5/28/2019 Project
Manay

gement

coordination, design, and testing activties (Unit Test, SIT, UAT).- Interface

the duration of the BES DDI activties. COMPLETED 10/29 2. idenify and

partners, are neither resident nor managed within the Project Schedule.

deploying the system to production.

documentall ! contacts. COMPLETED 3/31/2022 3.
each

allinterfaces. COMPLETED 01/04

OPEN - h

and socialized to all relevant project stakeholders. For example, the ASI and

inclusive of all
availabl.

with any

one for BES) y

decision log. Further, the details

proj
the plan

For example, if
a

‘The Project should continue to ensure communication between

v
communicated,

development planning has completed.

d d project teams.
Complete 3/31 CLOSED - Maintain current communication processes to

ensure regular

Project. CLOSED 11/30/2022

Event Horizon
Q32023

asap

Low

Open

at

07/24/2023 -

interface agreements (DLIR and DOTAX). Work s proceeding to review and

update all 22 Interface Control Documents (ICDs). None of these interfaces

have been fully reviewed and updated. Furthermore, none of the interface
w

monitor the AS! efforts toward addressing our recommendations. Release

5,
WV has raised

“Medium”. 06/29/2023 - The ASI continues to ramp up interface activties,
with most of the effort occurring in Release 12. The two remaining
agreements to be completed are DoTax (Department of Taxation) DLIR
(Department of Labor and Industrial Relations) The AS! i creating the
Interface C (ico), 3
with the remaining ICDs either in process or submitted. IVV will continue to,
monitor e 2s

|, Release 1.

5,2023, and

input/confirmation on testing and implementation dates. 05/31/2023 -

d pi 8 remain incompl
following interfaces: NDNH (National Directory of New Hires) DOH
(Department of Health) DLIR (Department of Labor and Industrial Relations)
HYCF (Hawail Youth Correctional Faciity) DoTax (Department of Taxation)
Avs Hawail C

12. 04/27/2023 - The ASItook
this e this reporting p revised

“The MO's continue to be reviewed and uodated. if needed. 03/31/2023 -
7731/

3-
Inspire to Google AODocs but recently decided to stay with Inspire. IVV wil

7/20/21 RAP - The ASI
team requests that the
IV reassess the
severity of this risk in
light of the following
reasons: a] the ATC
schedule extension
has made the urgency
for tackling these tasks
less than it was befc
that started lessening.
the schedule isk, b)
the Increase from
Medium to High in
May
misunderstanding of
the current state of
the MOA's and contact,
metrics, c) substantial
progress has made
against each of the In
progress

recommendations,
and it continues to
trend in the right
direction. In regards to

DHS. i i ilding in Liferay. 4/23/21 3p - The ASI
of the portals isstil b
i gl sharing. If change . this would

6/30/2023 - require CR for the two portal
vision. We expect that

e the two. final decisions will
9 ther than giti likely be made during
ol ted leadership this reporting period

(g, KOLEA map and

with BES). The ASI

jpate i porting.

period. 3/31/2023 - The ASI continues to reevaluate previous infrastructure

i i y etter fit for
this project. of Is includ

ServiceNow (SN), Splunk, and Chronicle. The AS! will go ive with their

jinked I

2/28/2023 - The AS! has made efforts to clarify the scope of BES 2023 in the

01/31/23 - It remains unclear f the scope of the BES 2023 phase 1 has been

For some, and DHS continue to
lift-and- ir exisir refine the final plan
with lttle to no improvements (to avoid scope creep) and have labeled it for the two portal
Wi2.0. Others i vision.

and communicated to.
the project. The AS|
refers the IV&Y to our
February update

Recommendation #3.
From our perspective
allnecessary actions.
are complte.If the.
IVAV does not believe.

4/23/21 3p - The ASI
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