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Executive Summary 1)

On December 22, 2022, DHS and the new ASI completed the joint BES project restart planning meetings, and the new
ASI used the remainder of December to conduct internal planning activities. January 17, 2023, is the formal BES project
restart kickoff date.

As the BES project has been in a replanning phase, there are few updates to the IV&V open findings in this reporting
period. However, the new ASlI is aware of the open IV&V findings and should be considering the recommendations in the
planning phase. Other BES project observations that DHS and IV&V have had that should be taken into consideration
include:

+ DHS and IV&V are very interested in ensuring that the DHS project team and the new ASI have a shared vision of the
BES solution and how BES will be built to ensure the process from initial application to final enrollment decisions,
benefit issuance, and redetermination of eligibility are designed with all requirements being met with a high-usability
score for all BES users. The “big-picture” roadmap provided by the new ASl is planned to help deliver this vision.

» A clear traceability of all contract requirements from the opening design sessions through to final testing is needed to
ensure all contract requirements will be met. A comprehensive Requirements Traceability Matrix (RTM) is critical to this
process.

» The new ASI needs to verify that they are in sync with DHS regarding the detail of each requirement and the detail of
the work and estimates to perform the work in the new project schedule. With the kickoff date scheduled for January 17,
2023, it will be critical for DHS project management and the new ASI project management to collaborate and agree
upon a detailed Design, Development, and Implementation (DDI) approach and project schedule in early January.

+ DHS and the new ASI need to support this project with knowledgeable Integrated Eligibility and Enroliment (IEE)
business and technology-experienced staff thoroughly engaged as the BES is designed, built, and tested.

The BES Project restart is an opportunity to build the BES application that is automated and integrated as the State of
Hawaii envisioned. Taking some of these steps early in the replanning phase will support the Project’s ability to align with
DHS’ planned outcomes.
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Executive Summary 1)

Oct Nov Dec Category IV&V Observations

— | Project The new ASI continued to work on the revisions to the project management approach to
y y y Management include historical lessons learned. The revised project schedule will be published in early

January 2023.
2 o 2 System IV&V will review and assess the new ASI| approach to ensure the BES design meets all
@ Design requirements when the documents are made available to IV&V.

o o | Configuration The new ASI is working to finalize its Design, Development, and Implementation (DDI)
(M) [ (™) (™) |and approach, which will be documented in the BI-6 System DDI Plan. Once published, IV&V
o o | Development | will review to verify it meets the contract requirements and applicable best practices.

o o | Integration No additional interface details have been provided by the new ASI. The decision to
M M) M ) | and Interface | integrate the Self-Service Portal (SSP) or Public Assistance Information System
o o ~ | Management | (PAIS) portal with BES remains outstanding.

The new ASI plans to follow Agile principles using close collaboration of the testing and
‘mo | (mo | (wmo | Testing design teams within sprints. Once the BES Project schedule is baselined and accepted by
e B B DHS, IV&V can review and assess to verify the required testing resources are available.

This has been a historically challenging area because of the integration required with the
H H H Security and BES technical solution and with the number and significance of the BES Privacy and
J J J Privacy Security Requirements. V&YV will review the security artifacts when the documents are
made available to the team.
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V&V Findings and Recommendations 7 )

As of the December 2022 reporting period, PCG is tracking 16 open findings (8 risks, 8 issues) and has retired a total of 59
findings. All these findings were opened during the tenure of the prior ASI. Of the 16 open findings, 8 are related to Project
Management, 2 in Integration and Interface Management, 1 to Testing, 2 to System Design, 2 to Configuration and

Development, and 1 to Security and Privacy.

Open Risks & Issues

Security and Privacy

Integration and Interface Management
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System Design

Project Management

Configuration and Development
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IV&V Findings and Recommendations

(1)

The following figure provides a breakdown of all IV&V findings (positive, risks, issues, concerns) by status (open, retired).
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IV&V Findings and Recommendations D
Findings Retired During the Reporting Period

| # | Finging________________________________________ |Cagoy

None
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IV&V Findings and Recommendations 7 )

Preliminary Concerns Investigated During the Reporting
Period

I e

Lack of skilled ASI resources may reduce project productivity and quality of the BES
design and lead to schedule delays.

81 No material update in the reporting period as the work stoppage continued and the new ASI Project Management
conducted restart planning. IV&V will reassess this finding and our associated recommendations
once more is known.

Recommendations Progress

» ASI explore augmenting their team with highly capable resources that can provide expert-level software

development leadership that could potentially accelerate the project and reduce the burden on DHS SMEs. ikleeess
» DHS works closely with the ASI in their staffing efforts and quickly, but thoroughly, vet additions to the ASI I Drocess
project team. P
* Request the ASI make efforts to ensure solutions they have provided, and key design decisions, are properly In process

vetted by industry experts to ensure the best options are being presented to DHS.
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IV&V Findings and Recommendations D
Findings Opened During the Reporting Period

I

None
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V&V Findings and Recommendations H

Project Management

n Key Findings C;\:E?‘I;y

Issue — Late delivery of project deliverables has caused schedule delays.

2 No material update in the reporting period as the work stoppage continued and the new ASI conducted (ol
restart planning. IV&V will reassess this finding and our associated recommendations once more is known. 4

Recommendations Progress

» Until the revised schedule is baselined, continue monitoring and analyzing deliverables to ensure there is no to

minimal impact on the critical path. D [PIOERES
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IV&V Findings and Recommendations )
Project Management

. Criticality

Issue — Uncertainty and/or a lack of communication around long-term architecture decisions could
o impact the project budget, schedule, system design, and planning decisions. @

IV&V and some DHS stakeholders remain concerned with the lack of clarity and lack of communication
around the plans for and capabilities of the BES public portal.

Recommendations Progress

» The Project should continue to vet possible architectural change impacts to the platform (e.g., ADA,

Configuration Management tools), M&O, MQD, and BES systems before finalizing architectural decisions. Inpressee

» DHS continue to request ASI perform due diligence in any recommendation for foundational architecture
change decisions and continue to review with appropriate DHS stakeholders to assure a common In process
understanding of the implications of these decisions.

+ The Project should continue to ensure communication between development leads and architecture leads to

. . . . : - : In process
assure optimal collaboration on possible architecture changes that could impact decisions in each area. P
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IV&V Findings and Recommendations H

Project Management

n Key Findings ng;zléty

Issue — DHS PMO project team members have transitioned off the Project, which may cause gaps in
knowledge transfer and leadership on the Project. 3

No material update in the reporting period as the work stoppage continued and the new ASI conducted
restart planning. IV&V will reassess this finding and our associated recommendations once more is known.

Recommendations Progress

» DHS continue to work with the appropriate organizations to identify the funds necessary to fill these positions. In process

43

» DHS consider other options (Contractors, State employees borrowed from other agencies) to fill these positions I
. : : . P : n process
if there is ongoing difficulty in finding permanent hires.
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V&V Findings and Recommendations 1)

Project Management

Key Findings Criticality
Rating

Risk — The COVID-19 pandemic and the related "stay at home" order could hinder project activities
and negatively impact the project schedule and budget. @

47
No material update in the reporting period as the work stoppage continued and the new ASI conducted

restart planning. IV&V will reassess this finding and our associated recommendations once more is known.

Recommendations Progress

» Suggest the Project and DHS create a detailed, documented risk mitigation strategy and plan that is reviewed
regularly and revised to address the current state of the COVID-19 threat and related impacts over the next 6 to

12 months. The plan should include the possible economic impacts to the state budget directly related to i) [PEEEES
project resources.
« Send broad communications to stakeholders to assure clear understanding of changes to the Project with this
. e L . : In process
regard to impacts of COVID as well as clarifying communications as to what will remain the same.
* Project leadership continue to encourage independent phone conversations to enhance and accelerate
. ) , In process
communications, and for team members not wait for meetings to converse.
» Consider in-person meetings for critical design sessions if DHS and ASI COVID protocols allow. St';lft:—:'d
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IV&V Findings and Recommendations )

Project Management

n Key Findings C;g::iilé’ty

Issue — Poor quality project deliverables may impact system design, testing artifacts, and the project

e schedule.
No material update in the reporting period as the work stoppage continued and the new ASI conducted @

restart planning. IV&V will reassess this finding and our associated recommendations once more is known.

Recommendations Progress

» ASI review the Quality Management Plan to ensure that the Project is working within the Quality guidelines. In
particular, the ASI should evaluate and consider if it is in alignment with Section 3.1.2 Measure Project Quality,
which states “AS| measures process and product quality by 1) selecting BES implementation process and
product attributes to measure; 2) selecting component activities to measure; 3) defining value scales for each In Process
component activity; 4) recording observed activity values; and 5) combining the recorded attribute values into a
single number called a process quality index.” IV&V has not seen evidence indicating the ASI is utilizing
metrics to measure its process and product quality.

* When the project restarts, resources be allocated to create a Quality Management Plan to help address this Not
finding. Started

HI Systems Modernization Independent Verification & Validation Monthly Report: December 2022



IV&V Findings and Recommendations H

Project Management

n Key Findings C;g;:izléty

Issue — The lack of a final agreement on the scope and costs of the GCP Change Request (CR) may

lead to unanticipated DHS costs, schedule delays, and/or the need to reduce scope. P
4 IV&V will review the relevant documents that come out of the restart planning and verify that the basis of this M

finding is now within the BES Project scope.

Recommendations Progress

» The ASI should document the current environment M&O activities to ensure all activities are known with a clear
understanding of the “AS IS” and “TO BE” model for services beginning with the DDI, through In process
Pilot/Implementation and M&O.

* The ASI clearly document the scope of work and cost for the GCP CR during DDI and M&O and provide to

DHS for approval. In process
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IV&V Findings and Recommendations H
Project Management

n Key Findings ngfizléty

Risk — The lack of a BES Project schedule based on accurate estimations diminishes effective
planning and resource management, which could result in late deliverables, cost increases, and a
late go-live.

74 The Project completed transition activities and is preparing for a Project restart kick-off on January 17th. y
The new ASI plans to present an updated schedule during the kick-off. However, without prior review from
stakeholders, the proposed schedule may cause further questions and discussions which may impact restart
activities creating immediate delays. IV&V added a recommendation regarding DHS/ASI collaboration on
the schedule.

Recommendations Progress

» Using the available tools, review the current estimates to complete each activity compared to past actual

hours. In process
+ Update as necessary and provide the DHS/ASI project managers with reports and data that accurately reflect I Drocess
the DHS/ASI resource needs along with over/under allocations of staff for the duration of the Project. P
» Develop mitigation and contingency plans that are tracked/managed by DHS/ASI for all tasks that are behind T Srenese

schedule or are at risk of being behind schedule which includes resource management.

» Discuss, validate and address additional concerns within the project processes that may cause the project
delays other than inaccurate estimates such as over reliance on POs, slow design sprints, and cadence of In process
development teams.

* DHS and the ASI agree to a revised schedule against which project deliverables can be managed. In process

Not

» The new ASI presents a draft schedule for DHS review/feedback in advance of the project restart kickoff. Started
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IV&V Findings and Recommendations H
Project Management

n Key Findings ng::izléty

Risk — Volunteer DHS resources leaving the Project may lead to schedule delays, lower morale, and

burnout. B
76 A key resource from DHS left the project; one of the most knowledgeable and vocal DHS Product Owners. <
With no additional DHS resources being added to the Project design sessions could be negatively impacted
by this departure.
» Allocate more time for the DHS team members to dedicate time to the Project. In process
» Carefully plan for all project activities with reasonable hour allocations for the DHS resources and adjust dates
. . . In process
in the BES Project schedule accordingly.
» Add cushion time to the schedule for unexpected project delays. In process
+ Provide incentives for the DHS resources to help maintain the project team and possibly alleviate attrition or
. In process
increase the number of volunteers to the team.
+ DHS keep all assigned Project resources informed of the transition progress and the timeline for when they will Not
be asked to participate again, so resources can maintain their engagement with the Project. Started
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IV&V Findings and Recommendations ?H

Integration and Interface Management

- Criticality

Risk — The lack of early planning and coordination with interface partners may result in schedule

. delays. @

No material update in the reporting period as the work stoppage continued and the new ASI conducted
restart planning. IV&V will reassess this finding and our associated recommendations once more is known.

Recommendations Progress

» Complete all MOAs and obtain approval. In process

» Confirm testing dates with interface partners in writing. In process
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IV&V Findings and Recommendations ?H

Integration and Interface Management

- Criticality

Issue — External vendor delays in the development of the BES task management system (Current)
interface have impacted the project schedule. o

79
No material update in the reporting period as the work stoppage continued and the new ASI conducted

restart planning. IV&V will reassess this finding and our associated recommendations once more is known.
» Ensure that there is an agreement between DHS and C!A to address roles/responsibilities and outcomes. In process

« The ASI provide test results from the task management integration to ensure that the interface works. Not Started
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IV&V Findings and Recommendations H
Configuration and Development

n Key Findings Cgt;:;':l;lty

Risk - Insufficient configuration management could lead to development confusion and reduce the
effectiveness of defect resolution.

70
No material update in the reporting period as the work stoppage continued and the new ASI conducted @
restart planning. IV&V will reassess this finding and our associated recommendations once more is known.

Recommendations Progress

» ASI adhere to plans for configuration management as documented in Bl-6 DDI Plan, Section 5.2 and clarify

details and/or any changes with DHS. [ [PIOEEEs
» ASI validate plans for configuration management with DHS and agree on a meaningful set of configuration
X . ; In process
items or settings they will track.
» Project work to clarify/solidify plans for the potential use of configuration management tools and DHS work to Not
fund and procure a CM tool, as required, to avoid any negative impacts to the project. Started
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IV&V Findings and Recommendations H
Configuration and Development

n Key Findings ng:;igty

Risk — Development delays could negatively impact the project schedule and delay go-live.

80  No material update in the reporting period as the work stoppage continued and the new ASI conducted
restart planning. IV&V will reassess this finding and our associated recommendations once more is known.

Recommendations Progress

» Complete and execute remediation plan based on the result of a Root Cause Analysis (RCA). In process
» ASI consider moving/adding/replacing project team resources strategically to effectively increase velocity. In process

» ASI track and regularly provide DHS with an accurate velocity (e.g., story points per day/week/month) and

assure that the current velocity is accurately and consistently reflected in the project schedule. ) [PIOEEEe
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IV&V Findings and Recommendations H
System Design

- Criticality

Issue — Poorly executed JAD and "design sessions" could lead to inaccurate design and rework.

61 The new ASI continues to develop its approach to the BES design sessions. V&V will reassess this issue
along with the below recommendations when the new ASI restarts the BES design sessions.

Recommendations Progress

» The facilitator should use their expertise to drive discussions through leading questions. In process

» BAs should come to Day one of Design Sprint fully prepared to facilitate discussion on topic of sprint, with
adequate knowledge about business process and approach for design based on JAD/JAR notes and other In process
pertinent material.

+ The ASI to bring User Experience (UE) designers to engage with DHS and review the currently built BES Not
solution. Started
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IV&V Findings and Recommendations

(1)

System Design

- Criticality

73

Risk — The planned BES infrastructure is complex which could be difficult to implement and
maintain and could lead to schedule/cost impacts.

No material update in the reporting period as the work stoppage continued and the new ASI conducted
restart planning. IV&V will reassess this finding and our associated recommendations once more is known.

Recommendations Progress

ASI clearly communicate the potential costs and schedule impacts to implementing the planned infrastructure.

DHS work with the ASI to assess the potential challenges of maintaining a complex environment and consider
scaled back options that could reduce this risk and reduce long-term support costs.

ASI develop a process to closely monitor cloud and other product changes (software updates/new releases),
manage changes, and regression test once updates are applied.

The project team work to establish strong governance over the utilization and maintenance of various
components to simplify their use and monitoring.

ASI development team identify infrastructure components and techniques that are new to them and take action
to assure potential integration problems do not lead to unexpected delays.

In process

In process

In process
Not
Started

Not
Started
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IV&V Findings and Recommendations H
Testing

n Key Findings ng;zl;ty

Risk - The Americans With Disabilities Act (ADA) Section 508 compliance tool has not been
o7 installed for the Project, which may cause significant rework. o~
(M)
No material update in the reporting period as the work stoppage continued and the new ASI conducted ~—
restart planning. IV&V will reassess this finding and our associated recommendations once more is known.

Recommendations Progress

* The ADA tool meets contractual and project requirements. In process
» The ASI communicates a plan for ADA test execution. In process
» The ASI communicates how the tool will be used to report compliance and non-compliance and how non- In process

compliance will be addressed/corrected

* The ASI communicates how and when DHS/IV&V will be provided the reports from the ADA tool execution and In process
how to interpret the results.
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IV&V Findings and Recommendations H
Security and Privacy

n Key Findings C;g;ra‘gty

Risk - Insufficient planning/execution of the BES Security Plan activities may lead to delays in
gaining Federal Partner approval for the BES Project to begin the Pilot Phase.

68  There remains a significant amount of work to plan, implement, test, and approve all Security and Privacy ‘y
controls prior to starting the BES Pilot. The controls should be implemented and documented in a manner
that allows effective maintenance.

Recommendations Progress

» The ASI continues to develop the BI-13 Security Plan in close collaboration with DHS. In process

+ DHS and the ASI agree upon the tools and process that will be used to document and track security control
implementation, such as security governance, risk, and control (GRC software). The process should define the

level of detail needed to track progress (estimates, target dates, risks, issues, evidence) along with the Inpressss
Requirement Traceability Matrix, and plans of actions and milestones (POAM).

» ASI ensure that the ASI Security Lead has a depth of experience in NIST 800-53 and experience authoring I Drocess
implementation statements of System Security Plans (SSP). P

» DHS review the proposed staff resume, interview individual, and approve resource to ensure that they meet the Not Started

position’s contractual requirements.
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V&V Engagement Status ()

-,

IV&V Engagement Area (0] Nov Dec Comments

IV&V Budget

IV&V Schedule

PCG submitted the final November IV&V Monthly

IV&V Deliverables Status Report.

DHS has approved Mark Reynolds as an addition to the PCG

IV&V Staffing V&YV team.

IV&V Scope

Engagement Status Legend

The engagement area poses a

The_engagement area is The engageme_nt area is significant risk to the IV&V
within acceptable somewhat outside acceptable . : .

project quality and requires
parameters. parameters.

immediate attention.
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V&V Activities

« V&V activities in the December reporting period:

Completed — November Monthly Status Report
Ongoing — Review the BES Project Artifacts
Ongoing — Attend BES Project meetings, (see Additional Inputs pages for details)

Reviewed available ASI Original Contract and BES Optimization contract amendment
documentation

Completed — Participate in DHS and IV&V Project Restart Planning meetings

* Planned IV&V activities for the January reporting period:

Starting — Attend BES Project Restart kickoff meeting

Starting — Observe BES Design and Development sessions as scheduled
Starting — Observe Bi-Weekly Project Status meetings

Starting — Observe Weekly Architecture meetings

Starting — Observe Weekly Security meetings

Starting — Observe Agile Development meetings

Ongoing — Monthly IV&V Draft Report Review with DHS, ETS and ASI
Ongoing — Participate in weekly DHS and IV&V Touch Base meetings

Ongoing — Review BES artifacts and deliverables
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Deliverables Reviewed (1)

Deliverable Name Deleial e Version
Date

No deliverables submitted in reporting period due to work stoppage
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Additional Inputs — Artifacts

Artifact Name Artifact Date Version
Unisys Contract Amendment 3 4/17/2020 N/A
Unisys Contract Amendment 4 5/1/2021 N/A
FNS Handbook 901 01/2020 V2.4
NIST Special Publication 800-53 Security and Privacy Controls for Information Systems and Organizations 12/20/2020 Rev.5
One RTM (Aha) N/A Vil
BES DDI Post-transition 11-46-2022 draft 11-16-2022 N/A
BES 2023 New Way Forward 11-29-2022 N/A
BES 2023 Implementation, Appendix — Plan Approach Details 11/29/2022 N/A
BES 2023 Implementation Planning — Confluence page N/A N/A
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Additional Inputs (1)

Meetings and/or Sessions Attended/Observed:

Weekly Platform Status Meeting— 12/6/2022,12/13/2022

IV&V Team Meeting—12/1/2022, 12/5/2022, 12/8/2022,12/12/2022, 12/19/2022

HI DHS BES November Draft IV&V Report Review —12/12/2022

IV&V November Findings Roast — 12/6/2022

Bi-Weekly DHS and IV&V Touch Base Meeting —12/22/2022

Weekly BES Infrastructure meeting — 12/9/2022, 12/23/2022

DHS/IVV Check-in—12/2/2022,12/7/2022

BES 2023 Implementation Planning - SSP/PAIS Session —12/8/2022,12/9/2022,12/12/2022, 12/13/2022, 12/14/2022,

12/15/2022,12/20/2022, 12/22/2022

9. BES 2023 Implementation Planning - Project Management - 12/8/2022, 12/12/2022, 12/14/2022, 12/19/2022

10. BES 2023 Implementation Planning - Functional Design —12/8/2022, 12/13/2022, 12/15/2022, 12/20/2022, 12/21/2022

11. BES 2023 Implementation Planning - Automation testing framework Overview and integrations — 12/8/2022

12. BES 2023 Implementation Planning - Requirement Management — 12/9/2022, 12/12/2022, 12/14/2022, 12/19/2022,
12/21/2022

13. BES 2023 Implementation Planning - Manual Test Team Approach —12/12/2022

14. Weekly BES Infrastructure Meeting — 12/9/2022

N hAWN R
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(1)
Appendix A — IV&V Criticality Ratings

Criticality | bofinition
Rating

N A high rating is assigned if there is a possibility of substantial impact to product quality, scope, cost, or
y schedule. A major disruption is likely, and the consequences would be unacceptable. A different
approach is required. Mitigation strategies should be evaluated and acted upon immediately.

o A medium rating is assigned if there is a possibility of moderate impact to product quality, scope, cost,
M) or schedule. Some disruption is likely, and a different approach may be required. Mitigation strategies
' should be evaluated and implemented as soon as feasible.

@ A low rating is assigned if there is a possibility of slight impact to product quality, scope, cost, or
schedule. Minimal disruption is likely, and some oversight is most likely needed to ensure that the risk
remains low. Mitigation strategies should be considered for implementation when possible.
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Appendix B — Findings Log

+ The complete Findings Log for the BES Project is provided in a separate file.
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Appendix C — Acronyms and Glossary

Acronym
APD
AS|
BES
CCWIS
CM
CMMI
CMS
CR
DDI
DED
DHS
DLV
E&E
EA
ECM
ESI
ETS
FIPS
HIPAA
IDM
IEEE
IES
ITIL

Definition

Advance Planning Document

Application System Integrator

Benefits Eligibility Solution

Comprehensive Child Welfare Information System
Configuration Management

Capability Maturity Model Integration

Center for Medicare and Medicaid Services

Change Request

Design, Development and Implementation

Deliverable Expectation Document

Hawaii Department of Human Services

Deliverable

Eligibility and Enroliment

Enterprise Architecture

Enterprise Content Management (FileNet and DataCap)
Enterprise System Integrator (Platform Vendor)

State of Hawaii Office of Enterprise Technology Services
Federal Information Processing Standard

Health Information Portability and Accountability Act of 1996
Identity and Access Management (from KOLEA to State Hub)
Institute of Electrical and Electronics Engineers
Integrated Eligibility Solution

Information Technology Infrastructure Library
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4\
Appendix C — Acronyms and Glossary N

Acronym Definition

V&V Independent Verification and Validation

KOLEA Kauhale On-Line Eligibility Assistance

M&O Maintenance & Operations

MEELC Medicaid Eligibility and Enrollment Life Cycle
MEET Medicaid Eligibility and Enrollment Toolkit
MOU Memorandum of Understanding

MQD Hawaii Department of Human Services MedQuest Division
NIST National Institute of Standards and Technology
OE Operating Environment

oIT Department of Human Services Office of Information Technology
PIP Performance/Process Improvement Plan
PMBOK® Project Management Body of Knowledge

PMI Project Management Institute

PMO Project/Program Management Office

PMP Project Management Plan

QA Quality Assurance

QM Quality Management

RFP Request for Proposal

ROM Rough Order of Magnitude

RMP Requirements Management Plan

RTM Requirements Traceability Matrix

SEI Software Engineering Institute

SLA Service-Level Agreement

SME Subject Matter Expert
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Appendix C — Acronyms and Glossary N

Acronym Definition

SOA Service Oriented Architecture

SOW Statement of Work, Scope of Work

VVP Software Verification and Validation Plan
XLC Expedited Life Cycle
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Appendix D — Background Information N

Systems Modernization Project
The DHS Enterprise Program Roadmap includes contracting with three separate vendors with the following high-level scope:

» ESI or Platform Vendor — responsible for the shared technology and services required for multiple Application vendors to
implement and support functionality that leverages the DHS Enterprise Platform.

* ASI or ASI Vendor — responsible for the DDI of the Benefits Eligibility Solution (BES Project) enhancing the currently
implemented Medicaid E&E Solution (KOLEA) and providing support for the combined Solutions.

» CCWIS Vendor — responsible for the DDI of the CCWIS Solution to meet the needs of child welfare services and adult
protective services (CCWIS Project) and providing support for the Solution.
Systems Modernization IV&V Project

IV&V performs objective assessments of the design, development/configuration and implementation (DDI) of DHS’ System
Modernization Projects. DHS has identified three high-risk areas where IV&V services are required:

+ Transition of M&O from DHS’ incumbent vendor to the ESI and ASI vendors
« BES DDI
+ CCWIS DDI

On the BES DDI Project, IV&V is responsible for:

» Evaluating efforts performed by the Project (processes, methods, activities) for consistency with federal requirements
and industry best practices and standards

* Reviewing or validating the work effort performed and deliverables produced by the ASI vendor as well as that of
DHS to ensure alignment with project requirements

* Anticipating project risks, monitoring project issues and risks, and recommending potential risk mitigation strategies
and issue resolutions throughout the Project’s life cycle

+ Developing and providing independent project oversight reports to DHS, ASI vendors, State of Hawaii Office of
Enterprise Technology Services (ETS) and DHS’ Federal partners

HI Systems Modernization Independent Verification & Validation Monthly Report: December 2022
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Appendix D — Background Information N

What is Independent Verification and Validation (IV&V)?

+ Oversight by an independent third party that assesses the Project against industry standards to provide an unbiased view to
stakeholders

+ The goal of IV&V is to help the State get the solution they want based on requirements and have it built according to best
practices

+ IV&V helps improve design visibility and traceability and identifies (potential) problems early
* V&V objectively identifies risks and communicates to project leadership for risk management

PCG'’s Eclipse IV&V® Technical Assessment Methodology

* Consists of a 4-part process made up of the following areas:

1. Discovery — Discovery consists of reviewing documentation, work products and deliverables, interviewing project team
members, and determining applicable standards, best practices and tools.

Research and Analysis — Research and analysis is conducted in order to form an objective opinion.

Clarification — Clarification from project team members is sought to ensure agreement and concurrence of facts
between the State, the Vendor, and PCG.

4. Delivery of Findings — Findings, observations, and risk assessments are documented in this monthly report and the
accompanying Findings and Recommendations log. These documents are then shared with project leadership on both
the State and Vendor side for them to consider and take appropriate action on.

IV&V Assessment Categories for the BES Project
« Project Management * Security and Privacy

+ Requirements Analysis & Management  * Testing

» System Design * OCM and Knowledge Transfer
» Configuration and Development * Pilot Test Deployment
» Integration and Interface Management « Deployment

HI Systems Modernization Independent Verification & Validation Monthly Report: December 2022
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Title
81 Lackof skiled ASIresources may reduce  Michael Fors ~ Concern
project productivity and quality o the BES
design and lead to schedule delays.
80 Development delays could negatively impact mfors Finding - Ris

the project schedule and delay go-live.

79 External vendor delays in the development
of the BES task management system
(Current) interface have impacted the
project schedule.

AlPangelinan Finding - Iss.

76 Volunteer DHS resources leaving the Project Brad Molina  Finding - Ris
may lead to schedule delays, lowered
morale, and burnout

74 The lack of a BES Project schedule basedon RyanTan  Finding - Iss.

accurate estimations diminishes effective
planning and resource management, which
could resultin late deliverables, cost
increases, and a late go-live.

Identified
Dat
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Previous
resource management and critical path analysi, all of which were
addressed and closed

te __ Category s
9/8/2022. Project Q. Open
Management has been ducti Ifthe ASl s this potentially
Knowled kil type of t The « DHS works
levels, and/or order but thoroughly, vet
i date, add appr A1 project team. « i he AS|
bl tear 1 T
with ing presented to DHS.
Further, the ASI hindered, Further, the lack of
some. o i Ireach
important guidance and leadership to their team.
Ifthe As|
effectively assured, it could lead to reduced user buy-in and unexpected
rework that could impact the overall project budget.
6/30/2022 asi they have been  If OPEN » Complete and resultofa  Immediate 3 3 Med Open
Development st Root C: lysis (RCA). + ASI project
© ih Note that
address these delays, h both . Previously, the DHS has indicated, i
development  and IV that i ¢ analysis, and .
task level of effort 1., story points)in the d the ASI has been Request via
the weekly DDI h £ story points
(see Finding #74) from the ASI| BA/SA team. DHS and s per accurately and
with finding qualified resources in a timely manner. B Jess th and
ur 3
T lear it
scope creep has contributed to these delays.
6/3/2022 Integrati . a 1 1A to address @ s 1 Med Open
Interface webhook) ClA rep P 1A ]
Management the
asi A related tasks. The Benefi between DHS, the ASI IV, and CIA. Completed. 3. The ASI provide test
up the design of 1A Data a manage tasks. dwill results from
send them to Current. BES does not have the capabilities to manage or close works.
the task: tasks
age being,
designed by CIA that wil provide task details for cases that have been
tagged as “No Contact’ Thisis a requirement to meet the design of the CF44
~ Manage Cl 3
3/3/2022 Project The DHS resources assigned to work with the ASI on the BES Project are all  The replacement of DHS resources in project roles (e.g., testers and product » Consider adding DHS resources as needed. 6/30/2022 Complete » Allocate Immediate . 2 Med Open
Management owners) and .
and have the option of returning to their previous operational roles atany  resources will be assig isa ol with allocations for
time. ) d creating
a cycle of more DHS resources leaving the Project. If additional DHS staff are. = Add cushion time to the schedule for unexpected project delays. » Provide
provided, dd to
resources. 0 the team.
« DHS keep all informed
rogress
50 resources can maintain their engagement with the Project.
11/29/2021 Project , this can lead to ) Immediate. 4 4 High Open
Management « 3
d The ust y
Tow quality h of stafffor

the duration of the Project » Discuss, validate and address adtional

other than inaccurate estimates such as over reliance on POs, slow design
ints d the AS|

revised schedule against which project deliverables can be managed.

it
12/31/2022 - No material update i the reporting period as the work
W will
reassess this finding and our associated recommendations once more is
Known, 1

10/31/22 - This finding was raised i relation to the prime contractor and

IVV will reassess this finding once the BES project restarts. 10/4/22 - No
‘material update in the reporting period.

12/31/2022 - No material update in the reporting period as the work
W will
reassess this finding and our associated recommendations once more s
known. 11/30/2022 - No material update in the reporting period as the

10/31/22 - No work has been performed regarding this finding due to the
work stoppage and ongoing transition to the new ASL. WV will reassess our
recommendations for this finding once more is known. 09/29/22 - The ASI

hinder
unclear f
mitigate thisrisk. 08/30/22 - The ASIcontinues to onboard additional
development resources, stating they addec 2 on-shore and 2 off-shore:
Gevelopers o ther team. Though an updated schedule has yet to be
completed by the ASI, they estimate they will need approximately S0
additonal

the project n the proposed timeframe. However,until arevised schedule s
availablethe actual number of additionsl resources needed is not known.
The Ast
schedule the revised

07/27/22 - The ASi has a severe shortage of development resources and s
recruiting to fil the open positions, but the current job market presents
challenges. The ASIplan to update the schedle o account for the current
tack of

The AStis currently assessing the evel of effot o address changes o
Federal security control requirements (revision 5 of NIST); which may

project,
with it

>
12/31/2022 - No material update i the reporting period as the work

W will
reassess this finding and our associated recommendations once more is
Known. 1

10/31/22 - No work has been performed regarding this finding due to the
sl

recommendations for this finding once more is known. 09/30/22 - No.
material update in the reporting period. 08/30/22 - No material update in

has a subscription that includes the BES requirements. In addition, DHS and

vendor. 06/30/2022 - The task management system vendor provided
[

related BES development to commence. DHS is determining the type of

needed information, IVV is reducing the criticality rating to ‘Medium’

12/31/2022 - A key resource from DHS let the project; one of the most

impacted by ths departure. 11/30/2022 - No material update in the
porting p d

as
10/31/2022 b )
participating in the transition to the new ASI. They identify and

el ensure the start
up with the new ASI i successful. DHS BES project team members have

‘and how known issues will be corrected. IV&V will monitor the project

9/30/2022 - With the BES Project work stoppage, some of the DHS
dto

The work
stoppage s a for
morale (positive or negative) is uncertain. 8/30/2022 - No material update
for ths reporting period. . WV continue to monitor. 7/27/2022 - No
material update for this reporting period. 7/6/2022 - In June, DHS added

" .

CMM Product Owner - Two SME resources joined the team to support the

Returned Mail Use Cases, - One SME to support the Reporting function. DHS,
as needed and pro-

v
staff additions to- y be

P
lowered. P
to2aiskin this reporting period. The draft schedule plans for multiple:
releases may stretch

return to their operat it

DHs Is

11/30/2022 -

d to alg P

d
‘expected for the Project restart kick-off In early January 2023. 10/31/2022 -

execution activities of the new ASI has not been developed. Without a

Project o plan future activities, estimate staffing needs, and uncover
possible gaps in knowledge transfer. 9/30/2022 - The ASI did not deliver a

September 9, 2022. Regardless of the BES move forward strategy, a

eriical

8/31/2022-

did not deliver the revised draft to DHS by the August 12th deadiine nor has
the ASI provided DHS with a new target date for delivery. Without a project
hedul hi

ject. 7/29/2022 drat

In their CAP,

ol e
lot dats further analyss,
go-live and pilot dates. Since the Project has not accurately

further
i . 6/30/2022 , 2022

anoroved version. DHS stated the draft schedule cantained late tasks and




73 The planned BES infrastructure is complex
which could be difficult to implement and
lead to schedule/cost impacts.

71 The lack of a final agreement on the scope
and costs of the Google Cloud Platform
(GCP) Change Request (CR) may lead to
unanticipated DHS costs, schedule delays,
‘and/or the need to reduce scope.

70 Insufficient configuration management
could lead to development confusion an
reduce the effectiveness of defect resolution

68 Insufficient planning/execution of the BES

ity Plan activities may lead to delays in

gaining Federal Partner approval for the BES.
Project to begin the Pilot Phase.

mfors

Joe Frasca

Michael Fors

Finding - Ris

Finding - Iss

Finding - Ris

Identified

8/23/2021

8/23/2021

Date __Category
10/28/2021. System Design
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Dustin Heath Finding -Ris  7/28/2021 Security and
Privacy.

i Rect on __imoact
Ifthe level theBEs  «AS| to Next several month 3 Open
infrastructure. ! for and staffed by the ASI, the  implement and maintain the planned infrastructure. The Architecture.
Further, the Project Team hat will make up Delaysin impact of DHS
the additional test,  finalizing fisks
unclear. delays. . A1 to assess
dthe
stem failure number of fiskand
ng parts’) and . cloud and
remain in an immature state compared to their legacy counterparts. For  and regression test once updates are applied. « The project team work to.
example, e asystem various
Cloud faled ! her  components to simpl e and monitoring. »
. Nexus). Google a5 2 less mature
(Amazon Web Microsoft are new to them and take action to assure potential integration problems do
Azure). V&Y For example,
points in conduct proof of concepts to assure Infrastructure components work as
be difficultto resolve and lead to project disruption. If DHS intends to expected
80 turning
employees, iporting
familiar with in a complex infrastructure environment.
Project In April 2020, d shifting the OPEN - sk 4 2 Med Open
nagement  of some i in activties it the
time. in April 2020. The. “AS 5" and “TO BE" model for services beginning with the DDI, through
., DHS and the AS| ag fein the i 3
then, the scope. d the CR s oHS’' ® the GCP CR during DDI and M and O and provide to DHS.
being drafted by the ASI i in the cloud, for approval. - DHS and e
d by g the BES DDI P CR. COMPLETE
d work. TheBES  and afirm P CR. 12/16/2021
in GCP. ¢ Complete
on the CR, however; it is not final.
Configuration processes and OPEN » ASl adhere to plans for configuration management as documented  ASAP 2 2 tow Open
Development  Configuration Management Plan, however, it remains unclear if sufficient  ensures the BE in BL-6 DDI Plan, Sect larify details and/or oHs.
progress has been toward establishing CM processes, selecting CM tools level onfiguration  +ASI DHS and
(eg. CMDB), and Th i  should p meaningful set of configuration items or settings they will track. « Project
Cloud Platform (GCP) Change Request and Security Plan have yettobe  with accurate, dynamic some of potential use of configuration
tems. However, list of items that e and W procure a CM tool, as
impact CM. The project currently relies on Github for tracking of some  are included in plan along required, to avoid to the project, COMPLETED «
configurations. items, Identify the DHS POC for the Configuration Management Actvites that
would
defined CM steps and plans are being followed, are effective, and are
achieving DHS objectives for CM. 7/31/2022
Over the last several month, the BES project team has been working [z lement, test, an OPEN - sk . 5 High Open
e y also prior to entering the.
managing through ASI Security Lead staffing changes. DHSand the ASIPllot phase. that willbe used
Document  team plans to utilze Workbook to ~such risk, oftware]. The process
d The Security Ct , target
‘and changes to the project since inception. I Traceability
Policies, tandards, Controls, and Implementation plan along with evidence  Matrix, and plans of actions and milestones (POAM). - ASI ensure that the
for each control, NIST 800-
authoring -Hs
review resume, nterview d

requirements.
COMPLETE - DHS and the ASI agree and finalize the BI-13 DED. 1/4/22
Complete - ASl, per DHS guidance, should begin to pivot toward the
adoption of 800-53 Rev 5 since Rev 4 will be obsolete when the system goes
. COMP!

g and provide proper g1 3

COMPLETE 3/31/2022 - AS! have a security SME attend the weekly security
planning meetings and workshops. COMPLETE 7/31/2022 - ASI add a
to assist with y

activities. COMPLETE 11/30/2022

12/31/2022 - No material update i the reporting period as the work
W will
eassess this finding and our associated recommendations once more is
known. 1

10/31/2022 - The
design and build out, these responsibilties are now transitioned to the new.
ASL. The previous AS! is performing knowledge transfer (KT) to the new ASI;
however, IV is concerned that KT willsuffer given the complexity of the
infrastructure and that some of the new AS! resources appear to lack

so used. IV will
reassess our recommendations for this finding once more is known.
9/30/2022 - The AS! announced the departure of key infrastructure
resources who have provided leadership to the infrastructure efforts, which

isk. With t .

how thisrisk will be mitigated going forward.  08/30/22 - The ASI intends.
to engage two 3rd-party vendors to assist with the production environment
build (once the GCP change order is approved), which could increase their
velocity. could
maintaining

who cloud
07/31/22 - The newly assigned ASIarchitects continue to ramp up to meet

meetings with DHS and other infrastructure stakeholders. The ASI is

Jting from
complicate
of
11/30/2022 - No material update in the reporting period as the work
ASI condl ing. 10/31/2022
a asi
W waits uded i 5
ddressed. 9/30/2022 - the
impact the GCF W will

pd
8/31/2022 - The AS! submitted a detailed project impact analysis to DHS and
The Astis
planning to provide DHS a GCP Best and Final Offer (BAFO) for review.
7/30/2022 - The AS! and DHS have a general agreement to the scope of the.
& .

=3
‘completed. Uncertainty created by this open scope issue has already

responsibilties of the ASI, ESI and DHS. There are many possible impacts to

activites. Al these take time to complete yet there are no tasks and
activites in the schedule to complete this work. 5/31/2022 - W has
increased concerns about the slow progress and lack of detail regarding the.
e [ Jul 0;
The ASI has stated that their work on tasks within the scope of the CR is ‘at
risk' and may need to stop, pending the CR approval. Based on the ASI
i an appr is delaying

security Jized to an
i escalated to High. 4/30/2072 - The ASI develoned » Rouch Order of
12/31/2022 - No material update i the reporting period as the work
W will
reassess this finding and our associated recommendations once more s
known. 1 h

10/31/22 - No work has been performed regarding this finding due to the
work stoppage and ongoing transition to the new ASL WV wil reassess our
recommendations for this finding once more is known. 09/28/22 - The ASI

with
planned ¥, WV is not aware of the plans
08/30/22 - The AS! updated the Configuration Management Plan (CMP) with
additional configuration management details. 07/27/22 - DHS has identified
technical and functional primary points of contacts for ASI to work with for
w that some

M) details and the lack
of clarity around the CM database (CMDB) tools. For example, it remains
unclear what CMDB tool wil be used ifService Now is not part of the GCP

06/30/22-

M), however, it
e decision, 2)

ow it will be used, and 3) the status of funding for purchase. Further, it

remains unclear whether DHS will utiize their existing SN nstallation or

create a separate instance and who will be responsible for defining the

on the approval and funding of the GCP change request; it remains unclear

IVV has elevated this Concern’ to a Risk’. 05/31/22 - No material uodate in
11/30/2022 - The new AS! has named is Security Lead. As one of the five:
w

prop
requirements. 10/31/2022 - With the transition to the new ASI, the key.

as P
period end, this position remains unfilled. As the new AS| assumes the

P y privacy tasks It
revisit the WV used
the AS| and DHS BES Security teams prior o the work stoppage, IV has no
‘materal up BES

and team. 08/31/2022 ~ IWV recommends that Security SMES leading
d

depth

in NIST 80053
statements of System Security Plans (5SP). The ASI will be changing the AS|
2022. 07/31/2022 - The y
o

SME position thi

th it

is i of i
inthe GCP change request (CR) and will not be filled unti the CRis
" .

‘Aha and Confluence to develop and collaborate on System Security Plan
(55P) controls. However, an electronic Governance, Risk, and Compliance
system (eGRC) i under consideration at DHS. 6/28/2022 ~The ASI hired a
Security SME who will be working with DHS on security governance, isk,

in Mav but

9/9/2021- RAP: Point
of clarification. The
S0AP agreement did
not establish that the
project would be.
deployed to the Cloud.

specifically that
deployment would we.
be to the on-premise
environement.

eployment may move.
to'the Cloud. The final
decision to move to
‘GCP for production
was made n July
2020, The costs for
managing the UAT,
Production, and
Disaster Recovery
environments were
notincluded in the
S0P agreement nor.

/3/2021 - RAP: We.
ook forward to
receiving specific
inquiries from the
V&V team on
configuration
management and
having conversations.
We do acknowledge
that the plan likely
needs to be updated
to reflect the
processes in place on
the project for
configuration
management

9/3/2021 - RAP: The

of the security plan
per DHS. The ASI s in
the process of
planning the effort to
make these updates.
The effort required to
complete this work
willbe included in
either the GCP change.
request or a new.
change request We
ook forward t
additional discussions.
with V&V and DHS.
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for all ADA compliance items.

Act, which was verified in the AS! proposed Technical Requirements

ASIvalidates it will perform as expected within the BES architecture,
meeting allcontractual and project requirements. The ASI create and

App wit
defined by DHS and adheres to W3C level 2 accessibility guidelines, sub-

putinto
acton how he tol will report complisnce o no<ompliance,how non-

parts of Section 508 of the At
nondiscrimination safeguards in 45 CFR 85." I the Hawal uidelines

901 Handbook, toadhereto

the Section 508 compliance guidelines (https;//section508 gov/) there may
be a significant amount of rework to the solution.

will be provided

reports for the code from previous, current and future releases.

issveda
purchasing the ASI recommended ADA compliance tool. §/30/2022 - No
Waiting on

th purchase, installai . the As|
recommended ADA compliance tool. 7/27/2022 - The ASI successfully
‘completed the ADA compliance tool proof of concepndpovdd epors
to approval. The final steps be
purchase, installation, andlmn\zmzmauﬂnﬂi(huwl 6/29/2022 - The
ADA
be run once the initia testing has been completed. The ASI is expected to
provide results of the testing to DHS when the tral phase s finished, and the
report generated. 5/31/2022 - The ASI has identified an accessiblity

needs of DHS has

firewall to that tool. The

1) receive

DHS approval to use the tool, 2) purchase the tool, 3) configure the system
tool, and

4/26/2022 - The AS1is evaluating four ADA testing tools for consideration
due to high pricing for the tool selected in March. This tool was.

i Tyoe Date __Category Recommendation Event Horizon obat
67 The Americans With Disabilties Act (ADA)  RyanTan  Finding -Ris  7/12/2021 Testing While RO.3 and RO.4 liance had been be ADA 1/31/2022 -  this bl 3 3 Med Open  12/31/2022 - No material update in the reporting period as the work

Section 508 compliance tool has not been the BES. finding. - The ADA tool meets contractual and project requirements. - W will 9/3/21- RAP: The AS|
installed for the Project, which may cause ction not been 0 plan for ADA test execution. - The ASI eassess this finding and our associated recommendations once more is has invited the V& to
significant rework. performed. This risk has eg. color blindness, how the non- known. 1 h make contact with the
months, results to-dats vision and how ~The d development tearm to

m:nh!v=vemdmgmmmanfmaADAY!amremenlsanﬂavausmgzﬂzxk avilable o thers. Partof th for BES s to meet. ASI 10/31/2022 - No work has been performed regarding this finding due to the review the results of

top tool for W b federal policies, Jations, and Standards and how to interpret the results, Superseded sl the desk-top tool to

any data results e Technology  8/30/2021 - The ASI should gain DHS' approval on the tool selected after the recommendations for this finding once more is known. 9/30/2022 - DHS. gain insight. To date,

the IV&Y has not
contacted the
development lead to
have further

discussions on this
topic.

61 Poorly executed JAD and design sessions
could lead to inaccurate design and rewor

ASHled Workflow JAD sessions have been held for CMIM, with the following
concerns being observed, - No clear ntroduction to all participants on the.
03l of the JAD, overview on the process and the importance of their
participation. - On many occasions the conversation needed to be driven by
leading questions, as expected, but was instead lead by business users -

T CUM Wkl 0 sesons restored  oveber. DSt OPEN- igh ASAP
Some concern regarding the CMM Workflow J ) Dayone of
o e o prep: topic of sprint, with adequate

Do the.
workflow? (2)

JAD/JAR notes and other pertinent material. - The ASIto bring User

the users and clents? Incomplete or unclear JAD sessions with insufficient
lead to a poor desi needed to

question; the call for 30
Seconds or more - Lack of thought leadership from the AS! on how
workflow could be designed to ease/improve process for client

workflow and related system design.

improve

fsigners to engage with DHS and review the currently built
BES solution.  Closed - JAD and design sessions should be lead by
xperiened s BAS gl bfecives nd resus commiate
" s (additional BAbemdeded

bemsmel—t

designed

Taing vantoge of e technlogy and alans o he 40 b s

process. (Closed 4/30/2022) - The AS! should backctrack significant

differences in design direction to determine the root cause to identiy these
ile. COMPLETE -

proactively
seeking collaboration. 10/5/21 Complete - The Functional Design
toinclude

efined and shared with all project team members. (Closed, 1/31/2022) -
et e desig sesions anddesign st 0 sllow WV 10

bserve and a e effectiveness of the revised design processes.
(e, 1/31/1022) 15130 4 sholdvork other et he -
progress design with all SMEs for the area of focus. (being met by new

Gegn srint poces, cloed 2/78/2022 A sttt s sprin

DLIR MOA and resubmitted it to DLIR. The latest draft of the HYCF was sent
10 the DHS Directors' office with feedback from BESSD and MQD.
06/30/2022 - There are 4 agreements otstanding (DAGS, DLIR, DPS, and
HYCE)

the DLIR, DPS, and HYCE agreements. 05/31/2022 - There were. T

There are 5
agreements outstanding (DLIR, DPS, HYCF, DAGS, and CYRCA. DPS, HYCF,
and

the interested parties. DAGS has not been draited by DHS; DHS s in
Tax for b

ypass
DAGS. The CYRCA Interface has b

TR e ) S

devel el for the task mana 0412812072 -

12/31/2022- Thenew St contines develop its approach to the BES.
design sessions. IVV wil asess this isue along with the below.

11/30/2022 - The new ASI i revising the approach to the BES design
sessions to improve efficiency and align with Agile methodology. IV will
assess this issue along with the below recommendations when the new ASI
restarts the BES design sessions. 10/31/2022 - No work has been

ASL IV
finding 9/30/2022 - DHS Pr 8 SME
bout a lack of
than satisfying, DH

being able to achieve desired tasks or achieve tasks timely. 8/31/2022 - The

ASI's addition of senior BAs to the design sessions has resulted i

improvement. The Senior BA offer guidance to ensure the project team

remains focused on the design. Unfortunately, one of the Senior BAS has
this allBEs

design sessions. 7/31/2022 - Although the ASI has implemented

sions for their Jysts (BAS) prior
Day 1, IWV continues to observe occurrences of BAs not being fully prepared
DHS

admins are not always assigned to meetings, leaving the BA solely

ted the AS|
forward. 6/30/2022 - The ASI continues to revise the Design Sprint process.

he AS! and d to orovide
63 The lack of early planning and coordination  Michael Fors Finding - Ris  1/21/2021 | d items Intert: 7 OPENS. L6, gdates Q42021 . 1 tow Open  12/31/2022 - No material update in the reporting period s the work.
with interface partners may resultin Interface Connectiviy s p i it i in writing, COMPLETE 1. Establish ing. IV will
schedule delays. Management  undefined ETS APl Gateway; however, there is sharing, plan and plan for for the duration of reassess this finding and our associated recommendations once more is 7/20/21 RAP - The ASI
i in this regard sche ion, p: d 10/29 COMPLETE 2. dentif i ! contacts. nown. i 2 team requests that the
In COMPLETE 3/31/2022 3. Define a release schedule for each interface to IV reassess the
coordination, design, and testing activities (Unit Test, SIT, UAT).- Interface  adtion, il have to dinati 10/31/22- severity o thisrisk in
4 st light of the following
partners, are it - are prope include. recommendations for this finding once more is known. 09/29/22 - No. reasons: ) the A
technical designs of allinerfaces. 01/04 COMPLETE ‘material update in the reporting period. ~08/26/2022 - The statuses of the. schedule extension
DLIR, HYCS has made the urgency.
approved, b 08/01/2022 - DHS executed the DPS agreement (MOA) on 07/20/2022. The. for tackling these tasks.
been frequent. follows. The less than it was before.

that started lessening
the schedule risk, b)
the increase from
Medium to Highin
May was based on a
misunderstanding of
the current state of
the MOA's and contact
metrics, c) substantial
prog o

against each of the In
Progress

recommendations,
and it contines to.
trend in the right
direction.In regards to,

9/3/21 RAP - The V&
oes participate in
many facets of the
deisgn process
including screen mock-
up reviews, backlog
rooming sessions,
and Sprint demo's
Product owner
discussions are meant
to have limited
participation. The
teamis concerned

about the participation

does not always stay
silent in discussions on.
design despite
assurances from the
V&Y PM that itis not
their role, and 2) IV&Y
participtation typically

attendance. Qualityissues are rarely generated by a single entity ina
project,so there could potentially be multiple causes or root causes of this

7/30/2021 -

(Em

analysis with DHS and IVV in attendance to determine the source of the
design defects (closed, 1/31/2022)

develop and 3
which will be addressed in the CAP. 6/30/2022 - No significant change to
the status of this finding although AS| has assigned a resource to research a
solution forcreatng qualty metrcs. 5/31/2022 - Th revised DDl process,
inp: d

which has a by
er of 2 i

bythe update
e ugamm S Plin llzn/zuzz When

6
Z/zs/znzz e T it
available metrics. The initial results show 2 positive trend, which is

proje date.
to desien remain low throuzhout Release 0.6 testing. the focus of this

d ASIB the by engaging the DHS SMEs and ASIsystems analysts earler n the process drives what are meant

meetings alone. Complete 7/31/2022 lysts (BA) prior to tobeinformal

each Sorint. These ore-sorint sessions with BAS are startine to address the. orocesses to more
D Ry T s B D Fieo 4/16/2020 Project In April, four ontrol Document  The staff plan forall  OPEN - ASI rev 12/31/2022 -

system design, testing artifacts, an Management client review. Th of 85 Inpariculr he AS Wil was quality ssues, 7/30/21 RAP - The ASI
project schedule. The d . 1fp inue to be. it 312 Measure T ) DHs Is will be revised agai team willreview and
lack of alogical org: an 3 Project Quality, which states, ASI measures process and product quality by known. 11/30/2022 - For future deliverables, the Project plans to simplify respond to this ssue.
detail, and a lack. i ticipated rework, Jecting . A1 will revise and again when a material
from both issuein P v d additional ~ 2) e ds update is made by the

by the ASI, i VY. We also

calleda 10/31/2022 - recommend the
high-level result. W st rethinking of the frst

process and - When the recommendations for this finding once more s known. 9/30/2022 - No recommendation

8 thi based on the

Plan g CLOSED- W 8/31/2022 - No material update for this reporting period.  7/31/2022 - The. assessment from the.
i n IV that this is 2 fow

ble.
management orocess.
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Tyoe
Finding - Ris

Date __Category
3/29/2020 Project
Man:

47 The COVID-19 pandemic and the related  Michael Fors 0 3/23/2020, the Governor of Hawailissued  “stay at home, work from participation | documented risk  ASAP. 2 Open
"stay at home" order could hinder project agement  home” order that has reduced ¢ abilty to be fully hindered, tofocus on and revised to
activities and negatively impact the project functional as o the -
schedule and budget. endof be v the  send broad assure
completely shut down untilthat time as well. Unclear i the order will  sessions. Going forward, most f not al more than 8 Project with regard to impacts of COVID, as well as

hat will remain the same. - Project

extend beyond that date.
wills00n lose some key members of the PMO, the PMO lead willretire on
4/30/20and June 2020.

d for

OVID, which
could lead to DHS budget challenges. If the state/DHS institutes a hiring
freeze, DHS PMO may not be able to replace these key resources

- Consider in-person meetings for critical design
sessions if DHS and ASI COVID protocols allow. CLOSED - Continue to make
efforts to setup, train, and assist new stakeholders on remote work devices

Additionally, if s, resources  and
Unclear f . MS Teams/Skype). -
impact overall project funding, Complete - Update the OCM Plan to include any new activities or updates to.
aid 19 pandemic in
e shortand lon term. - omplte - Explor opions or freeing u key
BESSD SME's to work on the project. - Complete
43 DHSPMO project team members have  RyanTan  Finding-ssi  1/10/2020 Project s reported in various project meetings, several key DHS PMO, BES and ASI history of ~ 2/28/2022 - DHS consider other options (Contractors, tate employees  ASAP 3 5 High Open
transitioned off the Project, which may nagement i i lutions, and b 8¢ if
cause gaps in knowledge transfer and next few months or have already transitioned off the project. While there  of project team. 5/31/201 -
leadership on the Project. are plans and acti i is ritical for d d identif v
In January, the ASI did d introduce an In progress
buta plan fora i Addmnnally, A for:
currently known. fall ot section3.4. ) possible COVID-19
o537 milon e BES. directlyin
resources. - Closed The ASIshould document a transition plan for each key
resource as required by the RFP (reference RFP section 3.5.1.2 ‘Benefits
Elgibility Solution Project Saffing') - Closed
29 Uncartaintyandor s ckof ommurication Michaelfors g - 5/28/2019 Proct Some platform and B have yet to be made - =t hi ashe 2 2 tow Open
und long:term architecture decisions agement  and socialized to the project. For example, the ASI and DHS have stated that  inclusive of all known bl additional details as with any
could impact the project budget, schedule, KOLEA and a Siebel inthe future,  architectural changes are finalized. - Complete - DHS should finalize the
system design, and planning decisions. implementing two Siebel instances (one for KOLEA, one for BES), but thisis  planning hould I Portal strategy and
log. h likeh holders and project teams. Complete 3/31 - The Project should
It remains unclear if the details of the rationale for tis decision or the plan lexity, rework, and costs the two .
tegrating. systems n the future. ADA, Configuration Management tools), M and O, MQD, and BES systems
and/mdo(umenmd Furthr, thre may b some uncertinysround before finalizing architectural decisions. - DHS continue to request AS|
en/if b
wil m moved 0 the cloud. d continue to
ssure a common understanding of the implications of these decisions. -
The Project should continue to ensure communication between
that could in each area. -
processes
communication betueen the archiectur e and e st o e roject
m to assess impacts of architecture decisions to the Project. CLOSED.
11/30/ 022
2 Late delivery of project deliverables has  Ryan. Finding -Issi11/28/2018  Project Based upor 1 d oo many late: w d schedule is baselined, 8D 3 3 Med Open
caused schedule delays. Management fi of delays. to minimal impact on the
the date of this report, picts all critcal path. COMPLETE 5/31/2021 - When the revised schedule is
lan manage the hedul ol reporting
execution of the project. , this quality s Without (P CRm Tt T i AT A e e

backiog of

and acceptance from the State.

- Complete 4/30/2021,7/29/2021, 12/30/2021 -
DHS and the ASI agree to a revised schedule against which project

and-or

the new.

Prior
bas
numandll\z items/issues |den||l|zd by DHS, the ASI,and IVV to include the

for DHS and the

ete-

sh the process for
o o HE A e e A
Management Plan (81-04). - Complete 5/31/2020 - Finalize the updates to

DHS and IVV. - Closed. 5/31/2020 - Establish the process for P

to mutually agree to the revised project schedule baseline. -

573112020 At l s ho have e pfomed o plned b
performed inthe interim schedule. Closed 5/30/2020 - tfcie5/15/2020

12 S| compleeth Poject ianagernt Plan dlerabe, work it DS
This

12/31/2022 - No material update i the reporting period as the work
W will

eassess this finding and our associated recommendations once more is

known. 11/30/22 - No material update in the reporting period as the work
new S| 10/31/22-

Nowork has been performed regarding this finding due to the work

stoppage and ongoing transition to the new ASI IVV wil reassess our

recommendations for this finding once more is known. 09/29/22 - WV
lack of n-person

reduced project team productivity. 08/30/22 - No material update for this

reporting period. 07/31/22 - No material update for this reporting period.

06/30/22 - The ASi has stated they have removed the vaccination

to spend time

in the office. DHS team members are still not required to work in the office

but DHSis also encouraging office time. Three DHS tea

curently wark ou of th ASsdowntown Honolul offie, 05/21/22 - The

as well as overall quality of project work. 04/29/22 - No material update for

« hi however,
the option of not requiring

w

egically requesting
/28/22-
The State of Hawail is planning on eliminating most COVID mandates as of

3/5/22. In-person meetings could improve collaboration for design and
other sessions. if the Prolect elects to increase in-oerson meetings. 1/31/22
12/31/2022 - No material update inthe reporting period as the work

02/08/2021 - Brian Donohoe does not agree with IVV's high-critcality rating.

7/30/21 RAP - The ASI
agrees that COVID at
this time i likely a low
fisk to both schedule
and budget for the
project despite some
increases related t

the delta variant, The
ASI team continues to
maintain social
distancing in the office

essentially reached the.
new normal in
Honolulu. This
includes fewer
resources travelling

project has adjusted to
the lack of in person
meetings. In our off-
shore office, we stll
have staff working
from home. We exoect
4/23/21 RAP - From.

W will the ASI perspective,
reassess this finding and our associated January 29, 2021. the changes to the
Known. 1 i Final on i
A1 condl 10/31/2022 02/8/2021) ho is inthe o o
kh project. Involved in Arch d tool sets, have provided little
toppage and ongoing transition to the new ASI. IVV wil reassess our future vision, etc. Day to day PM working closely w/ Gary and Emerald. We. impact on the overall
recommendations for this finding once more is known. 9/30/2022-No  have no insight nto other DHS st project. At this point,
material period. 8/31/2022 to seek. the knowledge
unfilled. transfer gaps have
7/29/2022 DHS has received minimal applications for the D been closed and the
o , they foes leadership of the.
the delay in 2 project remains strong
H hands from DHS. W
on an interim recommend that the
basis. 6/30/2022 - DHS continues to recruit for PMO resources. No other IV reassess the
materal upe 5/31/2022 - probability of impact
i , but filled. H and severity of impact
resources. and lower the overall
For exampl rating for this
has p P ject. 4/28/2022 1isk3/3/2020 - The AS!
ted the Project
positions but received minimal interest to-date. 2/28/2022 - DHS posted Coordinator position is
While filled and they wi
how th begin work or

g viewed, as
of ths date, there has only been one application. 1/28/2022 - No material
updates in this reporting period. 12/30/2021 - No material updates in this
renorting neriod. 11/26/2021 - No material undates in his renorti

12/31/22- lack
of the plans for

the BES public portal.* 11/30/22 - The new AS! is developing its

06/30/2020 -
o

isstill planned. App stil ot finalized by

. rom Ach persectve,we arebuldin n Leray. Future tegraton

of the lea\s is stil

3/3/2020, transition
activies from Donna
will besin next

4/23/21 r3p - The AS!

this time:
improve ths issue. IVV notes one specific area that does need additional
the plan the BES
portal. - The previous AS! had built the bulk of the portal (based on LifeRay)
prior to their departure. The new ASI developed the current portal used by

best way forward and is considering combining both code sets without
LifeRay.  10/31/22 - Given that the et s anstoning o the new ASI, it
will

Ifastrscure and ohr echroloio b tlaed. W wi vdve e
recommendations to include any infrastructure changes the new ASI may
adopt,if any. 9/29/22 - No material update for this reporting period

/20122 No s pdate o this eportingparid. 731/22 o

the lack of clear

planned configuration management tool and itsintended use. nus veters
Service Now but it i currently not funded, and IV is unaware of

The

project s currently ssesingthe adiioalleve of efor hat il be
5)

ity controls MV isconcerned hat the move  Revsion s and patetil
impact to the project architecture have not been broadly communicated to
stakeholders. 6/30/22 - The AS! has stated that their cloud infrastructure
will continue to evolve as the technology improves or the cloud provider(s)
le.e. use of Solunk vs. Dunatracel. IVV has ltle to no vsibility into whether
12/31/2022 - No material update in the reporting period as the. et

WV will
reassess this finding and our associated recommendations once more is
Known. 11/30/2022 - The new AS| s assessing the status of all existing

(DEDS) for
. 10/31/2022 - g assie

the new
performed on the BES deliverables in this reporting period. The.
e H e e A o updale

5730/2072- The S werk uwase halted all efforts on project
deliverables. IVV will continue to monitor this finding once the BES Project
resumes. 8/30/2022 - The AS! is behind schedule with development

path. Withs

late.
deliverables or activities wil have to project deadlines. 7/29/2022 - Fewer
ivered late, it

pp
deliverables. For example, development delays found '8 #80 do not
appear o be caused b late delverables.Schedule impacts from late

imal during this stage of

e pe = e b e e
. WV

B1-5 Project Schedule and B1-13 Secumy Plan deliverables. s/zo/mz D

A1 continues to monitor orofect activties that mav impact

requireach.

data sharin. If ch

de to Adobe, this would

refine the final plan
for the two portal
vision. We expect that
final decisions will
likely be madie during
this reporting period
and communicated to
the project. The AS!
efers the IV&V to our
February update

ding

From our perspective
allnecessary actions.
are complete. If the
V& does not believe
itis Complete
request supporting
detail

4/23/21 rap - The AS!
and DHS continue to
refine the final plan
for the two portal
vision. We exoect that
7/20/21 RAP - The ASI
will continue to refine
the published schedule

through the final
change request for the
ATC which is nearing

is hopeful, that we can
agree in principle on
the ATC change
request in July and
have final schedule

Fl

tracking actions be
taken on late work on
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