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Executive Summary (1)

In August, although progress occurred in some areas, the Project is facing significant challenges that must be addressed,
including:

» Corrective Action Plan (CAP) - DHS requested a CAP from the ASI to address the root causes of the continued schedule
delays. The ASI provided a “plan to create the plan”, requiring more time for the ASI to identify and document the much-
needed corrective actions. Should DHS accept this approach, the BES project duration is likely to extend further.

* Project Schedule — Although the ASI agreed to provide a revised Project Schedule to DHS by August 12, 2022, the ASI
failed to deliver, and they have yet to provide DHS with a revised target date.

» ASI Staffing - As reported in prior status updates, the ASI stated the development delays were primarily the result of
severe ASI staffing shortages. The ASI reported they developed a staffing mitigation plan but, have not shared it with DHS
or IV&V. The ASI leadership communicated that they are pausing the implementation of the staffing mitigation plan until
they have Project Schedule approval, but no Project Schedule was delivered to DHS.

IV&V continues to question the ASI’s ability to deliver the BES solution in accordance with all contractual requirements. This
is based on factual data that the ASI has not delivered the expected results as planned and scheduled over the last 4 years.
This challenge is immense and requires strong experienced DD&I leadership to develop a realistic plan with a corresponding
schedule and deliver the solution as planned.

Jun Jul Aug Category IV&V Observations

This category remains a red status. The ASI did not deliver the revised project schedule or
CAP as planned and has not completed the GCP Change Request (CR) for DHS’
review/approval. (Red since July 2020)

Project
Management
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Executive Summary (1)

Jun  Jul Aug Category

M M |v| Syst_em
NS NS N DeSIgn

IV&V Observations

Although the ASI is now assigning multiple Business Analyst (BA) staff to all design
sessions, the Senior BA for the CMM module left the project, which may impact the project
team'’s ability to facilitate the design and associated artifacts for this module.

| — 1 — | Configuration
(M ‘ (M ‘ (M) | and
R ’ | Development

The ASI plans to add 50 resources to the project to address the ongoing development
delays. However, the ASI does not plan to hire those resources until the schedule is
approved by DHS even though the ASI has not provided a revised project schedule to DHS
for review and approval.

| | ~—. | Integration

M) M) M)

| W | and Interface
Management

Progress toward finalizing the Memorandums of Agreements with two interface partners
continued in August, with a third continuing to move through design. The lack of a schedule
to share with the interface partners may have an impact to interface activities.

‘:/' B \,:‘ ‘:/' ' \.:‘ ‘:/' r \:‘ TeStIng

The ASI recommended an ADA Compliance tool to DHS. DHS is currently evaluating the
ASI's recommendation. The ASI is waiting on DHS approval/acceptance before completing
the purchase and installation.

There continues be a significant amount of work for the BES Security functionality. The ASI
is adjusting security staffing assignments to minimize the risk, but time is needed to
determine the impact.
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IV&V Findings and Recommendations



IV&V Findings and Recommendations 7))

As of the August 2022 reporting period, PCG is tracking 16 open findings (9 risks, 7 issues) and has retired a total of 59
findings. Of the 16 open findings, 8 are related to Project Management, 2 in Integration and Interface Management, 1 in
Testing, 2 in System Design, 2 in Configuration and Development, and 1 in Security and Privacy.

Open Risks & Issues

Security and Privacy

Integration and Interface Management

I
Testing
H Open - Med
I % Open - Low
System Design B Open - High

Open Risks & Issues by Category

Project Management

Configuration and Development ‘
1
3 I

= Configuration and Development
= Project Management

= System Design

Testing
= |ntegration and Interface Management

= Security and Privacy
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IV&V Findings and Recommendations

(1)

The following figure provides a breakdown of all IV&V findings (risks, issues, concerns) by status (open, retired).

All Findings

Finding - Positive

|
Finding - Risk —
]
.
|
|

M Retired

u
Finding - Issue Open

Concern
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IV&V Findings and Recommendations D
Findings Retired During the Reporting Period

Issue — Lack of clear understanding of the DDI approach may reduce effectiveness of all
SDLC Processes. Configuration and

DHS leadership and IV&V agree that the new design process is understood by the project team Development
and being followed. Therefore, IV&V is retiring this issue.

16

Issue — Insufficient DHS Security Resources on the BES Project may lead to delays in
77 completing security tasks and the System Security Plan (SSP) — Low Security and Privacy

IV&V is retiring this issue as DHS has remediated the BES security staffing issue.
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IV&V Findings and Recommendations 7))

Preliminary Concerns Investigated During the Reporting
Period

Lack of the required ASI staff may reduce project productivity and quality of the BES
design that may lead to schedule delays.

Observation: DHS stakeholders and IV&V have observed that working session productivity has

been hindered by the lack of sufficient knowledge, capabilities, and expertise of some ASI team Project Management
members. V&V acknowledges that some ASI staff are skilled and knowledgeable. However,

lack of skilled and experienced staff in all design sessions will likely have negative downstream

impacts. Additionally, the ASI recently announced the departure of some of their most capable

and experienced resources.

81

Findings Opened During the Reporting Period

None
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IV&V Findings and Recommendations ')

Project Management

- Criticality

Issue — Late Delivery of project deliverables has caused schedule delays.

The ASI is behind schedule with development activities which will impact the critical path. Without an B
2  approved schedule, however, it is difficult to determine what is behind schedule and what impacts late (M)
deliverables or activities will have to project deadlines.

Recommendations Progress

* Despite not yet having a revised baseline schedule, continue monitoring and analyzing deliverables that may
. e In process
have impact to the critical path.
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IV&V Findings and Recommendations H
Project Management

. Criticality

Issue — Uncertainty and/or a lack of communication around long-term architecture decisions could
. impact the project budget, schedule, system design, and planning decisions. @

No material update for this reporting period.

Recommendations Progress

» The Project should continue to vet possible architectural change impacts to the platform (e.g., ADA,

Configuration Management tools), M&O, MQD, and BES systems before finalizing architectural decisions. RIEES

» DHS continue to request ASI perform due diligence in any recommendation for foundational architecture
change decisions and continue to review with appropriate DHS stakeholders to assure a common In process
understanding of the implications of these decisions.

» The Project should continue to ensure communication between development leads and architecture leads to I DrOCESS
assure optimal collaboration on possible architecture changes that could impact decisions in each area. P
* Maintain current communication processes to ensure regular communication between the architecture team

and the rest of the project team to assess impacts of architecture decisions to the Project. WRIBEEES
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IV&V Findings and Recommendations H

Project Management

Key Findings ngﬁig{y

Issue — DHS PMO project team members have transitioned off the Project, which may cause gaps in
knowledge transfer and leadership on the Project. \y
DHS continues to seek applicants for the three PMO positions; these positions remain unfilled.

Recommendations Progress

In process

43

DHS continue to work with the appropriate organizations to identify the funds necessary to fill these positions.

DHS consider other options (Contractors, State employees borrowed from other agencies) to fill these positions
. : ) ., N : In process
if there is ongoing difficulty in finding permanent hires.
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IV&V Findings and Recommendations ')

Project Management

# | Key Findings Criticality
Rating

Risk — The COVID-19 pandemic and the related "stay at home" order could hinder project activities
47 and negatively impact the project schedule and budget. @

No material update for this reporting period.

Recommendations Progress

» Suggest the Project and DHS create a detailed, documented risk mitigation strategy and plan that is reviewed
regularly and revised to address the current state of the COVID-19 threat and related impacts over the next 6 to

12 months. The plan should include the possible economic impacts to the state budget directly related to L[LEE e
project resources.
* Send broad communications to stakeholders to assure clear understanding of changes to the Project with this
: . . . : In process
regard to impacts of COVID as well as clarifying communications as to what will remain the same.
» Project leadership continue to encourage independent phone conversations to enhance and accelerate In process

communications, and for team members not wait for meetings to converse.
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IV&V Findings and Recommendations H
Project Management

Key Findings ng;iléty

Issue — Poor quality project deliverables may impact system design, testing artifacts and the project
49 schedule.

No material update for this reporting period. @

Recommendations Progress

+ ASI review the Quality Management Plan to ensure that the Project is working within the Quality guidelines. In
particular, the ASI should evaluate and consider if it is in alignment with Section 3.1.2 Measure Project Quality,
which states “AS| measures process and product quality by 1) selecting BES implementation process and
product attributes to measure; 2) selecting component activities to measure; 3) defining value scales for each In Process
component activity; 4) recording observed activity values; and 5) combining the recorded attribute values into a
single number called a process quality index.” IV&V has not seen evidence indicating the ASI is utilizing
metrics to measure its process and product quality.
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(1)

IV&V Findings and Recommendations

Project Management

.. Criticality

Issue — The lack of the final agreement on the scope and costs of the GCP Change Request (CR) may
lead to unanticipated DHS costs, schedule delays, and/or the need to reduce scope.

71 The ASI submitted a detailed project impact analysis to DHS and provided a demonstration of the current \3
environment to DHS. The ASI is planning to provide DHS a GCP Best and Final Offer (BAFO) for review.

Recommendations Progress

* The ASI should document the current environment M&O activities to ensure all activities are known with a clear
understanding of the “AS IS” and “TO BE” model for services beginning with the DDI, through In process
Pilot/Implementation and M&O.

* The ASI clearly document the scope of work and cost for the GCP CR during DDI and M&O and provide to

DHS for approval. In process
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IV&V Findings and Recommendations H

Project Management

Key Findings ngziléty

Risk — The lack of a BES Project schedule based on accurate estimations diminishes effective
planning and resource management, which could result in late deliverables, cost increases, and a

late go-live.

74 The ASl indicated that substantial changes and improvements were made to the schedule but did not deliver
the revised draft to DHS by the August 12" deadline nor has the ASI provided DHS with a new target date
for delivery. Without a project schedule, it is difficult for the Project to plan future activities such as hiring
required resources to staff the Project.

Recommendations Progress

» Using the available tools, review the current estimates to complete each activity compared to past actual

d

hours. In process
» Update as necessary and provide the DHS/ASI project managers with reports and data that accurately reflect In Drocess
the DHS/ASI resource needs along with over/under allocations of staff for the duration of the Project. P
» Develop mitigation and contingency plans that are tracked/managed by DHS/ASI for all tasks that are behind In process

schedule or are at risk of being behind schedule which includes resource management.

» Discuss, validate and address additional concerns within the project processes that may cause the project
delays other than inaccurate estimates such as over reliance on POs, slow design sprints, and cadence of In process
development teams.

+ DHS and the ASI agree to a revised schedule against which project deliverables can be managed. In process
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IV&V Findings and Recommendations H
Project Management

Key Findings CrF\l’gfiiléty

Risk — Volunteer DHS resources leaving the Project may lead to schedule delays, lower morale, and

burnout.
76 (M)
No material update for this reporting period. IV&V continue to monitor.

Recommendations Progress

» Allocate more time for the DHS team members to dedicate time to the Project. In process

« Carefully plan for all project activities with reasonable hour allocations for the DHS resources and adjust dates

in the BES Project schedule accordingly. In process
» Add cushion time to the schedule for unexpected project delays. In process
» Provide incentives for the DHS resources to help maintain the project team and possibly alleviate attrition or In process

increase the number of volunteers to the team.
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IV&V Findings and Recommendations H

Integration and Interface Management

- Criticality

Risk — The lack of early planning and coordination with interface partners may result in schedule

delays.
©

63  The status-of the three remaining required agreements (DAGS, DLIR, HYCF) have not changed. The lack
of a project schedule may impact the interface partners ability to plan for and support BES interface testing.
IV&V is evaluating the lack of an approved schedule on the criticality rating for this finding.

Recommendations Progress

» Complete all MOAs and obtain approval. In process

» Confirm testing dates with interface partners in writing. In process
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IV&V Findings and Recommendations H

Integration and Interface Management

- Criticality

Issue — External vendor delays in the development of the BES task management system (Current)
79 interface have impacted the project schedule. (.l

No material update in the reporting period.

Recommendations Progress

» Ensure that there is an agreement between DHS and C!A to address roles/responsibilities and outcomes. In process

» The ASI provide test results from the task management integration to ensure that the interface works. Not Started
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IV&V Findings and Recommendations ()
Configuration and Development

. Criticality

Risk — Insufficient configuration management could lead to development confusion and reduce the
effectiveness of defect resolution. @

70
The ASI updated the Configuration Management Plan (CMP) with additional configuration management

details.

Recommendations Progress

» ASI adhere to plans for configuration management as documented in BI-6 DDI Plan, Section 5.2 and clarify

details and/or any changes with DHS. In process
» ASI validate plans for configuration management with DHS and agree on a meaningful set of configuration
; : . In process
items or settings they will track.
» Project work to clarify/solidify plans for the potential use of configuration management tools and DHS work to Not
fund and procure a CM tool, as required, to avoid any negative impacts to the project. Started
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IV&V Findings and Recommendations ()
Configuration and Development

. Criticality

Risk — Development delays could negatively impact the project schedule and delay go-live.

The ASI continues to onboard additional development resources, stating they added 2 on-shore and 2 off-

shore developers to their team. Though an updated schedule has yet to be completed by the ASI, they
80  estimate they will need approximately 50 additional resources to assure adequate velocity and cadence to

complete the project in the proposed timeframe. However, until a revised schedule is available the actual

number of additional resources needed is not known. The ASI is delaying full recruitment for these positions

until the project schedule is approved but have not submitted the revised schedule to DHS.

+ Complete and execute remediation plan based on the result of a Root Cause Analysis (RCA). In process
» ASI consider moving/adding/replacing project team resources strategically to effectively increase velocity. In process

« ASI track and regularly provide DHS with an accurate velocity (e.g., story points per day/week/month) and

assure that the current velocity is accurately and consistently reflected in the project schedule. In process
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IV&V Findings and Recommendations H
System Design

. Criticality

Issue — Poorly executed JAD and "design sessions" could lead to inaccurate design and rework.

The ASI’s addition of senior BAs to the design sessions has resulted in improvement. The Senior BAs offer
guidance to ensure the project team remains focused on the design. Unfortunately, one of the Senior BAs
has left the project so it is unknown if this practice will continue for all BES design sessions.

61

Recommendations Progress

» The facilitator should use their expertise to drive discussions through leading questions. In process

* BAs should come to Day one of Design Sprint fully prepared to facilitate discussion on topic of sprint, with

adequate knowledge about business process and approach for design based on JAD/JAR notes and other In process
pertinent material.
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IV&V Findings and Recommendations H
System Design

Key Findings ng;iléty

Risk — The planned BES infrastructure is complex which could be difficult to implement and
maintain and could lead to schedule/cost impacts.

73 The ASl intends to engage two 3rd-party vendors to assist with the production environment build (once the <y
GCP change order is approved), which could increase their velocity. The inclusion of these vendors could
also mitigate the risk of maintaining a complex infrastructure if these vendors can provide experts who have
significant experience with cloud infrastructure and related tools.

Recommendations Progress

» ASI clearly communicate the potential costs and schedule impacts to implementing the planned infrastructure. In process
+ DHS work with the ASI to assess the potential challenges of maintaining a complex environment and consider
; . In process
scaled back options that could reduce this risk and reduce long-term support costs.
» ASI develop a process to closely monitor cloud and other product changes (software updates/new releases), I DrOCESS
manage changes, and regression test once updates are applied. P
+ The project team work to establish strong governance over the utilization and maintenance of various Not
components to simplify their use and monitoring. Started
» ASI development team identify infrastructure components and techniques that are new to them and take action Not
to assure potential integration problems do not lead to unexpected delays. Started
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IV&V Findings and Recommendations H

Testing

Key Findings ng;ﬁléty

Risk - The Americans With Disabilities Act (ADA) Section 508 compliance tool has not been

installed for the Project, which may cause significant rework. (vl

67 \\\ /‘
No change in status. Waiting on DHS acceptance/approval to move forward with purchase, installation,

configuration, and implementation of the ASI-recommended ADA compliance tool.

Recommendations Progress

* The ADA tool meets contractual and project requirements. In process
» The ASI communicates a plan for ADA test execution. In process
» The ASI communicates how the tool will be used to report compliance and non-compliance and how non- In process

compliance will be addressed/corrected

* The ASI communicates how and when DHS/IV&V will be provided the reports from the ADA tool execution and In process
how to interpret the results.
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IV&V Findings and Recommendations H
Security and Privacy

- Criticality

Risk - Insufficient planning/execution of the BES Security Plan activities may lead to delays in
gaining Federal Partner approval for the BES Project to begin the Pilot Phase.

68 IV&V recommends that Security SMEs leading security and privacy-focused workshops and technical y
sessions have a depth of experience in NIST 800-53 and with experience authoring implementation
statements of System Security Plans (SSP). The ASI will be changing the ASI security lead in September
2022.

Recommendations Progress

» The ASI continue to develop the BI-13 Security Plan in close collaboration with DHS. In process

» DHS and the ASI agree upon the tools and process that will be used to document and track security control
implementation, such as security governance, risk, and control (GRC software). The process should define the

level of detail needed to track progress (estimates, target dates, risks, issues, evidence) along with the e
Requirement Traceability Matrix, and plans of actions and milestones (POAM).
» ASI add a Security Architect to the Project ASAP to assist with the Security Plan activities. In process

» ASI ensure that the ASI Security Lead has a depth of experience in NIST 800-53 and experience authoring

implementation statements of System Security Plans (SSP). NEtE ST
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V&V Engagement Status

IV&V Engagement Area May Jul Comments

IV&V Budget

IV&V Schedule

IV&V Deliverables PCG submitted the final July IV&V Monthly Status Report.

Al Pangelinan has left PCG and is no longer supporting the

IV&V Staffing BES IV&V team.

IV&V Scope

Engagement Status Legend

. : The engagement area poses a
The engagement area is The engagement area is L .
e . significant risk to the IV&V
within acceptable somewhat outside acceptable . . .
project quality and requires
parameters. parameters.

immediate attention.
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V&V Activities

* V&V activities in the August reporting period:
+ Completed — July Monthly Status Report
* Ongoing — Review the BES Project Artifacts and Deliverables

« Ongoing — Attend BES Project meetings, (see Additional Inputs pages for details)

* Reviewed available ASI Original Contract and BES Optimization contract amendment
documentation

« Planned IV&V activities for the September reporting period:
* Ongoing — Observe BES Design and Development sessions as scheduled
* Ongoing — Observe Bi-Weekly Project Status meetings
* Ongoing — Observe Weekly Architecture meetings
* Ongoing — Observe Weekly Security meetings
* Ongoing — Observe Agile Development meetings
« Ongoing — Monthly IV&V findings meetings with the ASI
« Ongoing — Monthly IV&V Draft Report Review with DHS, ETS and ASI
+ Ongoing — Patrticipate in weekly DHS and IV&V Touch Base meetings

* Ongoing — Review BES artifacts and deliverables

HI Systems Modernization Independent Verification & Validation Monthly Report: August 2022



Deliverables Reviewed

Deliverable Name ElifEelll Version
Date
BI-15 Release 0.8 Fully Configured and Developed System — DRAFT 8/26/2022 V0.2
BI-10 Release 0.9b CMM Broadcast Notification — DRAFT 8/25/2022 V0.1
BI-10 Release 0.8 FMM EBT Core(lteration 3) 8/25/2022 V1.0
BI-10 Release 0.8 FIS Interface Consumption (Iteration 3) 8/25/2022 V1.0
BI-10 Release 0.8 FMM Card Issuance (lteration 3) 8/25/2022 V1.0
BI-22 Release 0.9a System Test Report — DRAFT 8/24/2022 V0.1
BI-10 Release 0.10 FMM — DRAFT 8/15/2022 V0.1
BI-10 Release 0.9b Financial Management Module — DRAFT 8/55/2022 V0.1
BI-10 Release 0.8 FMM EBT Core(lteration 2) 8/11/2022 V1.0
BI-10 Release 0.8 FIS Interface Consumption (lteration 2) 8/11/2022 V1.0
BI-10 Release 0.8 FMM Card Issuance (lteration 2) 8/11/2022 V1.0
BI-10 Release 0.9 CF Create a Task - DRAFT 8/3/2022 V0.1
BI-22 Release 0.8 System Test Report (Iteration 1) 8/2/2022 V1.0
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Additional Inputs — Artifacts

Artifact Name Artifact Date Version
Unisys Contract Amendment 3 4/17/2020 N/A
FNS Handbook 901 01/2020 V2.4
BES Project Schedule (BI-5) 8/05/2022 08052022
8/31/2022
8/24/2022
BES Weekly Status Report 8/17/2022 N/A
8/10/2022
8/3/2022
BES Risks and Issues Log N/A N/A
BES Interface Communication Plans and Interface Control Documents N/A N/A
NIST Special Publication 800-53 Security and Privacy Controls for Information Systems and Organizations 12/20/2020 Rev.5
BESControls_8 22 22.docx 8/22/2022 N/A
BES New System Certifications_8 28 22.pptx 8/28/2022 N/A
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Additional Inputs 1)
Meetings and/or Sessions Attended/Observed:

1. Weekly Platform Status Meeting — 8/2/2022, 8/9/2022, 8/16/2022, 8/23/2022, 8/30/2022

2.  Bi-Weekly Project Status Meeting — 8/3/2022, 8/17/2022, 8/31/2022

3.  Bi-Weekly BES PMO and IV&V Touch Base — 8/4/2022, 8/18/2022

4, Weekly BES Dev Stand-up — 8/3/2022, 8/10/2022, 8/17/2022, 8/24/2022, 8/31/2022

5. Weekly BES Project Schedule Review Meeting— 8/2/2022, 8/9/2022, 8/16/2022, 8/23/2022

6. IV&V Team Meeting — 8/1/2022, 8/4/2022, 8/8/2022, 8/11/2022, 8/15/2022, 8/18/2022, 8/22/2022, 8/25/2022,
8/29/2022, 8/31/2022

7.  Weekly DHS-Unisys Security Touchpoint — 8/2/2022, 8/9/2022, 8/16/2022, 8/23/2022, 8/30/3033

8. C!A Bi-Weekly Meeting — 8/4/2022, 8/4/2022, 8/18/2022

9.  BES Security Controls Meeting — 8/4/2022, 8/11/2022, 8/18/2022, 8/25/2022
10. BES Testing Touch base — 8/10/2022, 8/24/2022

11. HI DHS BES July Draft IV&V Report Review — 8/11/2022

12. Bi-Weekly DHS and IV&V Touch Base Meeting — 8/9/2022, 8/23/2022
13. ASI/IV&V Mid-month Check-in — 8/19/2022

14. ASI and IV&V Pre-Draft Report Review — 8/2/2022

15. Executive Steering Committee Meeting — 8/18/2022

16. HI BES ASI and IV&V Touch Base - Functional Team — 8/17/2022

17. HI BES ASI and IV&V Touch Base - Technical Team — 8/17/2022

18. Monthly Project Risk and Issue Review Meeting — 8/17/2022

19. Implementation Planning — 8/10/2022, 8/24/2022

20. CO19 Manage Provider — 8/1/2022, 8/3/2022, 8/5/2022, 8/10/2022
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Additional Inputs — Continued L)
Meetings and/or Sessions Attended/Observed:

21. RO0.13 Correspondence Specs — 8/1/2022, 8/3/2022, 8/5/2022, 8/10/2022

22. CO23b Manage Interface Verification 8/1/2022, 8/3/2022,

23. FMS50k Receive FIS Data - Inactive/Dormant/Expunged File / FM50I Receive FIS Data - Grant Expungement File 8/2/2022,
8/4/2022, 8/5/2022, 8/9/2022

24. RO0.14 Report Specs 8/2/2022, 8/3/2022, 8/3/2022, 8/4/2022, 8/9/2022, 8/11/2022, 8/15/2022, 8/18/2022, 8/23/2022,
8/24/2022, 8/25/2022, 8/29/2022, 8/30/2022

25. Manage SMRF 8/2/2022, 8/4/2022, 8/9/2022, 8/10/2022, 8/11/2022, 8/16/2022

26. CO11 Restore Program —8/2/2022, 8/4/2022, 8/9/2022, 8/11/2022, 8/29/2022

27. PEO4 Override Eligibility — 8/3/2022, 8/9/2022, 8/11/2022, 8/16/2022, 8/18/2022, 8/23/2022, 8/24/2022

28. FM53 Receive Lockbox Data — 8/4/2022, 8/10/2022, 8/18/2022, 8/23/2022, 8/23/2022

29. CF52a Manage Documents —8/12/2022, 8/15/2022, 8/17/2022, 8/22/2022

30. FM23a Manage Write-Offs — 8/12/2022, 8/16/2022, 8/18/2022, 8/23/2022, 8/25/2022, 8/29/2022

31. FMS51b Receive FNS Data —8/15/2022, 8/17/2022, 8/22/2022, 8/24/2022, 8/24/2022, 8/30/2022

32. CO54b Send BEER Data —8/16/2022, 8/18/2022, 8/23/2022, 8/29/2022

33. CF71 Manage Supervision —8/17/2022, 8/22/2022, 8/23/2022

34. FM30 View Overpayment List - 8/29/2022

35. PElla Review Additional Budget Details — 8/29/2022

36. IF25 CYRCA ICD - 8/30/3033

37. MDM Consent Management — 8/30/2022

38. Weekly Functional PMO Meeting — 8/1/2022, 8/8/2022, 8/15/2022, 8/22/2022, 8/29/2022

39. Data Conversion PMO meeting — 8/1/2022, 8/8/2022, 8/15/2022, 8/29/2022

40. Weekly Interfaces - PMO Meeting — 8/1/2022, 8/8/2022, 8/15/2022, 8/22/2022, 8/29/2022
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Additional Inputs — Continued L)
Meetings and/or Sessions Attended/Observed:

41. PMO Meeting Structure — Testing — 8/4/2022, 8/11/2022, 8/18/2022, 8/25/2022

42. PMO Meeting Structure - BES Development — 8/4/2022, 8/11/2022, 8/18/2022, 8/25/2022

43. PMO Meeting Structure - AH/MDM/SSP Development — 8/9/2022, 8/16/2022, 8/23/2022, 8/30/2022

44. BES Design Sprint Retrospective & Planning — 8/5/2022, 8/26/2022

45. BES CCB Monthly Meeting —8/10/2022

46. DDI Architecture Review — 8/4/2022, 8/22/2022

47. [BES] Screen Prototype Review - FMM FM50k Receive FIS Data - Inactive/Dormant/Expunged File / FM50I Receive FIS Data
- Grant Expungement File —8/11/2022

48. [BES] Screen Prototype Review - CMM CO19 Manage Resources — 8/11/2022

49. RO0.9 SIT Go/No Exit — 8/16/2022

50. [BES] Screen Prototype Review - CMM CO14 Manage SMRF —8/18/2022

51. Disqualification List — 8/23/2022

52. [BES] BI-22 Release 0.9a Walk-Through - System Test Report — 8/25/2022

53. [BES] Screen Prototype Review - CMM PE04 Override Eligibility — 8/25/2022

54. [BES] Screen Prototype Review - FMM FM53 Receive Lockbox Data — 8/25/2022

55. [BES] R0.9c Sprint End Client Demo - SSP Accessibility — 8/29/2022

56. Review Draft UAT Outline — 8/31/2022
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(1)
Appendix A — IV&YV Criticality Ratings

Rating

A high rating is assigned if there is a possibility of substantial impact to product quality, scope, cost, or
schedule. A major disruption is likely, and the consequences would be unacceptable. A different
approach is required. Mitigation strategies should be evaluated and acted upon immediately.

o A medium rating is assigned if there is a possibility of moderate impact to product quality, scope, cost,
‘i\'\") or schedule. Some disruption is likely, and a different approach may be required. Mitigation strategies
’ should be evaluated and implemented as soon as feasible.

@ A low rating is assigned if there is a possibility of slight impact to product quality, scope, cost, or
schedule. Minimal disruption is likely, and some oversight is most likely needed to ensure that the risk
remains low. Mitigation strategies should be considered for implementation when possible.
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Appendix B — Findings Log

» The complete Findings Log for the BES Project is provided in a separate file.
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Appendix C — Acronyms and Glossary

Acronym
APD
ASI
BES
CCWIS
CM
CMMI
CMS
CR
DDI
DED
DHS
DLV
E&E
EA
ECM
ESI
ETS
FIPS
HIPAA
IDM
IEEE
IES
ITIL

Definition

Advance Planning Document

Application System Integrator

Benefits Eligibility Solution

Comprehensive Child Welfare Information System
Configuration Management

Capability Maturity Model Integration

Center for Medicare and Medicaid Services

Change Request

Design, Development and Implementation

Deliverable Expectation Document

Hawaii Department of Human Services

Deliverable

Eligibility and Enrollment

Enterprise Architecture

Enterprise Content Management (FileNet and DataCap)
Enterprise System Integrator (Platform Vendor)

State of Hawaii Office of Enterprise Technology Services
Federal Information Processing Standard

Health Information Portability and Accountability Act of 1996
Identity and Access Management (from KOLEA to State Hub)
Institute of Electrical and Electronics Engineers
Integrated Eligibility Solution

Information Technology Infrastructure Library
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Appendix C — Acronyms and Glossary N

Acronym Definition

V&V Independent Verification and Validation

KOLEA Kauhale On-Line Eligibility Assistance

M&O Maintenance & Operations

MEELC Medicaid Eligibility and Enrollment Life Cycle
MEET Medicaid Eligibility and Enrollment Toolkit
MOU Memorandum of Understanding

MQD Hawaii Department of Human Services MedQuest Division
NIST National Institute of Standards and Technology
OE Operating Environment

oIT Department of Human Services Office of Information Technology
PIP Performance/Process Improvement Plan
PMBOK® Project Management Body of Knowledge

PMI Project Management Institute

PMO Project/Program Management Office

PMP Project Management Plan

QA Quality Assurance

QM Quality Management

RFP Request for Proposal

ROM Rough Order of Magnitude

RMP Requirements Management Plan

RTM Requirements Traceability Matrix

SEI Software Engineering Institute

SLA Service-Level Agreement

SME Subject Matter Expert
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Appendix C — Acronyms and Glossary N

Acronym Definition

SOA Service Oriented Architecture

SOW Statement of Work, Scope of Work

VVP Software Verification and Validation Plan
XLC Expedited Life Cycle
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Appendix D — Background Information N

Systems Modernization Project
The DHS Enterprise Program Roadmap includes contracting with three separate vendors with the following high-level scope:

» ESI or Platform Vendor — responsible for the shared technology and services required for multiple Application vendors to
implement and support functionality that leverages the DHS Enterprise Platform.

» ASI or ASI Vendor — responsible for the DDI of the Benefits Eligibility Solution (BES Project) enhancing the currently
implemented Medicaid E&E Solution (KOLEA) and providing support for the combined Solutions.

* CCWIS Vendor — responsible for the DDI of the CCWIS Solution to meet the needs of child welfare services and adult
protective services (CCWIS Project) and providing support for the Solution.
Systems Modernization IV&V Project

IV&V performs objective assessments of the design, development/configuration and implementation (DDI) of DHS’ System
Modernization Projects. DHS has identified three high-risk areas where V&V services are required:

* Transition of M&O from DHS’ incumbent vendor to the ESI and ASI vendors
- BES DDI
« CCWIS DDI

On the BES DDI Project, IV&YV is responsible for:

* Evaluating efforts performed by the Project (processes, methods, activities) for consistency with federal requirements
and industry best practices and standards

* Reviewing or validating the work effort performed and deliverables produced by the ASI vendor as well as that of
DHS to ensure alignment with project requirements

* Anticipating project risks, monitoring project issues and risks, and recommending potential risk mitigation strategies
and issue resolutions throughout the Project’s life cycle

+ Developing and providing independent project oversight reports to DHS, ASI vendors, State of Hawaii Office of
Enterprise Technology Services (ETS) and DHS’ Federal partners
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Appendix D — Background Information N

What is Independent Verification and Validation (IV&V)?

« Oversight by an independent third party that assesses the Project against industry standards to provide an unbiased view to
stakeholders

* The goal of IV&V is to help the State get the solution they want based on requirements and have it built according to best
practices

* IV&V helps improve design visibility and traceability and identifies (potential) problems early
* V&V objectively identifies risks and communicates to project leadership for risk management

PCG’s Eclipse IV&V® Technical Assessment Methodology

* Consists of a 4-part process made up of the following areas:

1. Discovery — Discovery consists of reviewing documentation, work products and deliverables, interviewing project team
members, and determining applicable standards, best practices and tools.

Research and Analysis — Research and analysis is conducted in order to form an objective opinion.

Clarification — Clarification from project team members is sought to ensure agreement and concurrence of facts
between the State, the Vendor, and PCG.

4. Delivery of Findings — Findings, observations, and risk assessments are documented in this monthly report and the
accompanying Findings and Recommendations log. These documents are then shared with project leadership on both
the State and Vendor side for them to consider and take appropriate action on.

IV&V Assessment Categories for the BES Project
« Project Management + Security and Privacy

+ Requirements Analysis & Management  * Testing

» System Design *+ OCM and Knowledge Transfer
+ Configuration and Development * Pilot Test Deployment
* Integration and Interface Management « Deployment
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D Finding.

Title Reporter e

81 Lack of the required ASIstaff may reduce
project productivity and quality of the 8ES
design that may lead to schedule delays.

Michael Fors  Concern

80 Development delays could negatively impact Michael Fors  Finding -
the project schedule and delay go-lve Risk

79 External vendor delays in development of  Michael Fors  Finding -
the BES task management system (Current) Issue
interface have impacted the project
schedule.

76 Volunteer DHS resources leaving the Project Earl Burba  Finding -
may lead to schedule delays, lowered Risk
morale, and burnout.

74 The lack of a BES Project schedule basedon RyanTan  Finding -
accurate estimations diminishes effective Issue

planning and resource management, which
could resultinfate deliverables, cost
increases, and a late go-live.

Identified
Date

HI DHS Monthly VWV
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e Catesory Observation Recommendation Event Horizon

9/8/2022 Project d WV i productivity 2 fenced,
Management has been bilities, and d team. f the ASI this

expertise of: type of team, increase.
are skilled and However, | . they
staffin all design sessions willlikely have negative downstream impacts.  would 3
Additionall, the ASI recently announced the departure of some of their Wit Some of the ASls
most capable and experienced resources. resources, proj i i indered,

and software design quality could be reduced. Further, the lack of

Ifthe AS|
iduals, these progressively . If softw
design quality cannot be effectively assured, it could lead to reduced user
project budget.

6/30/2022 Confi asi have been slowed as [ planned mileste hedule OPEN theresultofa  Immediate

Development go-live date. level R lysis (RCA). + ASI project
ducea i of planning for trategicall Note that
address these delays, however, both Previously, the OHS has indicated, and IVV agrees, that some of  adding additional |
be due to some ASI BAS lacking to ¢ analysis, and .
task level of effort (., story points) In the past and the ASI has been and sp Request
d ASIBA/SA team. DHS  the weekly DDI status meeting) with an accurate velocity (e.g, story points
The As| and IW observed asi v accurately and
with resources in Ul design
P rove, which
contributed to these delays.

6/3/2022 1 a
Interface ClA rep developed by the Change and Innovation Agency (CIA). d 2
Management As of 05/25/2022, the

ast n related tasks. The Benefi between DHS, the ASI, IVV, and CIA. Completed. 3. The ASI provide test
1A Data use d will
send them to Current, BES does not have the capabilities to manage or close works.
the task: sks,
designed by CIA that will provide task details for cases that have beer
tagged as “No Contact’ Thisis arequirement to meet the design of the CFa4
3/3/2022 Project The DHS resources assigned to work with the ASI on the BES Project are all . testers and product. + needed. « Allocate. Immediate.

nagement

11/29/2021 Project

nagement

team
‘and have the option of returning to their previous operational roles at any
time.

owners) is d
resources will be assigned to the test team. Its a isk to the Project that the
d creat

DHS team members Project.«
Carefuly plan for all project activities with reasonable hour allocations for

acycleof leaving the Project.If are

+add pected project deays. » Provide
provided,their pro
resources ) team.
0 thiscanleadto + Using immediate
co 3 ) :
ating d The use v
i . scope ch ofstafffor
Previous the duration o the Projec « iscuss, validate and address additional
which w : i
adressed and closed

sprints,
revised schedule against which project deliverables can be managed.

other than inaccurate estimates such as over rellance on POs, slow design
DHS and the ASI

104

‘Analyst
ey _Priority

3 High

3 Med

1 Med

2 Med

4 High

Finding.
Status

Open

Open

Open

Open

Open

Status Update

08/30/22-

Though an updated schedule has yet to be completed by the ASI, they

adequate velocity and cadence to complete the project n the proposed
timeframe. H d schedule s
of additional resources needed is not known. The AS!is delaying full

approved but
have not subitted the revised schedule to DHS. 07/27/22 - The ASI has a

open
positions, but the current job market presents challenges. The AS! plans to

t0 submit a re-baselined schedule on 8/12/22. The AS! is currently assessing.
the level of effort to address changes to Federal security control
requirements (revision 5 of NIST}; which may increase development efforts

2
accuracy and validity of the tracking of development velocity. Accurate:

allowing the ASI to more accurately determine resource levels required to
meet development milestones and planning.

08/30/22 - No material update in the reporting period. 08/01/2022 - DHS
has decided )

vendor)

requirements. In addition, DHS and the ASI have established biveekly
meetings with the task management vendor. 06/30/2022 - The tas

DHs, e

nterface vendor. Based upon recelving the needed information, IVV is
reducing the criticalityrating to ‘Medium’. 06/02/2022 - Isue created.

8/30/2022 - No material update for this reporting period. . WV continue to

monitor. 7/27/2022 - No materlal update for this reporting peri

7/6/2022 - In June, DHS added the following five staff to the BES Project:
A ~Two SME

joined the team to support the Returned Mal Use Cases, - One SME to
DHS. staffas
needed and pro-actively review the project schedule to identify future
staffing needs. IVV will evaluate the impact of these staff additions to
determineif the critcaliy rating can be lowered. 5/31/2022 - IWV updated
8 porting perio
the testing p
may stretch o
their operations positions. DHS i activity working to mitigate this risk by

4/26/2022 - A new DHS tester has joined the testing team and s being.
trained. Two additional testers are needed on the ASI team, and itis
|

testing, These factors help mitigate this finding, but it is unciear If this will
address allthe testing resource needs or the potential impact of DHS testers

operational roles,
project plan may help forecast resaurce needs for FAT. DHS is taking steps
0 retain resources in these roles as they are ‘volunteer' roles. 3/28/2022 -
DHS SME's are not assigned to the project as fulltime resources. DHS
testing resources are volunteers and can return to the operational positions
at any time or may be called back to address BESSD operations needs.
Currently a new resource s being evaluated for the DHS testing team. As

have increased
8/31/2022 - The AS!indicated that substantial changes and improvements.

the August has the ASI provided e
. iti i
the Project.
7/29/2022 The AS| delivered a draft schedule that did not meet DHS's
i their CAP, the

I
A plans to dellver a new draft of the schedule by August 12, 2022. Despite

pilot dates. ysis,
h
Project h delays and
6/30/2022 01 d
the May 18,
DHS stated late
tasks. y 5
an blished on June 24, 2022
progress for DHS approval. 5/31/2022 - A draft project schedule was
pproval
Testing
duration d din
June 2022.

Project schedule due to past performance of the AS| and known current
4/29/2022 - Arevi

period.
of future

manage the Pr
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adoption of 800-53 Rev 5 since Rev 4 will be obsolete when the system goes
live, COMPLETE

ing and provide: proper guidance. FNS

COMPLETE 3/31/2022 - ASI have  security SV attend the weekly securty
planning meetings and workshops. COMPLETE 7/31/2022

(55P) controls. However, an electronic Governance, sk, and Compliance
system (€GRC) is under considration at DHS. 6/28/2022 —The ASI ired a

fisk,
ey e

tus updates
security plan controls il e . 5/31/2022 - The AS plans to dd
o

the lack of
loss of the DHS Security Analyst covered in finding 77 is a project \ssue Yhe

K April
2206, W has not observed any ASI Security SWEs attending secuity
eetings. Wi y

) based on

0 ey Analyst Finding
Title Revorter voe Category Obsenation nificance Recommendation Event Horizon ___imoact __Probability _Priorty _Status__ Status Update Ciient Comments Vendor Comments
73 The planned BES infrastructure is complex  Michael Fors  Finding - w/zs/zen System Design include a Ifthe level theses - d o Nextseveral month 3 Med  Open  08/30/22- The ASlintends to engage two 3rc paﬂvvendarsmass-s\w-\h
‘which could be diffcultto implement and i infrastructure. I for and staffed by the AS, the  implement and maintain the planned infrastructure. The Architecture is approved),
lead to schedule/cost impacts. Further, the Project Team make Delaysin impact of DHS which could
the BES infrastructure and the additional costs and time to configure, test,  finalcing e this isks rt these
unciear. delays. required, and maintenance and operations impacts. + DHS work with the vendors can
the  ASitoassess infrastructure and related tools. 07/31/22 - The newly assigned ASI
failur (i and back opt The ASI
' parts") and increase the level of term « 45! develop a process to closely monitor cloud he
bugs. Further, and ) manage the revised
their For  changes, and regression test once updates are applied. » The project team federalsecurity controls on the project. System changes resulting from the.
example, system oo
Cloud failed fail he to simplify their . he The AS!
Nexus). Googl 55 mature P of this
oot offern, conpared 3 the el (\mason Web Sndces, Micrsofar now o ter nd ke action o ssure pentl oo pobles do may result in exacerbating this risk due o the potential loss of explicit and
Aaure). V&Y For example, if efforts Z
i the rjet{neg pos-50 v rodueion e thatcoud _conduct roe f conct o ssure it components ok ss prove sufficien. 06/30/22 - IV added a new recommendation and is
be difficultto resolve and lead to project disruption. If OHS intends to expected. escalating the critcaty rating from "Low' to Medium' based on the
turning state regarding: -
employees,
familiar with in a complex infrastructure environment. ~The root
cause of
) integrated,
and managed to work effectively. - The level of effortto stand o marak,
replicate, and troubleshoot the complex infrastructure.  Comy
team
W recomment
A MR o e O fug In Apri 2020, i i it - vt AsA 0 4 Hgh  Open  8/31/2022-
and costs of the Google Cloud Platfor lssue Management  of some o based solution &1 in i a the “AS 15" and The Astis 9/9/2021 - RAP: Point
{6C9)Change Reaues (€8 moy e h i In the July/August ized in Aprl 2020. The “TO BE” model for services beginning with the DD, through (BAFO) for review. STl D
unanticipated DHS costs, schedule delays, DHS and the AS| agreed m: 0. 7/30/2022 - The ASI and DHS have a general agreement o the scope of the AP agreement di
andor the need to reduce scope. y ince then, d the CR s Jul 2020 DHS' R X the GCP CR during DDl and M and O and provide to DHS EEE Mo LT O TSIl o e
being drafted by the AS! prl in the cloud, for approval. COMPLETE project would b
i i and by whi i il recei P CR. 12/16/2021 Complete CRis not finalized and is focused on the i deployed to the Cloud.
d work. The BES completed. Uncetainy create by tis open scope ssue has already SOAP provided that
in Gt is i slanning, 6/20/2022- development be done
on the CR, however; itis not finl. d in the Cloud and
responsibilties of the ASI, ES| and DH. There are many possible impacts to e
ieployment would we
activities. Al these take time to complete yet there are no tasks and e premise
activites in the schedule to complete this work. 5/31/2022 - W has environement
Incressd concers bout e sow progress and lack f detal regeingthe However, we did
July 2020, acknowledge that
T e e G deployment may move:
sk tothe Cloud. The final
Secury Lo report ihattheackof a aproved GCP deciion s delav\nx deision to move to
secuity work, Jized to an GCP for production
. 4/30/2021 - was made in July
the cost of 2020, The costs for
While is being made, . The managing the UAT,
lack of Production, and
security work. 3/31/2022 - DHS and the ASI have met to further define the Disaster Recovery
scope of the CR and confirm the responsibiltes of the AS! and ESL DHS environments were
i 15th, and notincluded in the
SOAP agreement nor
70 Insufficient configuration management  Michael Fors Finding - 8/23/2021. Conl d 4 Configuration processs and ‘OPEN » ASl adhere to plans for configuration management as documented  ASAP 2 2 Low Open 08130722 The A it the Confguraton arsgement ln (OWP) with
could lead to development confusion and Risk Development  Configuration Management Plan, however, it remains unclear if ufficient ensures the BES s i B1.6 DDI Plan, Secti clarify detals additional configuration management details. 07/27/22 - DHS has 9/9/2021 - RAP: We
reduce the effectiveness of defect resolution rces s boan v etablingCM processes selcing O tooks - ncude (ol may proide vl of stomato o Confgurtion - DS S vlte lans o cofguration maragerentwih oM, and identified technical and functional primary points of contacts for ASI to ook forward to
(eg. CMOB), and and should p s work with for configuration management efforts. IVV remains concerned receiving specific
Cloud Platform (GCP) Change Request and Security Plan have yettobe  with accurate, dynamic el i inquiries from the
decisions that could _items. However, \z\xcrmcalmnDNX/ASIagreemmefullllsxnf\zemxzhax management tools and DHS work to fund and procure a CM tool, as and the lack of clarity around the CM database (CMDB) tools. For example, eyt
t CM. The project currently elies on Github for tracking of some  are Included in required, to avoid tothe project, COMPLETED + MoB if pa configuration
contguratons items, features. that 06/30/22- its management and
ould eton ) W) having conversations.
defined CM steps and plans are being followed, are effective, and are been madeon We do acknowiedge
achieving DHS obiectives for CM. 7/31/2022 e, 2 how il e s, and ) the status of fcing for purchse that the plan likely
Further, it remains unclear whether DHS will utlze their existing SN needs to be updated
installation or create a separate instance and who will b responsible for toreflect the
defining the service catalog and SN/CM processes. Funding for SN is processes in place on
currently dependent o the approval and funding of the GCP change the project for
4 configuration
documented if GCP is ot approved. I has elevated this ‘Concern'to a management
“RisK’. 05/31/22 - No material update i the reporting period. 4/29/22 -
W epects i concern o b ncressnglyimpactu s e Pm,ect
" rambing 1o
likeh
not
fully meet the needs of the Project or DHS expectations. 03/31/22 - No
material update for this reporting period. 2/28/22 - No material update for
tis reporting period. 1/31/22 - No material update for this repor
period. 12/31/21-No matenalupdate!armus reporting permd 11/29/21
-~ The AS
68 Insuffcient planning/exec theBES  Dustin Heath 71282021 Securityand  Over i o implement,test, and  OPEN - The ASIcontinue to develop the BIL3 Security Plan in close. AsA 0 S5 Hgh  Open  08/31/2022- W r«ommendsth:l Security SVIEs \eadmss«wvlvand
Security Plan activities may lead to delays in Risk Privacy through to entering the 9/9/2021 - RAP: The
gaining Federal Partner approva for the BES managing through ASI Security Lead stafing changes. DHSandthe ASI Pt phase. i that will it i i i deision to move to
Project to begin the Pilot Phase. Document Workbook to ~such risk, The process statements of System Security Plans (5SP). The ASI willbe changing the ASI GCP for deployment
d isi g i i i i imates, target security lead in September 2022, 07/31/2022 ~The AS! flled the Security has driven the need
and changes to the project since Inception. d allow for ease dates, isks, Traceabilty sMe i 2 for a complete rewrite
Policies, Standards, Controls, and implementation plan along with evidence  Marix, and plans of actions and miestones (POAM).- AS|add a Security $ ity Archit of the security plan
for each control. asap -asi i [3 per DHS. The ASI s in
has a depth of 80053 i i isi the process of
in the GCP change request (CR) and will not be filled unilthe CR is planning the effort to
Plans (SSP). COMPLETE - DHS and the ASI agree and finalize the BI-13 DED. ved. i make these updates.
1/4/22 Complate - AS, per DHS guidance, should begin to pivot toward the ana The effort required to

complete ths work
will be included in

er the GCP change
request or a new
change request We.
ook forward t
additional discussions
with IVE and DHS.

2014
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D e Analyst  Finding
Title Reporter e catesory Observation nificance Recommendation Event Horizon___Impact cy_Priority__Status _Status Update Client Comments Vendor Comments
67 Thedmercans With Db et (A0R) €l BurbFinding - 7/12/1011 Testing. While RO.3 and RO.4 repor been be ADA 1/31/2022 - The following recommendations will be evaluated for this s soon as possible Wed Open  8/30/2022-
Section 508 complsne ool ot nt e Ris g compliant the BES. finding. - The ADA tool meets contractual and project requirements. - move forward with purchase, nstallation, configuration, and 9/9/21 - RAP: The AS|
installed for the Project, which may cause not been plan for ADA test execution. - The ASI the As| ded 71272022 - has invited the V&V
significant reword performed. This risk has with the ASI over » eg. . communicates how the tool will be used to report compliance and non- The AS! successfully completed the ADA compliance tool proof of concept to make contact with
months, results to-date. vision and away how ~The nd providedreports o DHSor i rew and approvl. e s st the development team
o some of the avalable 0 oihers. Part o the Sis to meet the reports from tallat o review the results
t0p tool for interim solution. WV federal policies, Jations, and Stand ‘e ADA ool d results. Superseded o0l 6/29/2022 - The ADA compliance tool s sl in the ral phaseande of the desk-top tool to,
any data results nor if the El Technology  §/30/2021 - Th A5l should gain DHS'approvalon the the un once the e gain insight. To date,
for all ADA compliance items. 508 A validates it will perf withi architect the trial the IV&V has not
in d phase s finished, and the report generated. 5/31/2022 - The ASI has contacted the
Appmach\hat states with for when utinto needs of the development lead to
definec by OIS and acleres 0 Wac el 2 sy gdelnes s scton, v th ol et complanceo ot omplnce bow o firewallto fa have further
parts of Section 508 of the demunstra\mn of that tool. The AS! completed a Proof of Concept for the discussions on this
RS I ADA tool and how ‘and now needs to 1) receive DHS approval to use the tool, 2) purchase: topic.
En repor\s e fo thecode rom pretous, current and utre reesses. etool 3) configure the system to accommodate the tool, and 4) nstitute
901 Handbook, toadhere to e tool
the Section 508 compliance guidelines (nttps;//section08 gov/) there may 8 selected
be a significant amount of rewark to the solution. in March. Ths tool was demonstrated to the ASI and appeared to provide
needed integs o
architecture. A second ADA tool under review has a proof of concept
0f 5/1/2022. The ASIhas
expected from the delay in performing ADA compliance testing and that a
3
confirmed that an ADA tool has been selected for consideration and 2
he
i . the ASI
by atool or through manual evaluation to Section 508 criteria for web.
63 The lack of early planning and coordination Michael fors Finding - 1/21/2021 z OPEN'S, i 1.6. Cor e Q42021 1 low Open  08/26/2022 - The statuses of the three remai I T
with interface partners may resultin Risk Interface and documented by the AS. - mmmmw Isplanned to ulze resenty _time necded w with 'g. COMPLETE 1. Establish DLR, 08/01/20;
schedule delays. Management  undefined ; however, there Is i plan and ol i of The 7/20/21 RAP - The ASI
egard. - Th I ! contacts. 4 foll team requests that the
it SO MmO GO GEIRSE 3/31/2022 3. Define a release schedule for each interface to with design work. VR reassess the
coordination, design, and testing activities (Unit Test, SIT, UAT). - Interface ~ addition, g i The latest draft of the HYCF was sent to the DHS Directors' office with severity of this risk in
s, includi 01/04 COMPLETE 4, MQD. 06/30/2022 - T light of the following
- are properly outstanding (DAGS, DL, DPS,and HYCE). S plans todiscuss the reasons: 3) the ATC.
technical designs of allinterfaces. 01/04 COMPLETE DAGS, schedule extension
interface partners duing nteface implementation after MOAS have been for 07/06/2022. DHS s currently reviewing the DLIR, DPS, and HYCF. has made the urgency
roved, agreements. 05/31/2022 - There were no changes to the interface for tackling these
i e inth ks less than it was
outstanding (DLIR, DPS, HYCF, DAGS, and CYRCA). DPS, HYCF, and DLIR have. that started
d lessening the schedule
tes. DAGS h ; DH i risk, b] the increase.
Department of Tax for an interface that would bypass DAGS. The CYRCA from Medium to High
i it in May was based on a
W has misunderstanding of
P the current state of
04/28/2022 - the MOA's and
nterface communication plans in this reporting period. The DAGS, DLIR, contact metrics, c)
DO, 3 HYCE sgresments s mu outstanding. I additon there s  new substantial progress.
o has made against each
uffzvaddlllunaldluz\zmznlswmch DHS . 03/25/2022- Thare wers of the In Progress
) recommendations,
02/25/2022 - and it continues to
i this reporting period. 01/28/2022 - trend in the right
porting period. Based on direction. In regards to
61 Poorly executed JAD and design sessions  BradMolina  Finding - 11/30/2020 System Design  ASH- e Workow JADsssions v e reld o M, wit thefollowing_ The I Workow 4D sssions restated i Noverbar. S diceted - oer AshP 5 Med Open  8/31/2022 - The ASTs addition of senior BAS to the design sessions has
could lead to inaccurate design and rework ssue all some concern regarding the CMIM Workflow JAD fically; (1) through “BAs Design Sprint esulted in improvement. The Senior BAs offer guidance to ensure the
80al of the JAD, overview on e process and the m\ponance of their Doth understand ae e prepa topic of sprint, with adequate project team remains focused on the design. Unfortunately, one of the. 9/9/21 RAP - The
ettion.. on mamy ontssions e comersaton meedet oo drven by werkfous () be made in I hfor Senior BAs h unknown it IVEV does participate
lead - the W clerts? icampets o undesr D sesions it insffcient AD/ARroes a ther pertinent e, s AD s design for all BES design sessions. 7/31/2022 - ihaugh the A s iplemented in many facets of the
Too much answer toa lead to a poor design, lacking s, with goals, objectives ts (84) pri deisgn process
question; the call for 30 improve. all parti being Day1, & fully prepar ncluding screen mock-
seconds or more - Lack of thought leadership from the ASI on how workflow and related system design. added, rest of recommendation being met - Closed 4/30/2022) - The DHS for DHS has also raised concerns up reviews, backiog
and As| admins are not always assigned to meetings, leaving the BA sulely grooming sessions,
meets . desigs , and and sprint demo's
aligns to the 'to be’ business process. (Closed 4/30/2022) - The AS! should capture action tems. DHS requeste the ASI to adress these concerns Product owner
oing orward, 6/30/2022 - The S contines t eise th Design Srink discussions are meant
cause to dentify these Items as early n the SDLC as possible. COMPLETE - the DHS SMEs and tier In the. to have limited
the ASIB lysts (BA) participation. The
development tea, proactively seeking collaboration. 10/5/21 Complete - prior to each Sprint. These pre-sprint sessions with BAs are starting to team is concerned
The Functional Design Document process, o include the Design Sprint address the remaining recommendations. IVV wil continue to observe and about t
concept, should be clearly defined and shared with all project team o participation of the
members. (Closed, 1/31/2022) - Inite IV to all future design sessions and 5/31/2022 - The AS!instituted a new process to align ASI BAs to similar Use VA for two main
ot to bl nawldgeof commonbusies roceses, srngthenig reasons: 1) IV&Y does
revised design processes. (Closed, 1/31/2022) - ASI and DHS should work their not always stay silent
together to vet the in-progress design with all SMIEs for the area o focus. K in discussions on
(being met by new design sprint process, closed 2/28/2022) - AS! staff all noted in this month's positive finding.  4/30/2022 - The ASl is working to design despite
design sprint meetings with additional support staff to ensure the meetings mitigate the issues raised regarding inconsistent BA performance, Including assurances from the
d i ihe migratonof Senor A to CMM team andprviing alonal VAV PM that it s not
meetings alone. Complete 7/31/2022 Additionall wil their role, and 2) V&Y.
partcipate in early days of design sprints to help with initial discussions of participtation typically
design. The IVV team and DHS look to observe improved faciltation in drives what are meant
design sprints as these changes take effect. o beinformal
9 PoorquaHtv s D70 O 8- 4/16/2020 Project In April, four The staff time spent on forall - be performed by the Immediate. 2 low Open update for thi 7/31/2022 - The BI-10 and BI-20, BI-10
m design, testing artifacts and t Issue Management client review. There 85 d attendance. Quaiy issuesare rarey generated by a asi and 7/30/21 RAP - The ASI
pm’e:tschadu\e P gle entity in a project, so there could p i which will be addressed in the CAP. will be revised agai il revi
lack of an  produced root causes of dentified, the stat ASi respond to this issue
detail, and a i time, unanticipated rework, i solution for creating quality metrics. 5/31/2022 - The revised DDI process, again when a material
from both DH loge in v d additional i particular the design sprints, s bringing more focus and attention on update is made by the

the Project lssue Log for corrective action by the ASI. The ASI acted by

high-level result.

schedule delays.

Closed 7/30/2021 - ASIreviews ts Quality Management Plan to ensure that
this in

particular,

it 1
and product quality by 1) selecting BES implementation process and product
3)

. W

-asi

. (closed
ttendance to determine the source of the design defects.
(dused 1/31/2u21)

which has a by

the

by the ASL. 4/30/2022 - No material update for this reporting period as WV
awaits updates to the Quality Management Plan. 3/30/2022 - When
N

available metrics. The iitial results show 2 positive trend, which is

developed and tested by the project team to date. If the number of defects.
remain , the focus of

1/31/2022 - Based

complete.

low cause.
be addressed. 12/31/2021 - The completion of Release 0.6 testing should
i those ign.

address the scope of this finding. 11/30/2021.- The results of the =

prior releases, which could reflect improvement in the quality of
deliverables. IV&V will review the root cause analysis when provide by the

rethinking of the first
recommendation

assessment from the

recommenation s out
of step with
perceived by the IV&V
for a number of
months now to be.

Tow,
4/23/21 13p - The ASI
team agrees that the
full embrace by the
project of the
Confluence tool has
improved the
deliverable.
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47 The COVID-19 pandemic and the related  Michael Fors ~ Finding - ;/zs/mo Project 0 3/23/2020, the Governor of Hawall issued a “stay at home, work from participat X 2 tow Open  08/30/22 - No material update for this reporting period. 07/31/22 - No.
“stay at home" order could hinder project Ris Management  home" 3 hindered, the need to focus on material update for this reporting Devlod 06/30/22 - The ASI has stated  TBD. 7/30/21 RAP - The ASI
activities and negatively impact the project functional as eq design remote. 8 Ms & n person and agrees that COVID at
schedule and budget. end of May and the  Teams/Skype). - Complete - Suggest the project and DHS create a detailed, e encouragingsaf 1 spen t i th afce DHSteam members e this time s likely a low
completely shut down untilthat time as well. Unclear ifthe order will  sessions. Going forward, most f not al more than thatis in isk to both schedule
extend beyond that dat revised to address the COVID-19 I time. Three DHS team members currently work out of the ASI's downtown and budget for the
it 000 lose some ke merersof the PO, e PMD s wilretireon  impacs. - Update the OCM Plan o clde any newaces orupdates to Honolulu office. 05/31/22 - The AS! and their subcontractor are making project despite some.
: toaid andemic efforts oincease o/ person wark whichcould he\p toincrease increases related to
st cold experience s ifcant s of evnue due 1 COVD,which long term. - Complete. the delta variant, The
ould lea re changes to 04/29/22 - No mnenalupdnefcnms reporing periad. 03/31/22 - Stae 2SI team continues to
freeze, DHS oviD, towhat leadership has rolled back most COVID mandates this month, however, most maintain social
Addidonal,  th state st forioughs, DHS projct eam resources il remain th same. - ploe options for fing up key BESSD SME's o individual State departments have been given the option of not requiring distancing in the office
Unclear if Wil work on the project. - Complete - Poject leadership continue to encourage their saff to work in-person. DHS willlikely maintain remote work policies inline with State
impact overall project fundin. i future. W g mandates. However,
and for team s meetings for the team has
converse. 2/28/22 - The State. essentially reached
3/5/22. the new normal in
improve collaboration for design and other sessions, if the Project elects to Honolulu, This
1/31/22 - The ASIhas includes fewer
meetings are a less effective form of communication than in-person resources travelling
meetings and therefore, COVID continues to have a negative impact on the. and more conference
ualty of some project acivtes, zmmmmmqmm 12/31/21- calls; however, the
project has adjusted
not plan to make a..nm o curtent protocls and do o expect s surge tothe lackof in
will materially impact the project. 11/29/21 - The ASI has transitioned person meetings. In
their team our off-shore office,
office as of October 2021. It remains unclear whether the new COVID we stil have staff
/28/21 - No material working from home.
43 DHSPMO project team members have  Ryan Tan in 1/10/2020 Project As reported in various project meetings, several key DHS PMO), BES and ASI ptions (Contracts AsAP. 3 5 High Open 02/08/2021 4/23/21 RAP - From
e T A o G A o ST ety I b e these positions remain unfilled. 7/29/2022 - DHS has recelved minimal  on this Finding (#43) and an
cause gaps in knowledge transfer and et few morths or e lready ranstiond o the prject. Wi tere roject team. diffic 5/31/2021 i P it ) y i January 29, 2021.
leadership on the Project. plan has. for the BES DDl and d with
InJanuary, the ASI did d introduce an it - In progress  in il itions. H s 02/8/2021 hoi s becoming inthe
buta plan fora dditionall the budget, DHS stated i these for pechc Involved in Arch d
currently known. itions timely, secton .43 OHS Stafing). Th panshuld \n:\udethewsva\ewvm 19 interim basis. i future vision, etc. y and Emerald. We i
the $37 million needed BES. economic ecruitfor PMO resources. No other materal updatesfo this reparting _ have nonsightnt other DHS staffin project. At this point,
Tesourcs,Gosed. The S shots document  raniitonpan fo sach ey period. 5/31/2022 - DHS continues to recruit for PMO resources, but the the knowledge
resource as required by the RFP (reference RFP section 3.5.12 ‘Benefits H transfer gaps have
Elgibiity Solution Project Staffing') - Closed being addressed through existing resources. For example, the contracted been closed and the
[DHS PM has flled in leadership gaps and and has positively impacted the. leadership of the.
Project. 4/28/2022 - No material updates for this reporting period. project remains strong
3/31/2022 - DHS continues to recruit or these positions but received hands from DHS. We
minimal interest to-date. 2/28/2022 - DHS posted the PMO positions but recommend that the.
VAV reassess the
there s nerst an theposlonsae being iewe, a f s ditethere probability of impact
1/28/2022 and severity of impact
e 12/30/2021 - No material updates in this reporting and lower the overall
12021 - No material updates in this reporting peri rating for this
w/zmen - No material updates in this reporting period. 9/30/2021 - The k:3/3/2020 - The
ASIPM stated the
resigned from DHS. To mitigate the knowledge and leadership risk, DHS. Project Coordinator
e position s filled and
will they will begin work
the project. on3/9/2020,
impact of these project management changes. The remaining DHS PMO. transition actvities
positions continue to be unfilled. 8/30/2021 - No materal update in tis from Donna will begin
29 Uncertainty and/or a lack of communication Michael Fors Finding - 5/28/2019  Project latform and have yet to be made. 2 h asap 2 2 tow Open  8/30/22 - No material update. 7/31/22 - IWV op
around long term architecture decisions Issue Management  and socialized to the project. For example, the ASI and DHS have stated that inclusive of all known le. As an example, if lack d management by DHS. Fi Uiferay. Future 4/23/21 13p - The ASI
could impact the project budget, schedule, KOLEA and a . finalized. - Complete - DHS should finalze the not  Integration of the portals s stil utis
system design, and planning decisions. implementing two Siebel instances (one for KOLEA, one for BES), but thisis  planning hould If Portal strategy and funded, of contingency plans in data sharing. If change is made to Adobe, this  refine the final plan
in ich sigr d project teams. Complete 3/31—Yhe additional  would require a CR. for the two portal
details of the plan , thetwo level of effort that will be required to comply with the latest revision vision. We expect that
for integrating 8l systems in the future. platform (e.8., ADA, Configuration Management tools), MandO, oo, o (Revision 5) of Federally required security controls. WV s concerned that final decisions will
and/or documented. Further, there may be some uncertainty around BES systems before finalizing architectural decisions. - DHS continue to limpact to likely be made during
d ot been broadly communicated to stakeholders. 6/30/22 - The AS! has this reporting period
willbe moved to the cloud. architecture change decisions and continue to review with appropriate DHS stated that their cloud infrastructure will continue to evolve as th and communicated to
stakel hese the cloud provider(s) d that some. the project, The AS|
decisions. - The Project should continue to ensure communication between architecture decisions have yet to be finalized (e.g, use of Splunk vs refers the IVV to our
Dynatrace). IVV has litte to no visibilit into whether these changes are February update
in each area. -  or vetted by, regarding
rocesse: Further, the Proy«\ has prevvlously st thef ntention 0 ulze Recommendation #3.
communication between the architecture team and the rest of the project it From our perspective
team to assess impacts of architecture decisions to the Project. unclear  rogres s been made on nnammg this decmun. how it will be all necessary actions
used, \ dii are complete. If the.
Es\/DNS/ASI oo s o g for lecnses. 5/3422. The Ats V& does not believe.
e o itis Complete we
request supporting
evaluating the benefits of moving the BES portal (SSP) off Oracle DBV, detal
4/29/22 - The ASI OCM tear i developing a communication plan for
4/23/21 13p - The ASI
proj prep: and DHS continue to
stakeholders. 03/31/22 - The ASI has onboarded a new Lead Architect who refine the final plan
Bing for the two portal
improve clarity around governance, capabilites of the different vision. We expect that
2 Late delivery of project deliverables has  Ryan Tan g~ 11/28/2018 Project Based upor schedule for and too many late ot yet having a revised baseline schedule, continue  T8D 3 3 Med Open  8/30/2022 - The ASI i behind schedule with development actvities which 7/20/21 RAP - The ASI
caused schedule delays. Issue Management f A delays. tis difficult to will continue to refine
the. 5 picts all path COMPLETE 5/31/2021 - When the revised schedule is published the i the published
Plan (PMP), d to manage the hedul d P activities will have to project deadlines. 7/29/2022 - Fewer project schedule based on
execution of the project. . this i qualityps level of [ 0 3 it feedback from DHS
log of (0ED) detail . late. - Complete 4/30/2021, 7/29/2021, 12/30/2021 - DHS and the AS| pa and the IVAV while we
and acceptance from the State. i ject el be deliverables. For example, development delays found in Finding #30 do not work through the final
managed. w appear to be caused by late deliverables. Schedule impacts from late change request for the
i be made to i i

reduce the number of ate tasks and-or conduct a root cause analysis to

Prior finalize the
needed updates to the project schedule to address the outstanding
the AS), and I

- ci asito
mutually agree to the reised project schecule basline. Cﬂmplelg 5

updates,uizing the Schedule Management sub-lan o the orojec
(B-04). - Complete.

by
DHS and IVV. - Closed. 5/31/2020 - Establish the process for DHS and the ASI
to mutually agree to the revised project schedule baseline. - Closed

P ol be

performed

the 51 complete thePojct ianagemnt Pl dellv!vah\z work with DHS
the PMP. This

=

A e I e e T

m  ProjectSchedulond 8113 s«umv Plan d

rables. 6/30/2022 - The.
path

v path, they and DHs.

Releases 8,9

and 10, but only 10 Is impacting the critical path. The ASIis ing
Additionall hedule,
the Project is updating the schedule further. 5/31/2022 - The Project

address late tasks. The ASI has reported delays in development that may.
impact 0;

1) not having the

ATC which s nearing
completion. Regarding
the recommendations:
Recommendation #1:
Based on progress

made to date, the ASI
is hopeful, that we can
agree in principle on
the ATC change
requestin July and
have a final schedule.
published by the end
of the month.
Recommendation #2:
The team has
reinstituted every
other week schedule
meetings and is
tracking actions be
taken on late work on

dofa
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