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Executive Summa




Executive Summary (1)

The inability of the BES Project Team to develop and deliver to a planned schedule continues to be at the forefront as a
significant risk to the project. The ASI presented a revised schedule to DHS for their approval, yet delays have already been
communicated by the ASI in the development of Release 8, meaning further changes to the schedule are imminent.

The lack of resources to effectively plan, manage and deliver the required security and privacy requirements along with the
lack of progress on developing the GCP change request are two other significant risks to the project. Although some actions
are being taken, it is unclear if these risks will materialize into further delays or costs to DHS.

On a positive note, the DHS Lead Product Owners are making an impact in the design process. Their active contributions and
leadership have ameliorated some of the IV&V concerns raised. The ASI made further adjustments to the design sprint
rocess and staffing assignments in response to lessons learned. V&V will continue to report on the results of these

p
wprovements. J

Mar Apr May Category IV&V Observations

IV&V raised the GCP change request finding to a High-criticality rating. The unapproved
Project project schedule and the probability of needing additional time to complete the Project also
O | | & | Management | inform the criticality rating for this category

This category has been at a high criticality rating since July 2020 (23 months).

The Design Sprint process continues to show increased effectiveness. IV&V added a positive
System finding this reporting period to highlight the contributions of the DHS Lead POs to the design
Design sprints. As more use cases go through design, the ASI continues to refine and adjust the
design sprint process.
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Executive Summary

(1)

Mar Apr May Category

o - | Configuration
(m)| (m) | (m)|and
- | Development

IV&V Observations

IV&V continues to see inconsistent use of the SDLC process causing confusion within the
project team. IV&V awaits the expected benefits from the reassignment of ASI leads and
added architects to improve communication of the SDLC.

Coordination of needed changes with two interface partners is currently being discussed

@ @ - :anr;[gg:ﬁg?fgce and may result in schedule impacts. Additionally, the "Current" task management
application is also under review to determine if the interface partner can meet the
Management : o .
requirements within the planned timeframe for BES.
The ASI mitigated the risk related to the number of defects found in testing, and we have
. retired the related finding.
(M )| (™M) | (M) [ Testing

An accessibility tool to measure ADA compliance passed a Proof of Concept and the ASI is
planning a BES demonstration.

y y y Iiﬁ\(i:g)t/y and

The DHS Security Analyst departed as expected in the reporting period and the IV&V risk
has been classified as a High-criticality issue. The ASI continues to try to fill their open
Security Architect position. IV&V remains concerned with the lack of key security resources
from both the ASI and DHS.
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IV&V Findings and Recommendations



IV&V Findings and Recommendations 7))

As of the May 2022 reporting period, PCG is tracking 16 open findings (7 risks, 9 issues) and has retired a total of 56 findings.
Of the 16 open findings, 7 are related to Project Management, 2 in Integration and Interface Management, 2 in Testing, 2 in
System Design, 1 in Configuration and Development, and 2 in Security and Privacy. The Positive finding in System Design
does not appear in these charts.

Open Risks & Issues

Security and Privacy

Integration and Interface Management =
Testing
Open - Med
H Open - Low
System Design [N B Open - High

Open Risks & Issues by Category

' = Configuration and Development
A = Project Management
1

Project Management

Configuration and Development
System Design

2 Testing

= Integration and Interface Management

= Security and Privacy
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IV&V Findings and Recommendations 7))

The following figure provides a breakdown of all IV&V findings (risks, issues, concerns) by status (open, retired).

All Findings

Finding - Positive

Finding - Risk

M Retired
B Open

Finding - Issue

Concern

20 25 30

o
v
=
o
=
v
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IV&V Findings and Recommendations D
Findings Retired During the Reporting Period

Risk — System Integration of the BES Modules (CMM, FMM, SSP) will be developed in the
later releases vs. a continuous integration model within each release which may cause

schedule delays. Integration and
60  The ASI remains confident that the efforts they've made to mitigate this risk, including planned Interface

completion of some integrations earlier in the schedule and stubbing out some interfaces that Management

return dummy data, will prove sufficient. IV&V has retired this finding based on actions taken by

the ASI.

Issue — The number of issues/defects found during testing may cause planned work in
the future sprints to be delayed due to the resolution and retesting of issues/defects.

The ASI addressed this finding by instituting the quality metric Defect Leakage as a standard
testing metric. This metric is evaluated during testing meetings and shows defects are identified
early in the testing cycle. The ASI categorizes defects by Root Cause to help with understanding
and correcting behaviors contributing to introducing defects. Corrective actions have been taken
by the ASI that resulted in documenting fewer defects. This finding is retired with an
understanding that the Project continues to monitor the quality metric for Defect Leakage
throughout the project lifecycle. If the current positive trend of identifying defects earlier in the
testing lifecycle does not continue V&V will open a similar finding.

66 Testing

Note: Defects categorized as “Not a Defect” are being evaluated by V&V to determine if they
have been correctly categorized.
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IV&V Findings and Recommendations 7))

Preliminary Concerns Investigated During the Reporting
Period

Insufficient configuration management could lead to development confusion and reduce the Configuration
70 effectiveness of defect resolution. and
No material update in the reporting period. Development
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IV&V Findings and Recommendations 7))

Findings Opened During the Reporting Period

Positive — DHS Lead Product Owners demonstrate effective leadership

Observation: The lead DHS Product Owners show strong leadership skills during the daily design
sprints, which positively impact the outcomes of these meetings. In design sprints where the meeting
facilitator was struggling, the PO leadership moved the conversation in a direction that drew out
needed information regarding the design/use case at hand. The DHS POs are more assertive
regarding their input on the proposed design and use their deep experience with DHS business
processes to make sure the design aligns with the needs of DHS. The POs have shown to be highly
motivated to make these sprints successful for the Project and DHS. The DHS PM's strong support
and contributions to the revised Design Sprints, and related support for lead Product owners, has

e directly impacted the process in a positive way.

System Design
Significance: The Use Cases and Functional Designs may not align with the needs of DHS without

the strong contributions of the Product Owners. 1V&YV observes positive approval from SMEs and other

product owners during prototype meetings and importantly, approval to move forward to development,

keeping the overall Project progressing. The contributions by the Lead POs has also helped mitigate

the open finding around Design Sprint facilitation (Finding 61) by getting the conversations started and

ensuring it stays focused on DHS requirements. Confusion regarding the DDI process (Finding 16) is

also mitigated occasionally by Lead POs, who in many cases have a much deeper level of experience

with the design sprint process and lead the team through required steps and rituals.
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IV&V Findings and Recommendations 7))

Findings Opened During the Reporting Period

Issue — External vendor delays in development of the BES task management system (Current)
interface have impacted the project schedule. Criticality Rating - High

Observation: The BES Project expected the C!A developed Current interface (aka., webhook) to be
completed by 04/07/2022. C!A reported that the webhook development work would be done by
05/27/2022. As of 05/25/2022, the ASI has not received any status from C!A. The webhook is currently Integration

79  holding up the design of the CF44 — Manage C!A Data use case for Release 0.8. and Interface
Management

Significance: Current (previously known as ePathos) is a task management system developed by the
Change and Innovation Agency (C!A). The Department of Human Services (DHS) uses the Current
system to manage and create case related tasks. The Benefits Eligibility Solution (BES) will interface with
the Current system to manage tasks. The ASI has stated that webhook is required before some critical
path development tasks can commence.

Recommendations Progress

» Ensure that there is an agreement between DHS and C!A to address roles/responsibilities and outcomes. Not Started
» Schedule recurring meetings with C!A to ensure consistent communication between the DHS, the ASI, IV&V,
Not Started
and C'A.
* Reconfirm testing dates with C!A and update the Current Interface Communication Plan. Not Started
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IV&V Findings and Recommendations ')

Project Management

- Criticality

Issue — Late Delivery of project deliverables has caused schedule delays.

The Project continues to refine SDLC processes to improve project schedule estimates. Although the
2 schedule has not been approved, the ASI continues to monitor project activities that may impact the critical \y

path and conducts meetings to address late tasks. The ASI has reported delays in development that may

impact the project schedule.

Recommendations Progress

» Despite not yet having a revised baseline schedule, continue monitoring and analyzing deliverables that may

have impact to the critical path. L[ICIEEES
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IV&V Findings and Recommendations H
Project Management

. Criticality

Issue — Uncertainty and/or a lack of communication around long-term architecture decisions could
impact the project budget, schedule, system design, and planning decisions.

29 The ASI's addition of resources including backfilling key positions may help to increase communication of @
architecture changes. The ASI stated they are evaluating the benefits of moving the BES portal (SSP) off
Oracle DBMS.

Recommendations Progress

» The Project should continue to vet possible architectural change impacts to the platform (e.g., ADA,

Configuration Management tools), M&O, MQD, and BES systems before finalizing architectural decisions. LI[LEIEEES

» DHS continue to request ASI perform due diligence in any recommendation for foundational architecture
change decisions and continue to review with appropriate DHS stakeholders to assure a common In process
understanding of the implications of these decisions.

* The Project should continue to ensure communication between development leads and architecture leads to I DrOCESS
assure optimal collaboration on possible architecture changes that could impact decisions in each area. P
* Maintain current communication processes to ensure regular communication between the architecture team

and the rest of the project team to assess impacts of architecture decisions to the Project. L[LEIEEES
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IV&V Findings and Recommendations H

Project Management

Key Findings ngfiil;y

Issue — DHS PMO project team members have transitioned off the Project, which may cause gaps in
knowledge transfer and leadership on the Project.

43 DHS continues to recruit for PMO resources, but the three positions remain unfilled. In the interim, some y
PMO responsibilities are being addressed by existing resources. For example, the contracted DHS PM has

filled in leadership gaps and has positively impacted the Project.

Recommendations Progress

In process

» DHS continue to work with the appropriate organizations to identify the funds necessary to fill these positions.

* DHS consider other options (Contractors, State employees borrowed from other agencies) to fill these positions In Drocess
if there is ongoing difficulty in finding permanent hires. P
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IV&V Findings and Recommendations ')

Project Management

# | Key Findings Criticality
Rating

Risk — The COVID-19 pandemic and the related "stay at home" order could hinder project activities
and negatively impact the project schedule and budget. @

47
The ASI and their subcontractor are making efforts to increase in-office/in-person work which could help to

increase productivity and communications as well as the overall quality of project work.

Recommendations Progress

» Suggest the Project and DHS create a detailed, documented risk mitigation strategy and plan that is reviewed
regularly and revised to address the current state of the COVID-19 threat and related impacts over the next 6 to

12 months. The plan should include the possible economic impacts to the state budget directly related to In process
project resources.
+ Send broad communications to stakeholders to assure clear understanding of changes to the Project with this
. . L . . In process
regard to impacts of COVID as well as clarifying communications as to what will remain the same.
* Project leadership continue to encourage independent phone conversations to enhance and accelerate In process

communications, and for team members not wait for meetings to converse.
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IV&V Findings and Recommendations H
Project Management

Key Findings ngtciﬁl;y

Issue — Poor quality project deliverables may impact system design, testing artifacts and the project
schedule.

49 The revised DDI process, in particular the design sprints, is bringing more focus and attention on design @
documents, which has a positive effect on quality when measured by the lower number of comments in
deliverable reviews. IV&V will validate this metric is fully documented in the Quality Management Plan,
when published by the ASI.

Recommendations Progress

» ASI review the Quality Management Plan to ensure that the Project is working within the Quality guidelines. In
particular, the ASI should evaluate and consider if it is in alignment with Section 3.1.2 Measure Project Quality,
which states “ASI measures process and product quality by 1) selecting BES implementation process and
product attributes to measure; 2) selecting component activities to measure; 3) defining value scales for each In Process
component activity; 4) recording observed activity values; and 5) combining the recorded attribute values into a
single number called a process quality index.” V&V has not seen evidence indicating the ASlI is utilizing
metrics to measure its process and product quality.

» ASI verify that the information in design and testing artifacts is kept in sync and consistent. Complete
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(1)

IV&V Findings and Recommendations

Project Management

Key Findings CrF\l’gfiiléty

Issue — The lack of the final agreement on the scope and costs of the GCP Change Request (CR) may
lead to unanticipated DHS costs, schedule delays, and/or the need to reduce scope.

IV&V has increased concerns about the slow progress and lack of detail regarding the GCP change request,
71 as this has been in discussion since July/August 2020. The ASI stated that their work on tasks within the 3
scope of the CR is ‘at risk’ and may need to stop, pending the CR approval. Based on the ASI Security
Lead’s report that the lack of an approved GCP decision is delaying security work, this risk has materialized
to an issue and the criticality rating is escalated to High.

Recommendations Progress

* The ASI should document the current environment M&O activities to ensure all activities are known with a clear
understanding of the “AS IS” and “TO BE” model for services beginning with the DDI, through In process
Pilot/Implementation and M&O.

* The ASI clearly document the scope of work and cost for the GCP CR during DDI and M&O and provide to

DHS for approval. In process
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IV&V Findings and Recommendations H

Project Management

Key Findings ngziléty

Risk — The lack of a BES Project schedule based on accurate estimations diminishes effective

planning and resource management, which could result in late deliverables, cost increases, and a

late go-live.
74 A draft project schedule was submitted for DHS approval. It incorporated additional DHS resources into the y

design sprints and extended the duration of Final Acceptance Testing from 40 to 60 days. DHS approval of

this schedule is anticipated in June 2022. IV&V remains concerned with the accuracy and validity of the BES

Project schedule due to past performance of the ASI and known current development delays.

Recommendations Progress

» Using the available tools, review the current estimates to complete each activity compared to past actual

hours. In process
» Update as necessary and provide the DHS/ASI project managers with reports and data that accurately reflect In Drocess
the DHS/ASI resource needs along with over/under allocations of staff for the duration of the Project. P
* Develop mitigation and contingency plans that are tracked/managed by DHS/ASI for all tasks that are behind In process

schedule or are at risk of being behind schedule which includes resource management.

» Discuss, validate and address additional concerns within the project processes that may cause the project
delays other than inaccurate estimates such as over reliance on POs, slow design sprints, and cadence of In process

development teams.

* DHS and the ASI agree to a revised schedule against which project deliverables can be managed. In process
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IV&V Findings and Recommendations H

Project Management

Key Findings ngziléty

Risk — Volunteer DHS resources leaving the Project may lead to schedule delays, lower morale, and
burnout.

IV&V updated this finding from a preliminary concern to a risk in this reporting period. The draft schedule
plans for multiple releases in the testing phase which may stretch the DHS test team to the point where they
request to return to their operations positions. DHS is activity working to mitigate this risk by identifying and
instituting retention/incentive policies/practices.

Recommendations Progress

» Consider adding DHS resources as needed. In process

76

* Allocate more time for the DHS team members to dedicate time to the Project. In process

» Carefully plan for all project activities with reasonable hour allocations for the DHS resources and adjust dates

in the BES Project schedule accordingly. In process
» Add cushion time to the schedule for unexpected project delays. In process
» Provide incentives for the DHS resources to help maintain the project team and possibly alleviate attrition or In process

increase the number of volunteers to the team.
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V&V Findings and Recommendations H
Integration and Interface Management

- Criticality

Risk — The lack of early planning and coordination with interface partners may result in schedule
delays.

There were no changes to the interface communication plans in this reporting period. There are 5
agreements outstanding (DLIR, DPS, HYCF, DAGS, and CYRCA). DPS, HYCF, and DLIR have all been
63  drafted and are going through reviews with DHS and the interested parties. DAGS has not been drafted by @
DHS; DHS is in discussions with the Department of Tax for an interface that would bypass DAGS. The
CYRCA interface has been escalated within DHS as the business requirements CYRCA meets are being
evaluated by DHS executive management. IV&V has opened a new issue #79 related to vendor
development delays for the task management software.

Recommendations Progress

» Complete all MOAs and obtain approval. In process

» Confirm testing dates with interface partners in writing. In process
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IV&V Findings and Recommendations ()
Configuration and Development

. Criticality

Issue — Lack of clear understanding of the DDI approach may reduce effectiveness of all SDLC

Processes.
16 DHS Product Owners have noted that some agreed-upon processes (e.g., the reinstatement of formal DHS (.
prototype approvals) were bypassed at some point and now have been reinstated, which created confusion.

However, overall understanding of the DDI process continues to improve as DHS leads become more adept
with the SDLC and project processes.

Recommendations Progress

* ASI make available their DDI approach documentation/materials for stakeholders to review and/or refresh their

knowledge on demand. In process
* The Project monitor DHS product owner productivity, ability/willingness to provide effective feedback to the ASI
for design and other important decisions and provide coaching as needed to assure their effectiveness in their In process

role.
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IV&V Findings and Recommendations H
System Design

. Criticality

Issue — Poorly executed JAD and "design sessions" could lead to inaccurate design and rework.

The ASI instituted a new process to align ASI BAs to similar Use Cases to build knowledge of common
61  pusiness processes, strengthening their facilitation during design meetings. DHS Lead Product Owners are

also taking an active role to ensure the BES Designh meets the requirements as noted in this month's

positive finding.

Recommendations Progress

» The facilitator should use their expertise to drive discussions through leading questions. In process

» BAs should come to Day one of Design Sprint fully prepared to facilitate discussion on topic of sprint, with
adequate knowledge about business process and approach for design based on JAD/JAR notes and other In process
pertinent material.
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IV&V Findings and Recommendations H
System Design

. Criticality

Risk — The planned BES infrastructure is complex which could be difficult to implement and
maintain and could lead to schedule/cost impacts

The ASI is adding two resources; a cloud architect and software development architect, as mitigation
strategies for this risk. However, the foundational architecture of BES is complex which may limit DHS'
/3 ability to transition the ongoing maintenance and support of BES to another vendor or to DHS resources. It @
remains unclear whether the overall benefits of the numerous modern tools (e.g., better prevention, early
detection of infrastructure problems, and quicker recovery from system failures) will outweigh the overall
cost, complexity, and level of expertise required to maintain. Development of accurate architectural artifacts
must continue to be a focus for this Project.

Recommendations Progress

» ASI clearly communicate the potential costs and schedule impacts to implementing the planned infrastructure. In process
« DHS work with the ASI to assess the potential challenges of maintaining a complex environment and consider
. . In process

scaled back options that could reduce this risk and reduce long-term support costs.

» ASI develop a process to closely monitor cloud and other product changes (software updates/new releases), I DrOCESS
manage changes, and regression test once updates are applied. P

» The project team work to establish strong governance over the utilization and maintenance of various Not
components to simplify their use and monitoring. Started
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IV&V Findings and Recommendations H

Testing

Key Findings ng;ﬁléty

Risk - The Americans With Disabilities Act (ADA) Section 508 compliance tool has not been
installed for the Project, which may cause significant rework.

g7 The ASI has identified an accessibility compliance tool that will meet the needs of the Project and DHS has M
approved opening a firewall to facilitate a demonstration of that tool. The ASI completed a Proof of
Concept for the tool and now needs to 1) receive DHS approval to use the tool, 2) purchase the tool, 3)
configure the system to accommodate the tool, and 4) institute the tool into the delivery pipeline.

Recommendations Progress

* The ADA tool meets contractual and project requirements. In process
* The ASI communicates a plan for ADA test execution. In process
* The ASI communicates how the tool will be used to report compliance and non-compliance and how non- In process

compliance will be addressed/corrected

* The ASI communicates how and when DHS/IV&V will be provided the reports from the ADA tool execution and In process
how to interpret the results.
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IV&V Findings and Recommendations H

Security and Privacy

- Criticality

Risk - Insufficient planning/execution of the BES Security Plan activities may lead to delays in
gaining Federal Partner approval for the BES to begin the Pilot Phase.

68 The ASI plans to add a security resource in June and may need to add additional resources. While the lack y
of a completed GCP change request is impacting security tasks, the loss of the DHS Security Analyst
covered in finding #77 is a project issue. The ASI states that the security activities are six weeks behind
schedule, and it will take a couple of months to mitigate this risk.

Recommendations Progress

» The ASI continue to develop the BI-13 Security Plan in close collaboration with DHS. In process

+ DHS and the ASI agree upon the tools and process that will be used to document and track security control
implementation, such as security governance, risk, and control (GRC software). The process should define the

level of detail needed to track progress (estimates, target dates, risks, issues, evidence) along with the L [pIEEEE
Requirement Traceability Matrix, and plans of actions and milestones (POAM).
» ASI add a Security Architect to the Project ASAP to assist with the Security Plan activities. In process
» ASI have a security SME attend the weekly security planning meetings and workshops. Not Started
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IV&V Findings and Recommendations H

Security and Privacy

- Criticality

Issue — Insufficient DHS Security Resources on the BES Project may lead to delays in completing
security tasks and the System Security Plan (SSP)

77 V&V changed this finding from a risk to an issue due to the resignation of the DHS Security Analyst (y‘
assigned to the BES Project. DHS has identified a temporary replacement resource and are taking action
to acquire contract resources to support the BES Project.

Recommendations Progress

» DHS contract for a qualified Security resource(s) as soon as possible to support BES while the Department

security positions are filled. In process
» DHS aggressively recruits and promotes the open DHS Security positions to obtain a pool of applicants. In process
* DHS and ASI agree in writing to clear expectations of what security efforts the ASI should complete while the
: " In process
DHS fills positions.
» Fill all available DHS Security positions as soon as possible. Not Started
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V&V Engagement Status

IV&V Engagement Area Mar Apr May Comments

IV&V Budget

IV&V Schedule

IV&V Deliverables PCG submitted the final April IV&V Monthly Status Report.

IV&V Staffing

IV&V Scope

Engagement Status Legend

. : The engagement area poses a
The engagement area is The engagement area is L .
e . significant risk to the IV&V
within acceptable somewhat outside acceptable . : .
project quality and requires
parameters. parameters.

immediate attention.
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V&V Activities

« V&V activities in the May reporting period:

Completed — April Monthly Status Report
Ongoing — Review the BES Project Artifacts and Deliverables

Ongoing — Attend BES Project meetings, (see Additional Inputs pages for details)

Reviewed available ASI Original Contract and BES Optimization contract amendment
documentation

* Planned IV&YV activities for the June reporting period:

Ongoing — Observe BES Design and Development sessions as scheduled
Ongoing — Observe Bi-Weekly Project Status meetings

Ongoing — Observe Weekly Architecture meetings

Ongoing — Observe Weekly Security meetings

Ongoing — Observe Agile Development meetings

Ongoing — Monthly IV&V findings meetings with the ASI

Ongoing — Monthly IV&V Draft Report Review with DHS, ETS and ASI
Ongoing — Participate in weekly DHS and IV&V Touch Base meetings

Ongoing — Review BES artifacts and deliverables
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Deliverables Reviewed

Deliverable Name ElifEelll Version
Date
Bl-14 Release 0.6¢ Technical Design Document - SSP (Iteration 1) 5/31/2022 1.0
BI-14 Release 0.6¢ Technical Design Document - Administrative hearings (AH) (Iteration 1) 5/31/2022 1.0
BI-10 R0O.7 CMM Verifications (Iteration 1) 5/27/2022 1.0
BI-20 Release 0.8 BES Test Scenarios, Cases, and Scripts (lteration 1) 5/25/2022 1.0
BI-15 Release 0.6 Fully Configured and Developed System (Iteration 1) 5/26/2022 1.0
BI-14 Release 0.6d Technical Design Document - CMM (lteration 1) 5/24/2022 1.0
Bl-22 Release 0.6d System Test Report (Iteration 1) 5/23/2022 1.0
BI-25 Training and Knowledge Transfer Plan (lteration 1) 5/20/2022 V1.0
BI-10 Release 0.7 FMM Overpayments (lteration 1) 5/17/2022 V1.0
BI-22 Release 0.6d System Test Report — DRAFT 5/9/2022 V1.0
BI-25 Training and Knowledge Transfer Plan — DRAFT 5/6/2022 V1.0
BI-21 Release 0.5 Updated and Completed Detailed Functional and Technical RTM (lteration 1) 5/6/2022 V1.0
BI-15 Release 0.6 Fully Configured and Developed System — DRAFT 5/5/2022 V0.2
BI-10 Release 0.6d CMM Interview (lteration 2) 5/3/2022 V1.0
BI-14 Release 0.6d Technical Design Document - CF (Iteration 1) 5/3/2022 V1.0
BI-14 Release 0.6¢ Technical Design Document - Administrative hearings (AH) - Draft 5/2/2022 v0.2
BI-14 Release 0.6¢ Technical Design Document - SSP - Draft 5/2/2022 v0.7
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Additional Inputs — Artifacts

Deliverable Name Artifact Date Version
Unisys Contract Amendment 3 4/17/2020 N/A
FNS Handbook 901 01/2020 V2.4
5/24/2022 V0.26
BES Project Schedule (BI-5) 5/13/2022 V0.25
4/30/2022 V0.24
5/25/2022
5/18/2022
BES Weekly Status Report 5/11/2022 N/A
5/4/2022
BES Risks and Issues Log N/A N/A
BES Interface Communication Plans and Interface Control Documents N/A N/A
NIST Special Publication 800-53 Security and Privacy Controls for Information Systems and Organizations 12/20/2020 Rev.5
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Additional Inputs 1)
Meetings and/or Sessions Attended/Observed:

Weekly Platform Status Meeting — 5/3/2022, 5/10/2022, 5/17/2022, 5/24/2022, 5/31/2022
Bi-Weekly Project Status Meeting — 5/11/2022, 5/25/2022

Bi-Weekly BES PMO and IV&V Touch Base — 5/12/2022, 5/26/2022

Weekly BES Dev Stand-up — 5/4/2022, 5/11/2022, 5/18/2022, 5/25/2022

Weekly SSP Backlog Grooming Session —5/4/2022

Weekly CMM Backlog Grooming Session — 5/10/2022, 5/18/2022, 5/26/2022, 5/31/2022

Weekly BES Project Schedule Review Meeting —

IV&V Team Meeting — 5/2/2022, 5/5/2022, 5/9/2022, 5/12/2022, 5/16/2022, 5/19/2022, 5/23/2022, 5/26/2022,
5/31/2022

9.  Weekly DHS-Unisys Security Touchpoint —5/24/2022, 5/31/2022

10. BES Testing Touch base —5/5/2022, 5/20/2022

11. HI DHS BES April Draft IV&V Report Review —5/11/022

12. Bi-Weekly DHS and IV&V Touch Base —5/3/2022,5/18/2022, 5/31/2022

13. ASI/IV&V Mid-month Check-in —5/17/2022

14. ASI and IV&YV Pre-Draft Report Review — 5/3/2022

15. HI BES ASI and IV&V Touch Base - Functional Team —5/17/2022

16. Implementation Planning—5/4/2022, 5/18/2022

17. CF09a Generate Case Notes —5/2/2022, 5/4/2022

18. R0.11 Correspondence Specs — 5/2/2022, 5/4/2022

19. PEO1a View Eligibility History — 5/2/2022, 5/4/2022, 5/6/2022, 5/13/2022, 5/17/2022, 5/18/2022
20. COO01b, CO01c, CO01d and CO0O1e —5/3/2022

21. RO0.11 Report Specs —5/3/2022,5/5/2022,5/9/2022,5/11/2022,5/13/2022, 5/19/2022, 5/23/2022
22. D-SNAP Process / Enhancement — 5/3/2022

O NV A WNPR
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Additional Inputs — Continued L)
Meetings and/or Sessions Attended/Observed:

23. FM15 Manage Repayment Plans — 5/3/2022, 5/5/2022, 5/6/2022, 5/9/2022, 5/11/2022, 5/12/2022,5/17/2022,
5/19/2022,5/23/2022

24. FMO7a Receive FIS Data - Returned Direct Deposit — 5/5/2022, 5/9/2022, 5/11/2022, 5/13/2022, 5/17/2022, 5/19/2022,
5/20/2022

25. CF09b Generate Client Notes — 5/6/2022

26. RO0.12 Correspondence Specs —5/6/2022, 5/16/2022, 5/18/2022, 5/24/2022, 5/26/2022, 5/31/2022

27. CF08a Manage Client Notes — 5/10/2022, 5/12/2022, 5/16/2022, 5/18/2022, 5/20/2022, 5/31/2022

28. (CO54a BEER Data—5/10/2022

29. CO50 Manage SAVE Data Clean-up — 5/16/2022, 5/24/2022

30. MDM Consent Management Design Sessions — 5/17/2022, 5/24/2022,5/31/2022

31. CF70 Manage Approvals —5/23/2022,5/25/2022,5/27/2022

32. FMS500 Receive FIS Data - Account Activity File — 5/23/2022, 5/25/2022, 5/27/2022

33. FMO03 Maintain Funding Source —5/27/2022

34. Weekly Functional PMO Meeting —5/2/2022, 5/9/2022, 5/16/2022, 5/23/2022, 5/31/2022

35. Data Conversion PMO meeting —5/2/2022, 5/9/2022, 5/16/2022, 5/23/2022

36. Weekly Interfaces - PMO Meeting — 5/2/2022, 5/9/2022, 5/16/2022, 5/23/2022

37. PMO Meeting Structure — Testing — 5/5/2022, 5/12/2022, 5/19/2022, 5/26/2022

38. PMO Meeting Structure - BES Development — 5/5/2022, 5/12/2022, 5/19/2022, 5/26/2022

39. PMO Meeting Structure - AH/MDM/SSP Development — 5/5/2022, 5/12/2022, 5/19/2022, 5/26/2022

40. [BI-14 Release 0.6¢ Walk-Through - Technical Design Document — SSP — 5/2/2022

41. RO.6d Sprint Demo CMM Interview Prep —5/3/2022,5/5/2022, 5/9/2022,5/11/2022

42. [BES] BI-14 Release 0.6c Walk-Through - Technical Design Document - Administrative hearings (AH) —5/3/2022
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Additional Inputs — Continued L)
Meetings and/or Sessions Attended/Observed:

43. [BES] Screen Prototype Review - CMM CO01b, CO01c, CO01d and COOle — 5/4/2022

44. [BES] Screen Prototype Review - CMM PEO1a View Eligibility History — 5/4/2022

45. Design Sprint Process Modifications — 5/6/2022

46. RO.7 Entry SIT Go/ No Go — 5/6/2022

47. [BES] BI-15 Release 0.6 Walk-Through - Fully Configured and Developed System — 5/9/2022
48. Sprint Demo —5/9/2022,5/23/2022

49. CCrequirements review —5/10/2022

50. RO0.6d Sit Go/ No Go Exit—5/10/2022

51. BES] BI-25 Walk-Through - Training and Knowledge Transfer Plan — 5/10/2022

52. [BES] Screen Prototype Review - CMM PEQ1a View Eligibility History — 5/10/2022

53. BES Project Schedule Review — 5/11/2022, 5/18/2022

54. [BES] RO.6 Final Release Demo - Special Indicator & Interview —5/12/2022

55. BES] BI-22 Release 0.6d Walk-Through - System Test Report — 5/13/2022

56. [BES] Screen Prototype Review - CMM PEQ1a View Eligibility History — 5/19/2022

57. [BES] Screen Prototype Review - FMM FMO07a Receive FIS Data - Returned Direct Deposit — 5/24/2022
58. [BES] Screen Prototype Review - FMM FM15 Manage Repayment Plans — 5/24/2022

59. FMM Sprint Demo - FM06 Manage Bank Information — 5/25/2022

60. FMM Sprint Demo - FM04a Authorize EBT Cards — 5/26/2022

61. RO.7 SIT Go/No Go Exit —5/27/2022
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(1)
Appendix A — IV&YV Criticality Ratings

Rating

A high rating is assigned if there is a possibility of substantial impact to product quality, scope, cost, or
schedule. A major disruption is likely, and the consequences would be unacceptable. A different
approach is required. Mitigation strategies should be evaluated and acted upon immediately.

o A medium rating is assigned if there is a possibility of moderate impact to product quality, scope, cost,
‘i\'\") or schedule. Some disruption is likely, and a different approach may be required. Mitigation strategies
’ should be evaluated and implemented as soon as feasible.

@ A low rating is assigned if there is a possibility of slight impact to product quality, scope, cost, or
schedule. Minimal disruption is likely, and some oversight is most likely needed to ensure that the risk
remains low. Mitigation strategies should be considered for implementation when possible.
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Appendix B — Findings Log

» The complete Findings Log for the BES Project is provided in a separate file.
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Appendix C — Acronyms and Glossary D

Acronym Definition

APD Advance Planning Document

ASI Application System Integrator

BES Benefits Eligibility Solution

CCWIS Comprehensive Child Welfare Information System

CM Configuration Management

CMMI Capability Maturity Model Integration

CMS Center for Medicare and Medicaid Services

CR Change Request

DDI Design, Development and Implementation

DED Deliverable Expectation Document

DHS Hawaii Department of Human Services

DLV Deliverable

E&E Eligibility and Enrollment

EA Enterprise Architecture

ECM Enterprise Content Management (FileNet and DataCap)
ESI Enterprise System Integrator (Platform Vendor)

ETS State of Hawaii Office of Enterprise Technology Services
FIPS Federal Information Processing Standard

HIPAA Health Information Portability and Accountability Act of 1996
IDM Identity and Access Management (from KOLEA to State Hub)
IEEE Institute of Electrical and Electronics Engineers

IES Integrated Eligibility Solution

ITIL Information Technology Infrastructure Library
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Appendix C — Acronyms and Glossary N

Acronym Definition

V&V Independent Verification and Validation

KOLEA Kauhale On-Line Eligibility Assistance

M&O Maintenance & Operations

MEELC Medicaid Eligibility and Enrollment Life Cycle
MEET Medicaid Eligibility and Enrollment Toolkit
MOU Memorandum of Understanding

MQD Hawaii Department of Human Services MedQuest Division
NIST National Institute of Standards and Technology
OE Operating Environment

oIT Department of Human Services Office of Information Technology
PIP Performance/Process Improvement Plan
PMBOK® Project Management Body of Knowledge

PMI Project Management Institute

PMO Project/Program Management Office

PMP Project Management Plan

QA Quality Assurance

QM Quality Management

RFP Request for Proposal

ROM Rough Order of Magnitude

RMP Requirements Management Plan

RTM Requirements Traceability Matrix

SEI Software Engineering Institute

SLA Service-Level Agreement

SME Subject Matter Expert
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Appendix C — Acronyms and Glossary N

Acronym Definition

SOA Service Oriented Architecture

SOW Statement of Work, Scope of Work

VVP Software Verification and Validation Plan
XLC Expedited Life Cycle
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Appendix D — Background Information N

Systems Modernization Project
The DHS Enterprise Program Roadmap includes contracting with three separate vendors with the following high-level scope:

» ESI or Platform Vendor — responsible for the shared technology and services required for multiple Application vendors to
implement and support functionality that leverages the DHS Enterprise Platform.

» ASI or ASI Vendor — responsible for the DDI of the Benefits Eligibility Solution (BES Project) enhancing the currently
implemented Medicaid E&E Solution (KOLEA) and providing support for the combined Solutions.

* CCWIS Vendor — responsible for the DDI of the CCWIS Solution to meet the needs of child welfare services and adult
protective services (CCWIS Project) and providing support for the Solution.
Systems Modernization IV&V Project

IV&V performs objective assessments of the design, development/configuration and implementation (DDI) of DHS’ System
Modernization Projects. DHS has identified three high-risk areas where V&V services are required:

* Transition of M&O from DHS’ incumbent vendor to the ESI and ASI vendors
- BES DDI
« CCWIS DDI

On the BES DDI Project, IV&YV is responsible for:

* Evaluating efforts performed by the Project (processes, methods, activities) for consistency with federal requirements
and industry best practices and standards

* Reviewing or validating the work effort performed and deliverables produced by the ASI vendor as well as that of
DHS to ensure alignment with project requirements

* Anticipating project risks, monitoring project issues and risks, and recommending potential risk mitigation strategies
and issue resolutions throughout the Project’s life cycle

+ Developing and providing independent project oversight reports to DHS, ASI vendors, State of Hawaii Office of
Enterprise Technology Services (ETS) and DHS’ Federal partners
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Appendix D — Background Information N

What is Independent Verification and Validation (IV&V)?

« Oversight by an independent third party that assesses the Project against industry standards to provide an unbiased view to
stakeholders

* The goal of IV&V is to help the State get the solution they want based on requirements and have it built according to best
practices

* IV&V helps improve design visibility and traceability and identifies (potential) problems early
* V&V objectively identifies risks and communicates to project leadership for risk management

PCG’s Eclipse IV&V® Technical Assessment Methodology

* Consists of a 4-part process made up of the following areas:

1. Discovery — Discovery consists of reviewing documentation, work products and deliverables, interviewing project team
members, and determining applicable standards, best practices and tools.

Research and Analysis — Research and analysis is conducted in order to form an objective opinion.

Clarification — Clarification from project team members is sought to ensure agreement and concurrence of facts
between the State, the Vendor, and PCG.

4. Delivery of Findings — Findings, observations, and risk assessments are documented in this monthly report and the
accompanying Findings and Recommendations log. These documents are then shared with project leadership on both
the State and Vendor side for them to consider and take appropriate action on.

IV&V Assessment Categories for the BES Project
« Project Management + Security and Privacy

+ Requirements Analysis & Management  * Testing

» System Design *+ OCM and Knowledge Transfer
+ Configuration and Development * Pilot Test Deployment
* Integration and Interface Management « Deployment
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Title e ategory Probat tatus it
79 External vendor delays in development of Al Pangelinan mam— s/a/zozz i d 1A developed C. c i i ions i 81 o @ s 4 High Open  06/02/2022: Issue created.
k management system (Current] Interface webhook)
interface have impacted the project Management th teomes. 2.
schedule. asi 1A related tasks. The Benefi the the ASI, IV, and CIA. 3.
1A Data Y a manage tasks i dwill  dates with CIA
send close
the task:
being.

desgned b CA that il provid tskdetlls fo casestht ave been

ed a5 ‘No Contact’ This i a requirement to meet the design of the CF44
- Manage CIA Da i
78 DHS Lead Product Owners demonstrate  Brad Molina  Finding - 5/31/2022 System Design 2 strong during the ign with the needs of DHS Now o o na Open
effective leadership Positive y imp: of W observes
I design sprints truggling, the PO he
ina meetings and importantl tomove
inormation regrdingth desian/us cas than, The DHS POs aremore. Keein the veral rect progresing. Theconrbutins bythe Lead P0s
3
processes d ensuring it stays
with the needs of DHS. make focused on Confusion reg:
{nese sprint successfl o e Prject and OHS. The OHS PMIS stvong | 16) s aso miigted accasionlly by Lead ¢, who n manycos ave
much deeper level
for lead Product owners, has directly impacted the process in apositive way. team through required steps and rtuals

77 Insufficient DHS Security Resources onthe  Dustin Heath Finding - 4/29/2022 Securityand W DHS has. blished = ol Immediate 4 S Hgh  Open  5/31/2022- IV changed this finding from arisk to an ssue due to the
BES Project may lead to delays in completing ssve Privacy with the ASl. The amount of security work s i i i There it .+ DHS resignation of the DHS Security Analys assigned to the BES Project. DHS has
securiy tasks and the System Security Plan tvely luding; 1) level are areas of the BES. to
(55P). ,2) ,and 3] responsi i obtain a pool of applicants. + DHS and ASI agree in wriing to clear acquire contract resorces to support the BES Project.

In addition, effort, the BES
I BE: proi " i 5. o Filall
DHS. Currently,all th expertise in federal ,risk,
meetings for BES are canceled. ).
work with the ASI to ensure that the securty efforts taken are in the best
interest of DHS and the State of Hawaii.

76 Volunteer DHS resources leaving the Project Earl Burba  Finding - 0o/ progt The DHS resources assigned to work with the AS|on the BES Project are all OHS resources  product = Consider adding DHS resources as needed. » Allocate more time for the  Immediate 4 2Med  Open  5/31/2022 WV updated this finding from a preliminary concen to risk in
may lead to schedule delays, lowered Risk Management R owners) and i al i inthe
morale, and burnout. and have the option of returning to their previous operational roles at any  resources will - tisariskto d

time. remaining DHS resources  visking burnout, and creating adjust dates . request to return to their operations positions. DHS is actvity working to
il of more DS resurcesepingte Profc I aditonlDHSstffare:the schcule forunesgectedproectdelays. - roviencentes o the s mitigate this risk by identifying and instituting retention/incentive
provided, g will add a policies/practices. 4/26/2022 - Anew DHS tester has oined the testing
resources or increase the number of volunteers to the team. team and i being trained. Two addtional testers are needied on the ASI
team, and itis understood that more AS! testers will be added to support
final acceptance testing. These factors help mitigate tis finding, but it is
unclear i this will address althe testing resource needs or the potential
impact of DHS testers returning to their operational roles. The resource
FAT. retain
“volunteer' oles. 3/28/2022 - DHS SME's re not assigned to the project as
ful time resources. DHS testing resources are volunteers and can return to
Currentlya
s additional
the revised SDLC process, losing resources will have increased impact on
delivery and the project schedule.

74 The lack of a BES Project schedule based on _Ryan Finding- 11/29/2021 Project  this can lead to 3 Immediate 4 4 Hgh  Open  5/31/2022-Adraft project schedule was submitted for DHS approval. It
accurate estimations diminishes effective Risk Management < X
planning and resource management, which d ist. The use. i Accepta oS
could result inlate delivrables, cost Tow quality h of staff for approval of this schedul ipated in June 2022.
increases, and a late go-live. Previous the duration of the Project » Discuss, validate and address additional i

e TRl e e 4/29/2022
addressed and closed. other than inaccurate estimates such as over reliance on POs, slow design i main open
2 d the ASI Acceptance
revised schedule against which project deliverables can be managed.
to manage the Project, planning of future actvities and the abiliy to
bjectively measure project progress is hindered. 3/31/2022 - Arevised
ot subitted n th
Testing
DHS resource levels are still pending. Even with an updated Design Sprint
the Project il be able to meet the revised dates due to: 1) the complexity
of the design sprint process, 2) the availabilty of DHS SMES and POS when
needed, and 3) the Design Sprint participants being able to wmpﬂemlv
2/28/2022 - The
o approv the project schedule s early March 2022 The A1 provided
version
ength of Final Accepta "
pacity
dueto 1)
process, 2) the availability of DHS SMEs and POs when needed, and 3) the

73 The planned BES infrastructure is complex  mfors Finding- 10/28/2021 System Design o 1fthe level of ftheBES = ASI and pactsto  Nextseveral month 2 2 tow Open 0921/22The Al s ading o e o rtet st
‘which could be difficult to implement and Risk infrastructure. by the AS), the . ASitoassess development architect, 3 mitigation actions for this rsk. Howe
lead 1o schedule/cost impacts Further, the Project Team hat will make up lays in i d consic foundatonsl rcitectre of SE 1 complex whichmay it WS iy to

the additional finalizing risks riskand transition support of BES
and implement the planned complex environment remain unclear. and lead to further delays. . 10 DHS resources. It remains unclear whether the overall benefit of the
d 3 numeraus modern tools (.5, better prevention, early detection of
increased potential for system failure (. number of  and reg + The proj infrastructure problems, and quicker recovery from syste failures) will
‘moving parts") and increase the level of various cost, complexity, and level of
bugs. Further, components to simpl maintain.
remain in an immature state compared to their egacy counterparts. For be a focus for this Project.  04/29/22 - With the onboarding of the new
example, Lead Avchit
Cloud failed fail e risk.
componet (Nl GoogeCova I geeraly e 2.3 s e components will in order to
P (Amazon Web it d monitoring.
Aaure). V&Y uld ead tofalures ] The A5 as stoted, "he GChscope defnton il determine the nature and
points in complexity of the environment to be implemented. The evaluation of tools
be difficultto resolve and lead to project disruption. If S intends to isk
M8o management methodologies will be included in the evaluation and selection
loyees, they could process.” Though the ASI has deemed this isk minimal given that this ASI
familir with in a complex infrastructure environment will be owning M and O for the foreseeable future, DHS has concerns about

their abilty to do so. IV&V has added a new recommendation regarding
governance. 03/31/22 - The ASI has onboarded their new Lead Architect

3
should improve clarity around governance, capabilites of the different
infrastructure components and how they wil be utilized. ~02/28/22 - The

The AS! has stated that the infrastructure, while complex, s sufficiently
The revised
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et oo e
and costs of the Google Cloud Platf
{GC9)ChangeReaues (R may et
unanticipated DHS costs, schedule delays,
and/or the need to reduce scope.

70 Insufficient configuration management
could lead to development confusion and
reduce the effectiveness of defect resolution

68 Insufficient planning/execution of the BES
ecurity Plan activities may lead to delays in
gaining Federal Partner approval for the BES.

to begin the Pilot Phase.

67 The Americans With Disabilites Act (ADA)
Section 508 compliance tool has not been
installed for the Project, which may cause
significant rework.

Joe Frasca

mfors

Jeremy Riley

Earl Burba

voe
Finding -

Concern

Finding -
Risk

Finding -
Risk

Date _Category
8/23/2021 Project
Management

probat
E ivitiesto ASAP. 4 4 High Open

In April 2020, d shifting the
of some of | in a the “ASIS” and
in April 2020. The. “T0 BE" model for services beginning with the DDI, through
, DHS and the AS| agreed made in the d Mand 0.
then, Ris July/August 2020 t DHS P CR during DDI and M and O and provide to DHS.
being drafted by the ASI 12 months in the cloud, ding  for approval
2 i and by whi e ool i P CR. 12/16/2021 Complete.
" work, The BES  and

in Gl
on the CR, however; it is not final.

8/23/2021
Development

7/28/2021 Security and
Privacy.

7/12/2021 Testing

N Configuration processes and asi idnzvemDlanxinrcﬂnﬂgmanonmanzgememasdc(umamedm BIG ASAP 2 2 tow Open
Configuration ent Plan, ensures the DDI Plan, Secti o s
roes s bean wrd establing CM processs, slctingCM s level of automation B alidate lans for configuraton marnagement with DHS aniagree on a
(e, CMDB), an The hould meaningful i items track. » dentify
ot (ecmr have yet to be th accurate, & Some of the DHS POC for that would
finalized tems. However, list of items that it d

Jpact CM. The project currently reles on Github for racking of some  are included in i ding the  defined CM followed, are effective, and are
configurations items, achieving DHS objectives for CM.
o plan to defi iement, it and) OPEN - ashe 4 5 High Open
through Plan while also to entering the
managing through AS| Security Lead staffing changes. DHSand the ASI  Pilot phase. that willbe used

Document ol h K frware). The process
d ing it to aig each control

and changes to the project since inception.

should define , targ
dates,risks Traceability

dards, Controls, and i
for each control.

Matrix, and plans of actions and milestones (POAWM). - AS| add a Security
Asap. A

workshops. C he AS|

, per DHS guid:
adoption of 800-53 Rev 5 since Rev 4 will be obsolete when the system goes

live. COMPLETE
g and provide. proper gt NS
COMPLETE 3/31/2022

While RO3 and RO.4 had been BES t0 be ADA 1/31/2022 - The following bl 3 3 Med Open

& compliant BES. finding. - The ADA tool meets contractual and project requirements. -

has not been 8 e AS|
performed. This risk has e, color blindness, non-
mor results to-date. vision and ina way that how ~The
& to some of the ADA adeskeavlable tohers. Parto he s meet ASI

top tool for W h: " federal policies, I Jations, and Standard: results. Superseded
any data results Technology  8/30/2021- The As| shnulﬂzam OHS'appronl on he tol seected afterthe

for all ADA compliance items.

08 of
Act, which was verified in the ASI proposed Technical Requirements

A1 validates it wil perform as expected within the BES architecture,
‘meeting allcontractual and project requirements. The ASI create and
when

Agproah tha sates “Th ytam conpls whthOHS braring sandarc be putinto
defined by DHS and adheres to sub- action, ., how non-
parts of Section 508 of the (o), be corrected, will be provided

nondiscrimination safeguards in 45 CFR 85.”. I the Hawail guidelines

Handbook, toadhereto
the Section 508 compliance guidelines (nttps;//section508.gov/) there may
be a significant amount of rework to the solution.

reports for the code from previous, current and future releases.

it

smmzz -

etail i
The AS! b that their work or

scope of the CR s ‘at sk and may need to stop, pending the CR approval.

p

to High. 4/30/2022 -
costof

Rough Order

the pace is
slow.

the As|
the CR and confi the ASIand

1. of
15th, and then wil engage the Hi Attorney Genera. DHS has extended an

272812622 - s requesicd  copyof e GCPchange request fomthe
DHS Enterprise Technology Officer. When recelved, IV wil review the GCP
@ b of the

e W waits
to see if the ASI addressed our recommendations in the details of the CR.
12/31/21 - No material update in the reporting period. IV waits to see if

EXECHEHEAFR, YT I Tl
pricing for the GCP CR fror s DS ar workng 1 confiem
the scope of IV 1 adh
recommendations in the CR detalls. m/zs/mn e At s ot

the firm 09/30/2021 -
05/31/22 - No material update in the reporting period. 4/29/22 - WV

go-lve. al
Tater in the Project could leave the project team scrambling to implement
during pre-go-live when resources are likely to be constrained. Delayed
lead
the needs of the Project or DHS expectations. 03/31/22 - No material
2

P
reporting period.  1/31/22 - No material update for this reporting period.
12/31/21 - No material update for this reporting period. 11/29/21 - The
ASIstated their plans to utiize Service Now as their Configuration

MDB). If utilzed

personnel with an effective means to resolve system bugs. IVV will continue:

to monitor for the effective build out of the CMDB and further elaboration

b the A ofthei configraton maragement plans. 10/25/21 The ASihas
their configuration

e P
that fullimplementation of configuration tracking may be delayed as they
prioritize build out of more critical components of the BES infrastructure.
The AS! will work with DHS to soldify CM tool decisions. The projectis
currently considering replicating and improving on KOLEA's CM approach
which only tracks the most critical configuration items (e.g., firewall and
0B ¢
atDHs)

o e e currenty g bucket o onfguraton
tracking purposes. 9/29/21 - The ASI has stated their intention to make.
undates to wis

2204,
attending security meetings. While Unisys states an open job requisition
exists for

bounds on the BES archi Al current.
security-related meetings have been canceled between the AS| and DHS as.
ed.

been providing on federal regulatory compliance (Pub 1075, MARS-E, FNS,
NIST 800-53¢5) and the lack of an ASIsecurity architect and security SMEs to
DHs,

X
resources. 03/31/2022 - DHS has decided to use NIST 800-53 revision 5
d the As! h

controls. The effort to define the security boundary of BES and the

o P
time and is incomplete. A security architect s essential to defining the.

remains
unfilled. Over the st month, no security SMIE rom the AS1 have attended

following week. 2/28/2022 - DHS and the ASI continue to populate the in-
ol Revs

DHS continues to determine the FNS requirements for go live and FNS'
202122

5/31/2022 - The AS! has identified an accessibility compliance tool that will
firewall to
facilitate a demonstration of that tool. The ASI completed a Proof of Concept
for the tool and now needs to 1) receive DHS approval to use the tool, 2)

l and 4)

P 13) ¥

institute the tool into the delivery pipeline. 4/26/2022 - The ASIis
evaluating four ADA testing tools for consideration due to high pricing for
the tool selected in March. This tool was demonstrated to the AS! and
appeared 0 provid the requiead reorig feturesandthe noded

review hasa

proof o for /2022
from the delay in
testing and that a tool will be tested and selected shortly. 3/28/2022 - The
A testing lead confirmed that an ADA tool has been selected for
demonstration held proof of
concept within the BES application. To mitigate this risk, the ASIstated that
problems identified by a tool or through manual evaluation to Section 508
criteia for web applications can be easily rectified with little impact to
2/25/2022 - The ASI new ADA
tool to conduct 508 compliance testing. While a demonstration is planned to
confirm the tool can work with the BES architecture, the ASI has stated that
be

conducted along with the ASI's use of an accessibility validation tool used
1/31/2022 -

se of
during the reporting period. Note that thi finding is mitigated by the ASI

12/30/2021 - No further demonstrations or communication regardine the

5/3/2021 - RAP: Point
of clarification. The
S0AP agreement did
not establish that the
project would be.
deployed to the Cloud.
SOAP provided that
development be done
in the Cloud an
specifically that
deployment would we.
be to the on-premise
environement.
However, we did
acknowledge that
deployment may move.
to the Cloud. The final
decision to move to
GCP for production
was made in July
2020. The costs for
managing the UAT,
Production, and

overy.
environments were
notincluded in the
S0AP agreement nor

9/9/2021- RAP: We.
ook forward to
receiving specific
inquiries from the
V&Y team on
configuration
management and
having conversations.
We do acknowledge
that the plan likely
needs to be updated
toreflect the
processes in place on
the project for
configuration
management.

/3/2021 - RAP: The
decision to m
GCP for deployment
has driven the need
fora complete rewrite
of the security plan
per DHS. The AS! s in
the process of
loming h ffortto
make these updates.
The effort required to
‘complete this work
will be included in
either the GCP change.
request or a new
request We
ook forward to.
additional discussions.
with V&V and DHS.

9/9/21 - RAP: The AS|
has invited the V& to
make contact with the

the desk-top tool to
gain insight. To date,
the IV has not
contacted th
development lead to

ave further
discussions on this
topic.
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closed 2/28/2022) - t0 Day one of
sprint,with
adedute knowledge ot businssprocess and sporoach fo desig based

requirements definition efforts already completed. Prototypes of more.
complex Use Cases in coming weeks should provide a clear picture if designs
are meeting DHS business needs.  2/26/2022 - The Project adopted the

u

e Recommend: Event Horizon ob a
63 The lack of early planning and coordination Al Pangelinan mm— l/zl/zozl [ d items Interf q OPENSs i 1.6.C e Q2021 4 1 Low Open  05/31/2022-
with nterface partners may resuit in Interface and documented by the AS. - Connectiviy s planned . COMPLETE 1. Establish The ops,
schedule delays, Management  undefined ETS AP| Gateway; however, there is i sharing. ication plan and plan for each i of HYCF, DAGS, and CYRCA). DPS, HYCF, and DLIR have all been drafted and are: 7/20/21 RAP - The AS!
eg: " ! contacts. going DAGS has not team requests that the.
3 I COMPLETE 3/31/2022 3. Define a release schedule for each interface to ; DHS i i discussions wit Tax for VRV reassess the
coordination, design, and testing activites (Unit Test,SIT, UAT). - Interface  addition, after planning il have to d o Severty of this riskin
i i i i DHs a5 bei light of the following
i . I reasons: a) the ATC
technical designs of all interfaces. 01/04 COMPLETE schedule extension
04/28/2022 - has made the urgency
appro i this reporting period. The DAGS, DLIR, DOH, and HYCF agreements are stil for tackling these tasks
been Omlugm outstanding. I addtion, there is a new element to thisrisk regarding DLIR less than it was before
i that started essening
03/29/2022 - the schedule isk, b)
communication plans i ths reporting period. 02/25/2022 -There were no. theiincrease from
changes to the interface communication plans in this reporting period. Medium to High in
01/28/2022- May was based on a
i this reporting period. Based on discussions with the ASI, two misunderstanding of
the current state of
i the MOA's and contact
3 M d 3 unit-test metrics,¢) substantial
progress has ma
the , IW has. ety
Low. 11/28/2021 - No changes to the interface communication mm in this Progress
W recommendations,
process for the IRS interface, the DLIR modernization phase, and the and it continues to
i trendin the right
DOTAX. These new items mav imoact the oroiect schedlle. the exitine direction. In regards to
61 Poorly executed 1AD and design sessions  Brad Finding - 11/30/2020 System Design  ASkled Workflow JAD sessions have been held for CMM, with the following  The CMM Worklow JAD sessions restarted in November. DHS indicated - JAD and design sessions should be lead by experienced senior BAs, with 3 2 5 Med  Open  5/31/2022-The ASlinstituted a new process to align ASI BAs to similar Use
could lead to inaccurate design and rework. lssve conceis bl observd, - No lea nodcton 1.l partlpantsan e . some cancern regring the MM Warklow JAD goals, objectives an ommunicated t (additional Cases to build knowledge of common business processes,strengthening
goal of the JAD, overview on the process and the importance of their d rest Closed theirfaciiation during design meetings. DHS Lead Product Owners are also 9/9/21 RAP - The V&V
participation. - On many occasions the conversation needed to be driven by wwumm 4/30/2022) - use their ki does participate in
leading uestons s cxpected,but was nsead. ead by busines users - he users and clens? Incomplete o uncier J4D sssions with nsffcent questions. hould noted i this month's positive finding. ~4/30/2022 - The ASl is working to many facets of the
Too muct answertoa lead to.a poor design, designed mitigate the issues raised regarding inconsistent BA performance, including deisgn process
4 the call for 30 " improve  taking ac tothe to be’ business the migration of Senior BA to CMM team and providing adtional including screen mock
seconds or more - Lack. on how. design process. (Closed 4/30/1012) The ASI should back-track signficant Additionalh Iyst wil up reviews, backiog
workflow could be designed to ease/improve process for client differences in design direction to determine the root cause to dentify these participate in early days of design sprins to help with iniia discussions of grooming sessions,
le. COMPLETE - design. The IVV team and DHS look to observe improved faciitation in and Sprint demo's
proactively d Product owner
seeing collaboration. 10/5/21 Complete - The Functional Design has also been added, focusing on BA preparation for Design Sprints. discussions are meant
t concept 3/30/2022 - DHS and ASI continue to ramp up design sprints, with positive t0 have imited
defined and shared with allproject team members. (Closed, 1/31/2022) - Whas participation. The
Invite IV o all future design sessions and design sprints to allow IVV to Use team s concerned
observe and assess the effectiveness of the revised design processes. d needing to backtrack oin design spr - about the participation
(Closed, 1/31/2022) - AS| and DHS should work together to vet the in- flight. Additionall, the AS! faciltators have stated the JAR/JAD notes from of the V&V for two
progress design with all SVEs for the area of focus. (being met by new. he ful, main reasons: 1) V&Y

does not always stay
silent in discussions on.
design despite

on JAD/JAR notes and other pertinent material. include DHSand W assurances from the
DHs/ASIteam IVEV PM that itis not
results their role, and 2) V&V

participtation typically

expected by leading some of the design sessions. The next step i to
results of drives what are meant

number of key issues raised by the stakeholders are reduced. 1/31/2022 - tobeinformal
AL two o The. orocesses to more
49 Poor quality project deliverables may impact Brad CEle QD Bz In April, four 81-10 design deliverables and one Interface Control Document ~ The staff forall - be performed by the Immediate 2 2 low Open  5/31/2022- 06/30/2020- . 810
system design, testing artifacts and the lssue. tanagement There attendance. Quality ringing more focus and atention on design documens, which has a was qualiy ssues, and 7/30/21 RAP - The ASI
project schedule. each P sl project,so there could pe v DHS is t, wil be revised team willreview and
alack of a logical ore: an ) root causes of dentified, W will respond to this ssue.
detail, and a time, unanticipated rework, the Quality Management Plan, when published by the ASI. 4/30/2022 - No again when a material
from botha sgged this issue in ing d additional materil updatefor this reporting period as I ST update is made by the.
by the ASl Closed 7/30/2021 - ASIreviews ts Quality Management Plan to ensure that V&Y. Wealso
this in are published, IVV will re-evaluate this finding. 1/23/2021 WV continues recommend the
high-level results, particular, the AS! should evaluate and consider if it is in alignment with to review the Release 0.6 test results and available metrics. The inital rethinking of the frst
Section 3.1.2 Measure Project Quality, which states, ASI measures process which h recommendation
‘and product qualit by 1) selecting BES implementation process and product based on th
attributes to measure; 2) selecting component actviies to measure; 3) date. Ifthe number of defects attributed to design remain low throughout assessment from the.
for 6 testing, the focus. 2022 - IVRV that this is a low
nto a singl Based on ASI and DHS testing and defect validation progress, IVV's root risk. The tone, tenor,
. WV has i and substance of that
process and Al in Release 0.6 shows a low cause of defects from design, the primary recommenation is out
verifies that the information in design and testing artifacts i kept n syn concern of this finding should be addressed. 12/31/2021 - The completion of step with arisk
and consistent. (closed 5/31/2022) - ASI perform a root cause analysis with ifcall percelved by the V&Y.
DHS and IWV design. fora number of
(closed, 1/31/2022) testing for Release 0.6 could address the scope of this finding. 11/30/2021 - months now to be low.
The results of the system testfor release 0.6 showed a significant reduction /2321 13p - The AS!
in defects p , which could team agrees that the
the quality , full embrace by the
o 10/31/2021 project of the
Confluence tool has
in creating test cases and resulting i defects in development. IVV and DHS. improved the.
are concerned that as the project moves to larger and more complex. deliverable
releases. these auality issues could neeatively imoact the oroiect. IVV added management orocess.
47 The COVID-19 pandemic and the related  mfors Finding- 3/29/2020 Project 0n 3/23/2020, the Governor of Hawailissued a “stay at home, work from participation e , val Ashp 2 2 tow Open  05/31/22 - The ASl and their subcontractor are making efforts to increase in-
"stay at home" order could hinder project Risk tanagement  home” order that has reduced state departments’abilty to be fully hindered, to focus on ‘work which could 8D, 7/30/21 RAP - The ASI
activities and negatively impact the project functional as work remote. By (8. Ms. communication as well as overall quality of project work. 04/29/22 - No agrees that COVID at
schedule and budge. endof be v the  Teams/skype). - Complete - Suggest the project and DHS create a detailed, material update for this reporting period. 03/31/22 - State leadership has. this time i lkely a low
completely shut down untilthat time as well. Unclear if the order will  sessions. Going forward, most f not al will more than fisk to both schedule:
extend beyond that date. revised quiring and budget for the
i so0n a5 s e members f th PO, the PO s il retire o mpacs The pln should nludeth sl sconamic Impacts t thesate licies for the. project despite some
4/30/20 an¢ june 2020, - lan to D gically req increases related to
state could experience a significant loss of revenue due to COVID, which  include any new activities or updates to planned activites to aid the the delta variant. The
could lead to [ hiring is short and long term. in-person. 2/28/22 - ThaSthaszwzu is Dlnnmngunehmmmmg most AS! team continues to
freeze, DHS PMO may not be able to replace these key resources Complete - Send oad commuricaions o sakeholders o asure lar « 5/22. In maintain social
Additionall, if s, resources. g o e et distancing in the office
constrained. Unclear if COVID as well what will remain the in-person meetings. 1/31/22 - The ASI has reaffirmed that remote in line with State:
impact overall project funding. same. - I form mandates. However,
< d theref the team has
d d for team quality of some project activitis, albeit difficult to quantify. 12/31/21 - essentially reached the.
members not wat for meetings to converse. proj y new normal in
not plan d Honolulu. This
will materially impact the project. 11/2/21 - The ASI has transitioned includes fewer
their team resources travelling
office as of October 2021. It remains unclear whether the new COVID and more conference.
variant (Omicron) willdisrupt project activities. 10/28/21 - No material calls; however, the
update in reporting period.  9/29/21 - No material update in reporting project has adjusted to
period. 8/30/21 - The ASI has recently reported they will be closing their the lack of in perso
offices for at least 2 weeks given the escalating number of COVID cases. As meetings. In our off-
work will be ongoing, they do not expect significant impacts to productivity. shore office, we still
7/27/21The AS1 has reported that thei of-shore (India) team is back to full have staff working

streneth again after having some challenzes with COVID. IVV remains. from home. We exoect.
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voe Date _Categorv
HS PMO project team members have  Ryan Finding-  1/10/2020 Project As reported in various project meetings, several key DHS PMO, BES and ASI history of other Ashp 3 5 Hgh  Open
transitioned off the Project, which may ssue Management. toretire or lutions, and b , along with a level g
caus Knowiedige transfer and next few months or have already transitioned off the project. While there it project team. 5/31/2021-
e Jans and for the BES DDl and i '] he
n Janary, the AS! did dintroduce an i i ~Inprogress
buta plan fora
currently known. section 3.4.3 ‘DHS Staffing). The plan should include the possible COVID-19
ectlyin
resaurces. - Closed The ASIshould document a transition plan for each key.
resource as required by the RFP (reference RFP section 3.5.1.2 Benefits
ity Solution Project taffing') - Closed
Uncertainty and/or a lack of communication miors Finding- 5/28/2019. Project latform and BE have yet to be made 1 asap 2 2 Low Open
around long term architecture decisions lssve Management project. For exampl inclusive of all A I additional with any
could impact the project budget, schedule, KOLEA and toa Siebel in the future,  architectural changes are fnalized. - Complete - DHS should finaize the
system design, and planning decisions implementing two Siebel instances (one for KOLEA, one for BES), but thisis  planning should If - Portal strategy and
1o, now, thi ke d project teams. Complete 3/31 - The
details of decision or the plan i o the two toth
tegrating systems i the future. platform (e.g., ADA, Configuration Management tools), MandO, MQD, and
and/or documented. Further, there may be some uncertainty around -
(including KOLEA and
will be moved to the cloud.
these
decisions. - The Project should continue to ensure communication between
in each area. -
processes
‘communication between the architecture team and the rest of the project
team to assess impacts of architecture decisions to the Project.
Lackof clear understanding of the DI mors Finding - 12/17/2018 Several Design, Development, hand  OPEN« 13119 3 3 Med  Open
approach may reduce effectiveness of all ssve evelopment IAR and JAD their The
SDLC Processes. bserve sI they do not
P
unclear.
JAR session, 2 their role. COMPLETE » AS| provide an adtional DI approach overview
by new methodology, especially new product owners. - Complete 8/27/2021.
members of the team, or by other interested parties.
Late delivery of project deliverables has  Ryan Finding- 11/28/2018 Project Based upon 11/26/18 lead pacs 3 00 many e IN PROGRESS Despite not et having 2 revised baseline schedle, continve  T8D 4 4 High  Open
caused schedule delays. tssve anagement  specifics), of

the date of this report, these deliverables include the Project Management

+++0LD***Without a PMP that depicts all Project Managemem proceses

ath COMPLETE 5/31/2021.- When thefeted schecule s publshed the

Plan (PMP), which i the formal document that is used to manage the the Project can suffer and project
execution of the project. . this isk by b thout the leqwed o Jans for those tasks that may be
2 backiog of (0eD) 2 late. - Complete 4/30/2021 7/29/2021, 12/30/2021 - DHS and the ASI

and acceptance from the State.

be

managed.
evaluate the estimating process to determine if changes should be made to
reduce the number of late tasks and-or conduct a root cause analysis to
determine and address the root cause(s). - Closed 8/31/2020

~Prior finalize the

address
e ASI, and W
{etons eenets-Close Eabl process for DHS and the ASI to
‘mutually agree to the revised project schedule baseline. - Complete -
Establish the process for on-going schedule management and weekly.
updates, utiizing the Schedule Management sub-plan of the Project
Management Plan (81-04). - Complete 5/31/2020 - Finalze the updates to
by

DHS and IWV. - Closed. 5/31/2020 - Establish the process for s e s
to mutually agree to the revised project schedule baseline. - Closet
3/31/2020 - Add a tasks that have been performed or planned t b
performed in the interim schedule. Closed 5/30/2020 - effective 5/15/2020
he St o longermaitaiing the ner schecule. WV recommends rt
the ASI complete the Project Management Plan deliverable, work with DH:
o e

tat
5/31/2022 DHS continues to recruit for PMO resources, but the three.
H e

4/23/21 RAP - From.

02/08/2021 - Brian Donohoe does not agree with IVV's high-critcality rating
on this Findi and  the ASI perspective,
For example, January 29, 2021 8
Final DHS and
4/28/2022 - No material upe 3/31/202-  02/8/2021). hoi is inthe of!
b project. Involved in Arch d tool sets, have provided little
date. future vision, etc. Day to day Emerald, We imp:
DHS staffing. project. At this point,
 as of this date, the knowledge
application. 1/28/2022 - No material updates in this reporting period. transfer gaps have

/2021 - No material updates in this reporting period. 11/26/2021-
No material updates in this reporting period. 10/31/2021 - No material
updatesin thi iod. 9/30/2021 -

e DHS. To

experience. The Assistant BESSD Administrator will provide an active.
P

tobe unfilled.8/30/2021 - No material update n this reporting period.
7/28/2021 - No material update in this reporting period. 6/30/2021 - No.

5/31/2021
this reporting period. 4/30/2021- DHS. reper\ed the !

continueto monior, 3/31/2021 - No materialupdate to ths e

5/31/22 - The ASls addition of resources including backfilling of key
positions

the benefits of moving the ) off

us/;u/zuzu Combined application is stil planned. App still not finalized by
m Arch pespective we ar g i Lieray. Fuure ntegration

probabilty of impact
‘and severity of impact
and lower the overall
rating for this
1isk3/3/2020 - The ASI
M stated the Project
Coordinator position is
filled and they wil
begin work on
3/3/2020, transition
activites from Donna
will beein next week

" aryarop - e

o theparls

Oracle DBMS. 4/29/22 - The ASI OCM
plan for communicating the 2-portal strategy, which may include a portal

gl proj prep:
stakeholders. 03/31/22 - The ASI has onboarded a new Lead Architect who

ging
improve clarity around governance, capabiliies of the different
infrastructure components and how they will be utiized. The strategy for 2
portalintegration has been agreed to by DHS OIT, MQD, AS), and €S, and

n I, the related
available to the proj 2/28/22- W
of the all

project stakeholders. I DHS is not able to fund these changes, stakeholders
e i

hase. The AS has stated they
newlead architect; however, this resource will likely rol off the Project after
6 months. 1/31/22 - The ASI has yet to full share and vet details o key
change requests with a relevant stakeholders. The ASI plans to review

e 12/31/21-

Detais of

Delays 1 leave
litte time to react to significant architecture or other CR changes. 11/29/21
- The AS! renorted orogress in finalizing details of the Two-Portal and GCP
D B S T S oY

form

data sharing, Wchal\zmsmade to Adobe, this would
reduirea A

1/7/19; Note. During the 01-02-18 [sic] status meeting, DHS did not decline
u

processes (eg.,

nisys offered to

refine the final plan
for the two portal
vision. We expect that
final decisions will
likely be made during
this reporting period
ind communicated to
the project. The AS!
refers the IVAV to our
February update
regarding
Recommendation 3.
From our perspective
all necessary actions.

itis Complete we
request supporting
detail.

/23121 r3p - The ASI
and DHS continue to
refine the final plan
for the two portal
vision. We exoet that
9/3/21 RAP - The most
recent updates on the
SDLC have been added

For new
the JAD should be.

‘which created JAD session.
cbﬂ'uswn H the DDI that the
 project 1A,
pvozesses 1/29/21 The Project continues to make efforts to mitigate the A A
o moving one
of 5P team oHs
bein
being asked, the technology, and/or the DDI process. Other more

‘experienced DHS participants appear to be stepping up efforts to take.
control of some sessions when they sense that DHS SMS are not

1/22 -
strdes in implementing and refining their new SDLC process, though SMES.

DHs.
thatthelck fsenor ) is
e e e e W
the user interface may resultin a cumbersome design. IVV remains
concerned that some design sessions are being led by junior resources
without the support of more experienced BAs. 2/28/22 - IWV remains

Jysts (B

DHS SMES, who may struggle with implementation, which could hinder

productiity and lead to schedule delays. 1/31/22 - The ASI and DHS are.

revising their things,

overall

5/31/2022 - The Project continues to refine SDLC processes to improve.
Although

critical

path and conducts meetings to address late tasks. The ASI has reported

elays in development that may impact the project schedule. 4/28/2022 -
sprints with

success. Some sprints require additional time due to 1) not having the right

process, 2)

preparation and/or experience conducting the sprints, o 3) the abiliy of the
DHS POs and SMEs to effectively execute their roles. However, the Project
conducts taking steps P

dditionally, the ASI
crtical path, 3/21/2022 - The ASrrted most design sprints were
eariier than plannet

paused
be

process,

have on the critica path.

delay Release 7 System Integration Testing. I is not yet known how this
v o-live dates.

mitigate.

2/28/2022
ly March 2022.

schedule and

of the major tasks.
are reviewed and mitisation actions identified. f necessarv. 1/28/2022 -

promised. The te
lead will continue in
her role as testing lead!
and willalso continue.
to play an advisory
e e
the system as she has
= et
project. The process
changes did not
change her role.
7/20/21 RAP - The ASI
provides updates
the SDLC processes on
published Confluence.
They continue to.
evolve in response to
lessons learned,
project schedule.
impacts, and

retrospective feedback
from the development
teams. We

leverage the monthly
7/20/21 RAP - The AS|
will continue to refine
the published schedule
based on feedback

through the final
change request for the
ATC which is nearing

completion. Regarding

is hopeful, that we can
agree in principle on
the ATC change
requestin July and
have a final schedule
published by the end

tracking actions be
taken on late work on



