





































































































[Configuration

(A Tack of a configuration management

ANALYSIS
[A configuration management plan has not yet been drafted. DataHouse

RECOMMENDATION ID.

[2019.07.1T06.R1

RECOMMENDATION
Develop & formal configuration

SUPPLEMENTAL RECOMMENDATION

[+Ensure the plan is in accordance with IEEE 828-2012 - Standard for|

FINDING STATUS UPDATE
9/20/19: Accuity has kept the severity rating as Level 2 (Moderate).

[management plan in place may impact
the security and privacy of the data.

on June 3, 2019 but was not yet approved by DLIR. Based on the current
project plan, the éCMS Project was supposed to begin the Build stage of
Phase 1. Although the recent DHS development willlikely delay the start
of the Build stage, not having a security management plan in place may
result in improperly defined security requirements and may preclude the
2dequacy of the system to support the data needs of the system. Security
controls should be defined in the security management plan and
implemented as part of an organization-vide process that manages
information security and privacy risk.

plan meets specific standards.

[+DataHouse and DLIR should collaborate and agree upon the
<pecific standards that will best serve this project.

[2019.07.1707 k2

Finalize the security management

plan

Management [plan may impact the performance and  [plans to prepare a configuration management plan by October 11, 2019. management plan. (Configuration Management in Systems and Software Engineering |Although Accuity obtained a better understanding of configuration
quality of the system if unauthorized or ~|Based on the current project plan, the éCMS Project was supposed to and includes the configuration management planning process, [management through interviews of the Content Management and
untested changes are promoted lbegin the Build stage of Phase 1. Although the recent DHS development process, change control Case Management development teams, DataHouse s stil in the

willlikely delay the start of the Build stage, not having a configuration [process, configuration status accounting process, configuration process of finalizing and documenting a configuration management
[management plan in place increases the concen that changes may not be auditing process, interface control process, and release approach.
[properly tested, accepted and approved which may impact system [management process.
performance or quality. [+DataHouse and DLIR should collaborate and agree on the 10/25/19: No updates to report.
[configuration management plan purposes and processes that will
best serve this project. 11/22/19: DataHouse provided a summary of the configuration
approach for the Case
eam in addition to the previously provided summary of the Content
team's approach. The
[management approach used by the other development teams (e.g.
is still not clear. .a
DataHouse team plan
was not completed.
12/20/19: There was confusion about configuration items and
required DLIR approvals due to a lack of a comprehensive
configuration management plan.
|Accuity will continue to evaluate the configuration management plan
and approach.
[Security i Not having an approved security [The Security Management Plan (version 0.0) was prepared by DataHouse [2019.07.IT07.R1 [Ensure the security management _[*Consider the industry standards and best practices above. [09720/19: Accuity has kept the severity rating as Level 2 (Moderate).

[The security management plan has not yet been finalized and also
needs to be updated to include AWS security plans (from finding
2019.07.1T01). DataHouse plans to complete the security
[management plan updates in October 2019.

10/25/19: Accuiity increased the severity rating from Level 2
(Moderate) to Level 1 (High) due to the need for a plan or controls to
be in place and the impact that a delay in implementing the plan or
controls would have on project activities including data conversion,
training, and testing. DataHouse clarified that the submitted
Security Management Plan only covers the DataHouse project team.
DataHouse also clarified that they are only responsible for
application security which they intend to document in an Application
Security Management Plan and that DLIR is responsible for network
security, security requirements, and security controls. DLIR does not
currently have formal security policies but plans to develop policies
in early 2020. DLIR also plans to work with ETS to identify minimum
security requirements to allow the eCMS Project to progress as the
formal policies are developed. Necessary security controls should be
decided on and implemented prior to data migration and task
dependencies related to security should be identified in the project
schedule (refer to finding 2019.07.PM13). DLIR should also consider
security controls for system data held by DataHouse.

11/22/19: ETS provided some guidance regarding AWS control
tower and cloud security framework considerations. DLIR is working
with EDPSO and ETS to identify security requirements and evaluate
security design options.

12/20/19: DURis first identifying security requirements (refer to
finding 2019.10.1T02). No updates to report on the security
[management plan.

|Accuity will continue to evaluate the security management plans and
[policies as they are finalized.
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Appendix E: Prior IV&V Reports

06/30/19 Initial On-Site IV&V Review Report

09/20/19 Monthly On-Site IV&V Review Report
10/25/19 Monthly On-Site IV&V Review Report
11/22/19 Monthly On-Site IV&V Review Report
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Appendix F: Comment Log on Draft Report
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Appendix F: Comment Log on Draft Report

DLIR DCD eCMS Project: IV&V Document Comment Log

Culty.

CERTIFIED PUBLIC ACCOUNTANTS

Commenter’ .
Comment .et. > Accuity Resolution
Organization

No DLIR comments.
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