




































































Configuration 

Management 

Security 

2019.07.ITOb Moderate 

Moderate 

ilii1i 
Moderate Alackofaconfigurationmanagemem 

planmayimpact theperformanceand 
qualityofthesys:emifunauthorizedor 
untested changes are promoted 
between environments. 

Nothavinganapprowdsecurity 
management plan In place may Impact 
thesecurltyandprivacyofthedata. 

A configuration management plan has not yet been drafted. Data House 2019.07.ITOb.Rl 

planstoprepareaconfigurationmanagementplanby0<::tober11 ,2019. 
Based on the ament project plan, the eCMS Project was supposed to 
begintheBulldstageofPhasel. AlthoughtherecentDHSdewlopment 
willllkelydelaytOOstanoftheBulldstage,nothavingaconfiguration 

management plan In place inaeases the concern that changes may not be 
properly tMted. accepted and approved which may impact system 
performance or quality. 

TheSecurityManagementPlan(verslon0.O)waspreparedbyDataHouse 2019.07.IT07.R1 
onJune3,2019butwasnotyetapprovedbyDUR. Basedonthea.arrent 
projectplan,theeCMSProjectwassupposedtobeglntheBuildstageof 
Prlase 1. AlthoughtherecentDHSdevelopmentwill ll~elydelaythestart 
oftheBulldstage,nothavlngasecuritymanagememplanlnplacemay 
result In Improperly defined security requirements and may predude the 
adequacyofthesystemtosupportthedataneedsofthesystem. Security 
controlsshouldbedefinedintheseo.,ritymanagementplanand 

implementedaspartofanorganization-wideprocessthatmanages 
info!Tl1ationseo.,rityandprivacyrisk. 

2019.07.IT07.R2 

Develop a formal configuration 
management plan. 

Ensure the security management 
planmeetsspecilicstandards. 

Finalize the security management 

•"· 

•EniU,..thephmlslnaccordancewith lEEE828-2012 - StendardforOpen 
ConfigurationManagementinSystemsandSoftwareEngineering 

andindudestheconfigurationmanagementplanningprocess, 
configurationldentificationprocess,configuratlonchangecontrol 
process,configuratlonstatusaccountingprocess,conflguration 
audltingprocess,lnterfacecontrolprocess.andrelease 
management process. 
• DataHouseandDURshouldcollaborateandagreeonthe 
configurationmanagementplanpurposesandprocesse1thatwill 

best serve this project. 

-con11derthelnduttrystandardsandbestpracticesabove. 
•DataHouseandDURshouldcollaborateandagreeuponthe 
speciflcstandardsthatwillbestseivethisproject. 

Opoo 

09120/19: AccuityhH~epttheS(Nerityratingaslevel2(Moderate). 
AlthoughAtcuityobtainedabenerunderstandingofconfiguration 

management through lmeiviewsof the Content Management and 
Case Management development teams. Data House is still In the 
processoffinallzinganddocumentingaconflgurationmanagement 
approach. 

10/25/19: Noupdatestoreport. 

11122/19: DataHouseprtwidedasummaryoftheconfiguration 

management approach for the Case Management development 
team in addition to the previously provided summary of the Content 
Managementdevelopmentteam'sapproach. Theconfiguratlon 

management approach used by the other development teams (e.g. 
integrations, AWS/networkl is still not dear. Additionally. a 

comprehensive DataHouse team configuration management plan 
was not completed. 

12/20/19: There wasconfuslonaboutconflgurationltemsand 
requlredDURapprovalsduetoalackofacomprehenslve 
configuration management plan. 

Accultywillcontinuetoevaluatetheconflguratlonmanagementplan 
and approach. 

09/20/19: Accultyhaskepttheseverityratingasl..evel2(Moderate). 

Thesecuritymanagementplan hasnotyetbeenflnallzedandalso 
needs to be updated to lndude AWS security plans (from finding 
2019.07.IT0l). Data House plans to complete the sea.arity 
managementplanupdatesin0ctober2019. 

10/25/19: Accultylnaeasedtheseverityratlngfroml..svel2 
(Moderate)tolevell(High)duetotheneedforaplanorcontrolsto 

beinplaceandtheimpactthatadelayinimplementingtheplanor 
controlswouldhaveonprojectactivitiesindudingdataconversion, 
tralning.andtestlng. DataHousedarffiedthatthesubmitted 

Security Management Plan only covers the DataHouie project team. 
DataHouse also darified that they are only responsible for 
application iecurity which they intend to document in an Application 
SecurityManagementPlanandthatDURisresponsiblefornetwork 
security,securityrequirements,andsecuritycontrols. DURdoesnot 

rurrentlyhavefo!T11alseruritypoliciesbutplanstodeveloppolicies 
In early 2020. DUR also plans to work with ETS to identify minimum 
security requirements to allow the eCMS Project to progress as the 
fo!T11al policies are developed. Nealtiary security controls should be 
decidedonandlmplementedpriortodatamigrationandtask 

dependenciesrelatedtoseo.,rityshouldbeidentlfiedintheproject 
schedule(refertofinding2019.07.PM13J. DURshouldalsoconsider 
securitycontrolsfor5)'$1emdataheldbyDataHouse. 

11122/19: ETSprtwidedsomeguidanceregardingAWScontrol 
tower and doud security framework con,iderations. DUR i, working 

withEDPSOandETStoidentifyseairityrequirementsandevaluate 
securitydesi£'1options. 

12/20/19: DURisfirstidentifyingsecurityrequirements(referto 

finding2019.10.IT02). No"f'datestt>reportonthesecurity 
management plan. 

Accuitywill continue to ev.iluate the seo.,rity management plans and 

polldesastheyarefinallzed. 



Appendix E: Prior IV&V Reports 

AS OF DATE 

06/30/19 

09/20/19 

10/25/19 

11 /22/19 

Initial On-Site IV&V Review Report 

Monthly On-Site IV&V Review Report 

Monthly On-Site IV&V Review Report 

Monthly On-Site IV&V Review Report 

DESCRIPTION 

Appendix 34 



Appendix F: Comment Log on Draft Report 

Appendix 35 



Appendix F: Comment Log on Draft Report 

DUR DCD eCMS Project: IV&V Document Comment Log 
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