













































































Id | Title /Summary Finding Description ‘Analysis and Significance Recommendation Updates Category Type | Priority | Status Closure Reason Closed Date | Risk Owner
25| Insufficient data | Data validation processes and procedures to ensure data Insufficient data validation processes and procedures * Revisit existing data validation processes and procedures (automated and otherwise) to | 10/31/18 - CRT provided DOE with a file match/update process showing element by element changes which should assist with better | Quality Issue |Low Open Michael
validation, checks |accuracy are insufficient and have resulted in data errors during | resulted in system errors including inaccurate paychecks and |identify which should be implemented/enhanced and prioritized based on criticality and validation of their data. IV&V will lower this risks rating to a "low" as the project has made good progress toward improving validation. Management
and balances payroll processing. reports. impact to payroll processing and stakeholder confidence. Once identified, an
implementation plan can be created and implemented based on available resources to 9/26/18 - CRT has made good progress towards automating some data validation processes that have increased the overall quality of
Recently HawaiiPay ran (legacy) payroll for two pay periods in | mitigate this risk. incoming data. For example, a process was created to better validate UH/DOE inbound HR data, that allows them to send targeted HR
a row that included a significant number of incorrect * Automated data validation support can not only increase data accuracy but also reduce the |files that CRT processes and sends UH/DOE error details so they can troubleshoot/cleanup. This will likely improve conversion as well as
deductions for UH employees. The state reported that level of effort of manual processes for already constrained project resources. parallel testing error rates as HR data has been the source of many parallel test failures.
already constrained HawaiiPay mainframe IT staff were in the | * Explore the feasibility of having the agencies and TPA's to validate the final payroll run data
midst of preparations for a major software release when the | before payrollis run. 8/31/18 - Seems like several recent defects identified this month could have been either prevented or identified early enough in the
Janus supreme court ruling came down with no allowable process through the use of validation techniques (user input validation, onscreen user interface instructions, or validation queries) to
timeframe to implement system changes, requiring an minimized negative effects as well as minimize level of effort to correct errors.
immediate update, creating additional activities to make the
next payroll run. Errors may have been avoided if proper 7/31/18 - Opened as a new issue. To mitigate future UPA interface errors, the project has implemented a manual validation process
data validation processes and procedures (checks and that must be performed every pay period. This is intended to in place until all employees are migrated off the mainframe (i.e., Group 3
balances) had been in place that could have caught the errors deployment).
prior to the payroll run. Extensive efforts were required to
manage and resolve the errors and reimburse affected
employees.
Many validation activities are performed manually with
limited or no automated support. Overreliance on manual
validation processes not only increase error rates but also
increase the risk associated with over-allocating key
resources (see risk #5, "Impact of project resource attrition"),
risk #4, "Group 2 and 3 planning and execution activities
overlap", and risk #6, "Insufficient project resources").
26| DHRD users' access | Inadequate controls to manage access to update payroll data | DHRD had access and the privileges to make a change which | Explore methods to secure critical payroll data that DHRD does not need permissions to | 10/25/18 - There s still no clear agreement on data governance between DHRD and HawailPay (e.g. who can change what). Also, many |Quality Risk |Low Open Michael
to shared tables by both DHRD and Payroll Division users could result in payroll | could have corrupted payroll data since there are no agreed ~ |edit. users have non-standard (custom) profiles which could lead to users inadvertently getting access to data they shouldn't and lead to data [Management
could result in data corruption. upon controls for managing the shared payroll data. In this |« If securing the data via permissions is not a viable option, recommend engaging DHRD corruption. Still, IV&V will reduce this risk status to "Low" as DHRD has demonstrated a better understanding of and better control over
corrupt payroll data instance, the error was caught by Central Payroll before it | leadership to come up with a plan to effectively train DHRD users to avoid corrupting payroll | changes that could impact payroll and HawaiiPay has made efforts to monitor DHRD changes. Further, the project is close to standing
could impact a production payroll run. data. Additionally, explore methods to audit impactful DHRD edits and establish appropriate |up a Enterprise Configuration Management Board (ECMB) that will include DHRD as participants, and intends to leverage this group to
checks and balances to ensure corrupt data does not impact payroll. address data governance and other controls to help further mitigate this risk.
Making uncontrolled changes to core payroll data can lead to | Provide documentation to DHRD users (or "cheat sheets") that provide clear guidance
inaccurate paychecks, loss of data integrity, and time wasted | when editing sensitive tables that could impact payroll. 9/26/18 - The project is currently exploring better methods to mitigate including utilizing granular permissions to control access to
spent tracing the source of data corruption. The project has |« Immediately establish a cross divisional governance working group to define and document | payroll impacting data. DHRD is currently utilizing table level audit features to monitor HawaiiPay edits to tables that could negatively
already reported an instance where DHRD users modified Job | process and data sharing governance (including rules, guidelines, executive decision making |impact HR data. The project recognizes the need for better governance/agreements in place going forward. Until governance can be
data tables which would have generated inaccurate or processes, and user guides). These could be outlined in an MOA, agreed to and signed by | developed and agreed to, the project will continue to work to increase communication and informal agreements to avoid negatively
missing paychecks if the error had not been discovered both DAGS and DHRD. impacting each others data.
before payroll processing. Further, it is unclear if efforts to
train DHRD users to avoid data corruption have been 8/31/18 - IV&V opened a new risk with regard to lack of good data Data would typically
effective or if DHRD had fully participated in HawaiiPay address how the project would managed shared data access and could address DHRD roles/responsibilities/rules around shared data.
training efforts. The project is currently in the process of
exploring options for controlling edits to key tables to prevent 7/30/18 - IV&V opened this as new risk with Medium criticality.
payroll data corruption.
27| Communications to | While IV&V has observed good efforts by the project to provide | The project has experienced two different occasions of bank |« Enact overt and persistent efforts to address communications that have proven to be 10/31/18 - Unclear if UH will be conducting enrollment drives as they have not been with their OCM/employee go-live [ Risk |Medium |Open Michael
external entities may | reasonable levels of communications to external entities sending inaccurate communications to its state employee | ineffective and with organizations that have known communication challenges. communications plans. As the December go-live draws near, the project may be unable to plan for the required level of support to Management

be ineffectual

(departments, TPA, banks, etc.), some communication have
been misinterpreted or mishandled and have not produced
their intended result.

members. As part of Group 1 preparations, one credit union
sent a letter to all their state employee members describing
HawaiiPay changes, even though changes were only
applicable to Group 1 employees. During Group 2
preparations, American Savings Bank (ASB) sent a similar
errant letter to all of their state employee members when, in
fact, only Group 2 employees would be impacted.

The project has also noted instances where departmental
leadership was unaware of their staff's activities and
communications with HawaiiPay. This can create confusion
and lead to poor leadership decisions that could negatively
impact the project as well as distract HawaiiPay leadership as
they manage misunderstandings.

Failure to provide overt, persistent, and clear
communications to key stakeholders can lead to confusion,
frustration, and misunderstanding for external entities with
inherent communication challenges and can inadvertently
result in a loss of confidence in the project.

+ Over communicate important messages as well as messages that are likely to be missed.
For example, multiple emails can be sent to reiterate important messages or restate them in
increasingly simple or overt terms.

* Reassess existing communications and provide further clarification to TPA's to ensure clear
understanding and provide guidance on future communications.

« Provide template letters to TPA's that provide clear communications that TPA's can modify
to meet their needs.

+ Obtain agreements with each department on the process for HawaiiPay to review all
HawaiiPay related communications sent to employees.

* Insist departments and banks forward all of their HawaiiPay related state employee
communications to HawaiiPay for review prior to sending.

assist UH in preparing for enroliment drives due to lack of UH feedback. UH failure to provide their employees with timely and accurate
enrollment and go-live instructions could lead to confusion and increase enrollment errors at go-live, which could reflect negatively on
the project. IV&V will continue to monitor.

10/24/18 - The project has reached agreement with DOE for providing train the trainer support to DOE to assist with enrollment drives
and accurate communications to DOE employees. Still, the project remains concerned that DOE has either misconstrued or ignored
project guidance on DOE employee pre-go-live communications.

10/18/18 - The project plans to assist central payroll with periodic training and Q&A webinars to assist departmental payroll users and
ensure thorough understanding of new processes and system functionality. This should go a long way towards good OCM (reducing
confusion and user errors that could impact payroll) and should increase user adoption and positive perceptions of HawaiiPay.

10/3/18 - DOE has requested the project review of DOE communications material they are preparing to send to their employees.

9/26/18 - The project has initiated communications with the DOE Pubic Information Officer who has since committed to a better
communications plan and to submitting future employee communication for project review prior to distribution. Communications with
banks continue to improve as the project is working closely with key credit unions and will be review communications before
distribution.

8/31/18 - If Group 3 is delayed to December/ January, IV&V recommends overt communications to explain why it has to be pushed all
the way out to December/January instead of November/December.

8/20/18 - DOE has chosen not to fully utilize the communications package and guidance provided by HawaiiPay, which seems to have
resulted in the DOE sending inaccurate communications to their employees. DOE has sent follow-up communications with corrected
information. IV&V recommends the project insist that all HawaiiPay related send to employees are
reviewed by HawaiiPay.

partmen
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id | Title/ Summary Finding Description ‘Analysis and Significance Recommendation Updates Category Type | Priority | Status Closure Reason Closed Date | Risk Owner
30(Strategy fordata | Without a finalized data management strategy, data policies | The project has received feedback from other agencies, - Work with appropriate DAGS governance processes to develop an over-arching strategy for | 10/24/18 - ECMB plans have progressed. This committee is the first step towards change management governance as well as improving [ Project Organization [Risk | Low Open Michael
not  |andint y may not address the | notably DHRD, regarding data permissions and processes that | data management across the departments data governance. & Management
finalized needs of all entities with responsibilities for governing data [ need to be implemented or enforced which may or may not ~ |- Work with impacted departments to codevelop and implement data management policies
which may result in ineffective data management and bein line with the project's vision or approach. The in support of the HawaiiPay solution. 9/26/18 - The project has initiated plans to create an Enterprise Change Management Board (ECMB) which is intended to shore up
remediation processes. implementation of the enterprise payroll solution, HIP, governance on many levels including data ECMB is awaiting approval.
warrants enterprise-wide policies and governance of the
system, it's data, and it's outputs. 8/31/18 - The project initiated a monthly meeting with Payroll and HR SMES across departments to share information regarding system
updates, identify lessons learned, establish best practices, and provide status on project’s progress. This forum is likely to help identify
data management requirements for inclusion in the project's strategy development efforts with DAGS governance.
31(Lack of adequate | The project currently lacks sufficient project security policies to | Without thorough state/departmental security policies and |- Create/implement a HIP administrative user agreement for department administrative 10/31/18 - The project received state CISO confirmation that the state does not have a PoLP policy. State CIO and CISO has drafteda | Risk Management |Risk | High Open Michael
formal controls guide, among other things, departmental user permissions. | procedures, the project could lack sufficient guidance in users who are responsible for determining permissions for departmental users. The memo to DOE to ing of ion of duties and PoLP. However, the memo does not seem to make it clear
related to end user | While the HIP User Access Request form references a pdf that | creating project security policies/procedures. agreement should assure that administrative users clearly understand their additional that several DOE permission requests seem execessive and seem to violate these principles. The project has made some progress in
provisioningand | describes roles and based on user duties, the project seems to | Without p project PoLP security best practices, guidelines, PoLP, and risks involved with giving users | raising user awareness of security and privacy concerns by adding segretation of duties policy guidance to their security access request
segregation of duties |lack the authority to deny departmental requests for excess | policies, the project may not have sufficient authority to deny [excessive permissions. form and will consider adding similar language to the systems login/splash page. The project has also drafted an NDA that will require
permission requests and permissions that are not in keeping  |excessive departmental access requests. Departments users. |- Formally notify department leadership of requests that appear to be excessive and assure | signature from all payroll users. DAGS responsibilities regarding protection of assets or prevention of fraud remain unclear.
with segregation of duties. Typically, state and/or could be given higher levels of access than they need, which | clear understanding of the risks involved; request departments rollback permissions that
departmental security policies will offer guidance for project [ could lead to unnecessary exposure of Pll data as wellas | seem excessive 9/30/18 - DOE user permission requests seem excessive and not in keeping with segregation of duties and the principle of least
security policy development that guide system permissions, [ identity theft, fraud, unfavorable audit reviews, and - Recommend implementation of controls designed to prevent end users from completing | privilege. The projects lack of formal security controls has left the project powerless to deny requests that could expose private data
roles, rules and governance. For example, if inadvertent corruption of data. systems transactions that are not in the best interest of the State. These control (PI1) and increase the risk of fraud and identity theft. Some DOE users may be given unnecessarily access to DOE employee SSN's and
state/departmental/system policy supports the principle of objectives should include: banking information.
least privilege (PoLP) and segregation of duties, the project « Controls that, where possible, prevent access to system
would have the basis for denying requests for excess that would violate standards and or policy related to adequate segregation of duties. This
permission requests. Controls currently exist to ensure would include a matrix that outlines HawailPay user roles that conflict with the control
departments only have access to their employee's data and the objective.
project has made efforts to warn departments about the risks  Amechanism or process to identify user provisioning requests that include conflicting
of granting excessive permissions to their users. However, roles.
since there is no PoLP policy, the project is currently granting all « Definition of permissible variances to this control objective, which outline not only
departmental access requests. Previously this was not an issue the criteria required to allow a variance, but also a process or workflow to ensure the
because departments (Group 1/2) aligned with general variance is known and approved by agency leadership.
accepted practices in keeping with PoLP and segregation of « A secondary detective control that could identify, behaviors not in line with the
duties. Group 3 seems to have challenges complying with expected activity for which the variance was originally granted i.e. reports listing
generally accepted practices. The project was only recently transactions that seem unusual, unnecessary or inappropriate.
made aware of a state standard for segregation of duties and
has yet to determine changes to their user provisioning process.
32(End of year Payroll related end of year processing typically involves a Combining data from legacy and HIP for end of year ~Introduce extensive resource allocation management into project planning activities 10/31/18 - While the project has accepted (and IV&V has subsequently closed) risk #28 (Lack of Sufficient Resources), IV&V will Project Organization |Risk | Medium | Open Michael
processing significant number of activities to close out the year. Now that |processing/reporting increases the complexity of year-end |- Explore addition of contracted resources or reallocation of other DAGS divisional resources | continue to monitor and address this risk as it pertains to this year-end processing risk (#32). IV&V continues to monitor for project | & Management
complexity group 3 rollout has been moved to December, the project will | processing. This untested process and other end-of-year ~|to support the project team progress with regard to detailed plans for year-end processing as well as additional automation of tasks that currently require manual

be faced with performing unforeseen end of year processes
that include combining legacy and HIP data to produce W2 and
other reports. Project resources will be further constrained by
the additional burden of a major Group 3 release that has
already proven to be time consuming and problematic. Project
will implement a combined CRT/state project plan going
forward.

activities occurring in parallel with Group 3 rollout acti
during the holiday season could lead to project resources
becoming quickly overwhelmed, degrade the overall quality
of these activities, and increase the risk of mistakes/errors.
Often, when new processes are introduced, staff will struggle
to understand the entire scope of the change, become
confused over the timing of activities or who is responsible,
and may overlook important training requirements.

IV&V has already identified risks that could be exacerbated
by this situation, including insufficient project resources,
overreliance on key resources, and excessive number of
manual go-live processes.

es

- Carefully track DAGS resource vacation plans and assess/manage impacts to project
activities

- Pilot run of year-end activities

- Early extensive planning utilizing a consolidated schedule that includes CRT and state
activities

- Automate relevant year-end activities that currently require manual processing

processing.

10/24/18 - Despite their capacity, project may need to take vacation before end of year (because
of use it or loose it vacation policy) which could impact project. The project relies on these 2 programmers for critical year-end project
tasks. The project is exploring options that could allow them to take their vacation without loosing it post-go-live.

10/24/18 - DAGS has prepared and will send a memo to departments this week that details and sets expectations for end-of-year
processing activities, in an effort to help mititgate this risk

10/1/18 - Two options are being evaluated by the Sl to address combining legacy and HIP data to issue W2s and produce year-end-
reporting: 1) Close in legacy and import data in HIP or 2) Close both systems. I is preparing a proof of concept to test options viability.
Sl will lead process discussions with users to understand thier checklist of what needs to be done and will perform multiple test cycles
for the chosen model. The project will update production and cutover plans with required year-end activites and associated reporting.
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