


Session	
  T2:	
  Mobility	
  –	
  Best	
  Prac6ces	
  for	
  Deploying	
  Devices	
  

The	
  mobility	
  movement	
  in	
  the	
  State	
  Government	
  
• What	
  are	
  the	
  mobility	
  security	
  issues	
  and	
  risks	
  facing	
  the	
  State	
  of	
  Hawaii?	
  
• How	
  should	
  the	
  State	
  of	
  Hawaii	
  address	
  the	
  mobility	
  movement?	
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Session	
  T2:	
  Mobility	
  –	
  Best	
  Prac6ces	
  for	
  Deploying	
  Devices	
  

	
  

MaAhew	
  Wong	
  
AcCng	
  Senior	
  IT	
  Security	
  Manager	
  
MaAhew.J.Wong@hawaii.gov	
  



State	
  of	
  Hawaii’s	
  Transforma6on	
  Programs	
  
–  Infrastructure	
  and	
  Shared	
  Services	
  

•  Security	
  and	
  Privacy	
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Session	
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  Mobility	
  –	
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  Prac6ces	
  for	
  Deploying	
  Devices	
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Security	
  Issues	
  and	
  Risks	
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Access	
  to	
  
SensiCve	
  

InformaCon	
  

TheJ,	
  Loss	
  
and	
  Disposal	
  

Malicious	
  
SoJware	
   Insider	
  Use	
  

Session	
  T2:	
  Mobility	
  –	
  Best	
  Prac6ces	
  for	
  Deploying	
  Devices	
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Possible	
  Impacts	
  
	
  	
  

Risk	
  Exposure	
   Security	
  Posture	
   Public’s	
  Confidence	
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  Mobility	
  –	
  Best	
  Prac6ces	
  for	
  Deploying	
  Devices	
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What	
  are	
  the	
  primary	
  objec6ves?	
  
	
  	
  

Session	
  T2:	
  Mobility	
  –	
  Best	
  Prac6ces	
  for	
  Deploying	
  Devices	
  
	
  

Enforce	
  Standards	
  

Integrate	
  Standards	
  into	
  Procurement	
  Process	
  

Map	
  Standards	
  to	
  Use	
  Cases	
  

Define	
  Use	
  Cases	
  

Define	
  Scope	
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Controls	
  
	
  	
  

Session	
  T2:	
  Mobility	
  –	
  Best	
  Prac6ces	
  for	
  Deploying	
  Devices	
  
	
  

AuthenCcaCon	
  

EncrypCon	
  

Device	
  Management	
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Authen6ca6on	
  
	
  	
  

Session	
  T2:	
  Mobility	
  –	
  Best	
  Prac6ces	
  for	
  Deploying	
  Devices	
  
	
  

Secure	
  
AuthenCcaCon	
  

InacCvity	
  Timer	
  Failed	
  Login	
  
AAempts	
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Encryp6on	
  
	
  	
  

Session	
  T2:	
  Mobility	
  –	
  Best	
  Prac6ces	
  for	
  Deploying	
  Devices	
  
	
  

Teamed	
  with	
  
AuthenCcaCon	
  

Second	
  Layer	
  
of	
  ProtecCon	
  

Removable	
  
Media	
  

EncrypCon	
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Device	
  Management	
  
	
  	
  

Session	
  T2:	
  Mobility	
  –	
  Best	
  Prac6ces	
  for	
  Deploying	
  Devices	
  
	
  

Remote	
  Wipe	
  CapabiliCes	
  
Device	
  Diversity	
  
IntegraCon	
  

Policy	
  Enforcement	
  
Security	
  

ContainerizaCon	
  
Inventory	
  CapabiliCes	
  
SoJware	
  Deployment	
  

AdministraCon	
  and	
  ReporCng	
  
IT	
  Service	
  Management	
  

Delivery	
  Model	
  



12/4/13	
   11	
  

Benefits	
  
	
  	
  

Session	
  T2:	
  Mobility	
  –	
  Best	
  Prac6ces	
  for	
  Deploying	
  Devices	
  
	
  

Happy	
  
Employees!	
  

Increased	
  
Security	
  
Posture	
  

Reduced	
  Risk	
   Increased	
  
ProducCvity	
  



Interested	
  in	
  
learning	
  more	
  
about	
  Cyber	
  
Security?	
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Session	
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  Mobility	
  –	
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  Prac6ces	
  for	
  Deploying	
  Devices	
  

	
  

Mahalo!	
  
	
  	
  

Interested	
  in	
  learning	
  more	
  
about	
  Cyber	
  Security?	
  

Interested	
  in	
  parCcipaCng	
  in	
  
new	
  and	
  exciCng	
  Cyber	
  

Security	
  projects?	
  

Contact	
  me:	
  
MaAhew	
  Wong	
  

AcCng	
  Sr.	
  IT	
  Security	
  Manager	
  
MaAhew.J.Wong@hawaii.gov	
  



The	
  Enterprise	
  Cloud	
  for	
  HR	
  &	
  
Finance	
  

Sherry	
  Amos,	
  Managing	
  Director	
  
EducaCon	
  and	
  Government	
  Industry	
  

Strategy	
  
November,	
  2013	
  

	
  



“The	
  significant	
  problems	
  we	
  face	
  
today	
  cannot	
  be	
  solved	
  at	
  the	
  same	
  
level	
  of	
  thinking	
  we	
  were	
  	
  
at	
  when	
  we	
  created	
  them.”	
  

–ALBERT	
  EINSTEIN	
  



The	
  World	
  of	
  Enterprise	
  SoJware	
  Has	
  
Changed	
  

Changing	
  	
  
Business	
  Landscape	
  

Changing	
  Technologies	
  

Changing	
  User	
  
ExpectaCons	
  



TALENT REVENUE 

PROCUREMENT 

PAYROLL 

TIME TRACKING 

EXPENSES 

HUMAN 
RESOURCES 

FINANCIALS 

ACTIONABLE 
ANALYTICS 

MOBILE 

COLLABORATION CONSUMER UI GLOBAL 
AT THE CORE 

ADAPTIVE FOUNDATION 

TECHNOLOGY FOUNDATION EMBEDDED SERVICES 
MULTI-TENANT 

OBJECT ORIENTED 

IN MEMORY 

SECURITY 

INTEGRATION CLOUD CONFIGURABLE BUSINESS PROCESSES 

REPORTING & WORKTAGS 

SETTLEMENT ENGINE 

GOVERNANCE & COMPLIANCE 

BIG DATA 

RECRUITING 



Workday	
  Anywhere,	
  Any	
  Way	
  You	
  
Work	
  	
  	
  



Community	
  collaboraCon	
  

hAps://community.workday.com/	
  
	
  

§  Power of ‘one’ 
§  All Workday customers are on 

the exact same release 
§  All development efforts 

focused on current & future 
releases 

§  Workday Community 
§  Platform to connect Workday 

ecosystem 
§  Collaboration 

§  Customers post and share 
integration templates, reports 
and more 

§  Customers are able to 
leverage cross-industry best 
practices 



IT	
  Skill	
  Sets	
  of	
  the	
  Future	
  

•  Workday	
  hires	
  approximately	
  100	
  new	
  
employees	
  every	
  month	
  

•  About	
  50/50	
  mix	
  of	
  experienced	
  and	
  new	
  grad	
  
hires	
  

•  “GeneraCon	
  Workday”	
  	
  -­‐	
  College	
  interns	
  and	
  
new	
  hires	
  

•  Social	
  
•  Mobile	
  
•  CollaboraCve	
  
•  Engaged	
  
•  Independent	
  
•  Non-­‐hierarchical	
  
•  ConCnuous	
  and	
  dynamic	
  feedback	
  



Mobile	
  Strategy	
  ConsideraCons	
  

•  What	
  are	
  you	
  deploying	
  via	
  mobile	
  devices?	
  
•  Who	
  is	
  being	
  served?	
  
•  What	
  type	
  of	
  devices	
  are	
  you	
  supporCng?	
  
•  What	
  is	
  the	
  “risk	
  profile”	
  of	
  the	
  data	
  to	
  be	
  
displayed/stored	
  on	
  a	
  mobile	
  device?	
  

•  Government	
  owned	
  devices	
  or	
  BYOD?	
  
•  Policy	
  ConsideraCons?	
  
•  To	
  reimburse	
  or	
  not	
  to	
  reimburse?	
  
•  Near	
  term	
  vs	
  long	
  term?	
  



Mobile	
  ConsideraCons	
  

•  Users	
  want	
  ulCmate	
  choice	
  on	
  how	
  to	
  
consume	
  informaCon	
  

•  Designing	
  UI,	
  transacCons,	
  analyCcs	
  for	
  
mobile	
  devices	
  is	
  different	
  

•  Public	
  informaCon	
  is	
  easy	
  –	
  start	
  there	
  
•  Legacy	
  systems	
  are	
  difficult	
  
•  NaCvely	
  mobile	
  soluCons	
  are	
  newer	
  
technologies	
  –	
  government	
  is	
  lagging	
  in	
  how	
  
to	
  evaluate	
  “innovaCon”	
  

•  “One	
  size	
  fits	
  all”	
  doesn’t	
  work	
  
•  Balance	
  “risk	
  and	
  security	
  concerns	
  

Addi6onal	
  Resources:	
  
	
  

hAp://www.nascio.org/Apps/	
  

hAp://www.gsa.gov/portal/category/104511	
  



Summary	
  

•  Workday	
  Enterprise	
  SoluCons	
  for	
  EducaCon	
  
and	
  Government	
  

•  True,	
  mulC-­‐tenant	
  SaaS,	
  reduces	
  your	
  cost	
  
curve	
  over	
  tradiConal	
  ERP	
  

•  NaCvely	
  built	
  for	
  the	
  consumer,	
  mobile,	
  
analyCc,	
  and	
  adapCve	
  technology	
  generaCon	
  

•  Financially	
  secure,	
  stable,	
  global	
  company	
  –	
  
2600	
  employees	
  and	
  growing	
  

•  Hires	
  top	
  talent	
  and	
  strives	
  for	
  balance	
  of	
  
experienced	
  and	
  millennial	
  talent	
  mix	
  

•  Customers	
  engaged	
  in	
  every	
  aspect	
  of	
  design	
  
and	
  soluCon	
  development	
  

•  InnovaCon	
  at	
  a	
  constant,	
  predictable,	
  and	
  
consumable	
  pace	
  –	
  for	
  now	
  and	
  the	
  future	
  



	
  	
  Sherry	
  Amos	
  
	
  	
  sherry.amos@workday.com	
  
	
  	
  703.402.3476	
  



IntroducCon	
  

TransformaCon	
  

Example	
  #1	
  

Benefits	
  

Back	
  to	
  Hawaii	
  

Example	
  #2	
  

Impact	
  

Next	
  Steps	
  

	
  
	
  
 

IntroducCon	
  

 
 Leverage 
 
How do I 
get 
there? 
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IntroducCon	
  

TransformaCon	
  

Example	
  #1	
  

Benefits	
  

Back	
  to	
  Hawaii	
  

Example	
  #2	
  

Impact	
  

Next	
  Steps	
  

	
  
	
  
 

Example	
  #1	
  

@sf311	
  I	
  saw	
  a	
  huge	
  pothole	
  on	
  
Van	
  Ness	
  (between	
  O'Farrell	
  and	
  
Geary).	
  I	
  was	
  heading	
  
northbound.	
  
	
  

@sf311	
  I	
  was	
  just	
  at	
  City	
  Hall	
  in	
  
Room	
  2105	
  &	
  the	
  A/C	
  was	
  not	
  
working.	
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Next	
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Benefits	
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TransformaCon	
  

Example	
  #1	
  

Benefits	
  

Back	
  to	
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Example	
  #2	
  

Impact	
  

Next	
  Steps	
  

	
  
	
  
 

Back	
  to	
  Hawaii	
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TransformaCon	
  

Example	
  #1	
  

Benefits	
  

Back	
  to	
  Hawaii	
  

Example	
  #2	
  

Impact	
  

Next	
  Steps	
  

	
  
	
  
 

Example	
  #2	
  



CIS	
   G/L	
  

• Prepare	
  	
  for	
  Storm	
  
Water	
  Billing	
  

•  Import	
  Water	
  Meter	
  
Reads	
  

• Review	
  Excep6ons	
  
• Es6mate	
  
• Accept	
  or	
  Re-­‐Read	
  
	
  

	
  Review	
  

Case	
  

CRM	
  

•  Impervious	
  Area	
  
Assessment	
  

• Data	
  Stored	
  in	
  Infor	
  
• Online	
  Verifica6on	
  by	
  
Ci6zen	
  

• City	
  Reviews	
  
• Accept	
  or	
  Dispute	
  
Request	
  

• Generate	
  U6lity	
  Bill	
  
• Print/Send/E-­‐mail	
  
• Manage	
  Ci6zen	
  Calls	
  
&	
  Requests	
  

• Receive	
  Payment	
  
Online/Direct	
  Debt/
Cash/Check	
  

• Manage	
  Collec6ons	
  

• Verifica6on	
  Request	
  
Created	
  

•  Internal	
  Review	
  
• Onsite	
  Inspec6on	
  
• Poten6al	
  Hearing	
  
• Resolu6on	
  

• Pass	
  to	
  General	
  
Ledger	
  





IntroducCon	
  

TransformaCon	
  

Example	
  #1	
  

Benefits	
  

Back	
  to	
  Hawaii	
  

Example	
  #2	
  

Impact	
  

Next	
  Steps	
  

	
  
	
  
 

Impact	
  

9	
  out	
  of	
  the	
  top	
  10	
  US	
  ciCes	
  

3	
  out	
  of	
  the	
  top	
  5	
  transit	
  authoriCes	
  	
  

8	
  of	
  the	
  top	
  50	
  US	
  School	
  Districts	
  

4	
  out	
  of	
  the	
  top	
  7	
  Digital	
  States	
  

More	
  than	
  3,900	
  agencies	
  in	
  90+	
  countries	
  

Infor	
  employees	
  over	
  12,000	
  professionals	
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Example	
  #1	
  

Benefits	
  

Back	
  to	
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Example	
  #2	
  

Impact	
  

Next	
  Steps	
  

	
  
	
  
 

Next	
  Steps	
  


