
State	  of	  Hawaii	  
Access	  Hawaii	  Commi0ee	  Mee2ng	  

1-‐3	  PM	  
September	  5,	  2013	  
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Agenda	  
I.   Public	  No2ce;	  Call	  to	  Order;	  Quorum	  
II.   Approval	  of	  the	  June	  6,	  2013	  Minutes	  
III.   Hawai‘i	  Informa2on	  Consor2um	  General	  Manager’s	  Report	  and	  Appropriate	  

Ac2on	  
IV.  Presenta2on	  and	  Status	  Update	  by	  AHC	  Chairman	  Sanjeev	  “Sonny”	  Bhagowalia	  	  
V.   Discussion	  on	  the	  Authoriza2on	  to	  Expend	  from	  the	  AHC	  Special	  Fund	  to	  Pay	  

for	  Accommoda2ons	  Requested	  by	  the	  Public	  and	  Appropriate	  Ac2on	  
VI.   Status	  Update,	  Report	  and	  Recommenda2on	  from	  the	  Inves2ga2ve	  Commi0ee	  

regarding	  the	  Suspension	  of	  the	  Collec2on	  of	  the	  Portal	  Management	  Fee	  	  
VII.   Announcements	  
VIII.   Adjournment	  
	  

The	  AHC	  may	  elect	  to	  consult	  with	  counsel	  pursuant	  to	  Sec2on	  92-‐5,	  HRS.	  	  



I.   Public	  No2ce;	  Call	  to	  Order;	  
Quorum	  



u HIC	  posts	  the	  agenda	  for	  AHC:	  	  	  
h4p://calendar.ehawaii.gov/calendar/html/event	  

u HIC	  also	  puts	  it	  on	  the	  AHC	  website:	  	  	  	  	  
h4p://ahc.ehawaii.gov/mee?ngs/packets/	  

u Agenda	  and	  A4achments	  are	  filed	  with	  Lt.	  
Governor’s	  Office	  
Ø  Fax	  it,	  Print	  it	  and	  Post	  it	  to	  a	  Bulle?n	  Board	  

Public	  No2ce	  



Call	  to	  Order	  and	  Quorum	  



Call	  to	  Order	  and	  Quorum	  



II.   Approval	  of	  the	  	  
June	  6,	  2013	  Minutes	  



III.	  Hawai‘i	  Informa2on	  
Consor2um	  General	  Manager’s	  

Report	  (A0ached)	  and	  
Appropriate	  Ac2on	  



	  

IV.	  Presenta2on	  and	  Status	  
Update	  by	  AHC	  Chairman	  

Sanjeev	  “Sonny”	  Bhagowalia	  	  



1.   Context:	  	  What	  Problems	  are	  we	  trying	  to	  
Solve?	  Our	  Vision?	  Our	  Program?	  

2.   Websites	  Moderniza2on	  
3.   Mobile	  Applica2ons	  
4.   On-‐line	  Services	  
5.   My.hawaii.gov	  Portal	  Concept	  	  
6.   Gis.hawaii.gov	  
7.   Open	  Data	  Bill	  –	  data.hawaii.gov	  (Phase	  2)	  
8.   Dashboards	  
9.   Security	  and	  Privacy	  



Context	  
	  

What	  Problems	  are	  We	  trying	  to	  Solve?	  	  
Our	  Vision?	  	  
Our	  Program?	  

	  



ü  GROWING	  A	  SUSTAINABLE	  ECONOMY	  
o  New	  Day	  Work	  Projects	  

o  Renewable	  Energy	  

o  Food	  Security	  

o  Innova?on	  Economy	  

o  Improvements	  on	  Public	  Lands	  

o  Environmental	  Stewardship	  

o  Culture,	  Arts,	  Crea?ve	  Industries	  

ü  INVESTING	  IN	  PEOPLE	  
o  Early	  Childhood	  

o  Educa?on	  and	  Workforce	  Development	  

o  Healthcare	  Transforma?on	  

o  Safety	  Net,	  Homelessness,	  Public	  Safety	  

o  Housing	  

ü  TRANSFORMING	  GOVERNMENT	  
o  Informa?on	  Technology	  

o  Fiscal	  Management	  	  

o  Opera?ons	  Management	  

o  Customer	  Service	  

o  Civil	  Defense	  and	  Security	  

Governor’s	  New	  Day	  Vision	  



CIO	  Role,	  Responsibility	  and	  Authority	  
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Source:	  h0p://www.cio.gov	  

Business	  	  
Transforma2on	  	  

IT/IRM	  	  
Transforma2on	  	  

Source:	  h0p://oimt.hawaii.gov	  



3-‐Dimensional	  Transforma2on	  

Governance	  Technology	  Business	  

Improve	  
Execu2on	  

Reduce	  
Complexity	  

Increase	  
Transparency	  



Phase	  A	  –	  “As-‐Is”	  Environment	  (September	  2011)	  

1)  Baseline	  Report	  

2)  Benchmarking	  Report	  

3)  Data	  Center	  Assessment	  

4)  Enterprise	  Alignment	  Database	  (EAD)	  Tool	  

Items	  1-‐3	  released	  in	  an	  open,	  transparent	  
manner	  to	  the	  public	  



ü  GROWING	  A	  SUSTAINABLE	  ECONOMY	  
ü  INVESTING	  IN	  PEOPLE	  
ü  TRANSFORMING	  GOVERNMENT	  

Phase	  B	  –	  “To	  Be”	  Vision	  and	  Bridging	  the	  Gap	  
(Completed	  July,	  2012	  –	  Published	  October	  2012)	  	  	  

h0p://www.hawaii.gov/oimt	  



A	  Comprehensive	  	  
Business	  and	  Technology	  Transforma2on	  Plan	  

•  Transforming	  an	  environment	  plagued	  by	  30	  years	  of	  under-‐investment	  	  
	  
•  A	  Comprehensive	  Transforma?on	  Plan	  

–  20	  Plans	  with	  1,432	  Pages	  	  
–  7	  phases	  over	  12	  years	  
–  3	  Key	  Strategies	  and	  10	  Programs	  

	  
•  We	  are	  execu?ng	  the	  Plan,	  which:	  	  

–  Reduces	  overall	  number	  of	  IT	  systems	  	  
–  Reallocates	  %	  of	  the	  IT	  workforce	  to	  be4er	  serve	  Departments’	  missions	  
–  Streamlines	  Business	  and	  IT	  opera?ons	  	  
–  Increases	  IT	  service	  capabili?es,	  reliability	  and	  security	  	  
–  Reduces	  ongoing	  IT	  costs	  	  
–  Improves	  Government	  Transparency	  

Outcome:	  	  Faster,	  Be0er	  and	  Easier	  Access	  to	  Government	  
Informa2on	  and	  Services	  –	  Anywhere,	  Any2me	  on	  Any	  Device	  
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h0p://www.hawaii.gov/oimt	  
h0p://oimt.hawaii.gov	  

Award	  Winner	  2013	  



Our	  Future	  Vision	  is	  a	  	  
Fully	  Digital	  State	  
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Our	  Vision	  is	  Guiding	  the	  Implementa2on	  Plan	  
Through	  3	  Strategies	  and	  10	  Programs	  

Informa2on	  available	  for	  any	  mission	  on	  	  any	  device,	  anywhere	  ,	  any2me	  securely	  and	  reliably	  



Three	  Key	  Strategies	  

Establish	  
Oversight,	  

Management,	  
and	  

Transparency	  
of	  Enterprise	  

Re-‐engineer	  
Business	  

Processes	  and	  
Applica@ons	  for	  
On-‐line	  Delivery	  

1	   2	   3	  

Modernize	  and	  
Consolidate	  	  
Technology	  
Infrastructure	  



Top	  10	  Enterprise	  Programs	  
#	   Strategy	   Programs	   Solu?ons	  

1	   Re-‐engineer	  Business	  
Processes	  

Tax	  Systems	  
Moderniza2on	  (TSM)	   Streamline	  and	  modernize	  tax	  processing	  end-‐to-‐end	  across	  enterprise	  

Health	  IT	  (HIT)	   A	  more	  effec?ve,	  efficient,	  and	  pa?ent-‐focused	  healthcare	  system	  

Enterprise	  Resource	  
Planning	  (ERP)	  

Business	  efficiency,	  informa?on	  analysis,	  and	  technology	  moderniza?on	  for	  Seven	  (7)	  
core	  func?ons	  

Business	  Process	  Re-‐
engineering	  (BPR)	  

Re-‐engineer	  business	  processes	  of	  legacy	  mission	  applica?ons	  to	  be	  delivered	  through	  
one	  portal	  –	  h4p://my.hawaii.gov	  

Open	  Government	  
	  

Rapid,	  agile	  development	  of	  mission-‐focused	  applica?ons	  in	  a	  modular,	  open-‐source	  
environment,	  mobile	  apps,	  and	  open	  government	  data	  (e.g.,	  Data.Hawaii.gov)	  

2	   Modernize	  Technology	  
Infrastructure	  

Infrastructure	  

Consolidate	  Networking	  and	  Compu?ng	  Infrastructure:	  One	  Net	  -‐	  Enterprise	  Services	  
Network	  Serving	  en?re	  State	  with	  guaranteed	  service	  levels;	  Adap?ve	  Compu?ng	  
Environment	  (ACE)	  –	  Desktop	  to	  mobile,	  technology	  refresh	  cycle;	  Shared	  Service	  Centers	  
provide	  services,	  storage,	  and	  compu?ng	  via	  private;	  Mission	  Applica?ons	  

Enterprise	  Shared	  
Services	  

E-‐mail	  and	  Directory,	  Content	  and	  Document	  Management,	  Geographic	  Informa?on	  
Systems,	  Collabora?on,	  and	  other	  services	  provided	  centrally	  

Security	  &	  Privacy	   Iden?ty,	  Creden?al,	  and	  Access	  Management,	  Single	  Sign-‐on,	  Role-‐based	  Permissions	  and	  
Privacy	  protec?ons	  

Hawaii	  Broadband	  
Ini2a2ve	  (HBI)	   All	  Hawai‘i	  residents	  with	  ultra-‐high-‐speed,	  affordable	  gigabit	  broadband	  services	  by	  2018	  

3	  
Establish	  Enterprise	  
Management,	  Oversight,	  
and	  Transparency	  

Governance	  
Establish	  enterprise	  Policies	  and	  life-‐cycle	  management	  processes,	  Capital	  Planning	  and	  
Investment	  Control	  (CPIC)/Porholio	  Management	  (PfM),	  Enterprise	  Architecture	  (EA),	  and	  
Performance	  Dashboards	  



Enterprise	  Top	  10	  Program	  Poroolio	  
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Modernize	  the	  Technology	  Infrastructure	  Transform	  the	  Business	  

Health	  IT

Tax	  Modernization
Hawaii	  Broadband

Initiative

Consolidated	  
Infrastructure

Enterprise	  Shared	  
Services

Open	  Government	  and	  
Mission	  Applications

Security	  and	  
Privacy

Governance

h4p://oimt.hawaii.gov/projects/	  

ERP	  



Legisla2ve	  Update	  

•  SB1000	  –	  ACT	  021	  -‐	  CIO	  or	  Designee	  as	  Chair	  
of	  Access	  Hawaii	  Commi4ee	  (AHC)	  	  	  

•  HB632	  HD2	  SD2	  CD1-‐	  ACT	  263	  -‐	  Open	  Data	  Bill	  

•  SB1003	  SD2	  HD1	  CD1	  –	  ACT	  265	  -‐	  CIO	  with	  
authority	  over	  cyber	  security	  
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Websites	  Moderniza2on	  



	  

h0p://hawaii.gov	  



Websites	  Moderniza2on	  

	  



Websites	  Moderniza2on	  



Websites	  Moderniza2on	  



	  

On-‐Line	  Services	  



On-‐Line	  Services	  (97)	  



	  

Mobile	  Applica2ons	  



Mobile	  Applica2ons	  



Mobile	  Applica2ons	  



Mobile	  Applica2ons	  	  
(NASCIO	  Connec2on)	  
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h0p://www.nascio.org/Apps/index.cfm	  



My	  Hawaii.Gov	  	  
Portal	  Concept	  

	  
h0p://portal.ehawaii.gov/

myhawaii/	  



	  

My	  Hawaii.gov	  (No2onal)	  



Open	  Data	  	  
–	  h0p://Data.Hawaii.Gov	  



The	  State	  of	  Hawaii	  
launched	  its	  Open	  Data	  
Ini2a2ve	  in	  June	  2012	  
with	  support	  from	  

Governor	  Abercrombie.	  



Open	  Government	  
Hawaii	  State	  Government	  

	  
Uniform	  Informa2on	  Prac2ces	  Act	  
HRS	  92F	  
“General	  Rule	  of	  Disclosure:	  	  All	  
government	  records	  are	  open	  to	  
public	  unless	  access	  is	  restricted	  or	  
closed	  by	  law”	  
	  
Open	  Data	  Act	  –	  ACT	  263	  (2013)	  
“Each	  execu?ve	  branch	  to	  use	  
reasonable	  efforts	  to	  make	  
appropriate	  and	  exis?ng	  electronic	  
data	  sets…electronically	  available	  to	  
the	  public…thru	  data.hawaii.gov”	  

PII	  

Federal	  Government	  
	  
NEW	  A4orney	  General	  Guidelines	  

(paraphrased)	  
	  
Share	  everything.	  
Protect	  what	  you	  must.	  
	  

Open	  Government	  Direc2ve	  

Protect	  	  
Na?onal	  
Security	  

Informa?on	  
Quality	  Act	  

Privacy	  Act	   Espionage	  Act	  
of	  1917	  
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Visualize	  	   Socialize	  	   Mobilize	  	   Analyze	  	  



Contributors	  so	  far	  
•  Campaign	  

Spending	  
Commission	  

•  Agriculture	  
•  Commerce	  and	  

Consumer	  Affairs	  
•  Business	  

Economic	  
Development	  and	  
Tourism	  	  

•  Energy	  Office	  
•  Accoun2ng	  and	  

General	  Services	  
•  Educa2on	  
•  University	  of	  

Hawaii	  
•  Governors	  Office	  
•  Hawaiian	  

Homelands	  
•  Civil	  Defense	  
•  Human	  Resources	  

Major	  Land	  owners	  

Cars	  by	  make	  

Collec?ve	  Bargaining	  



Example	  Economic	  Development	  Landing	  Page	  



Example	  Culture	  and	  Recrea2on	  landing	  page	  



Example	  Employment	  Landing	  page	  



Example	  Government	  Wide	  Support	  landing	  page	  

	  



Example	  Public	  Safety	  Landing	  Page	  



Transforma2on	  Internship	  Program	  (TIP)	  
Designed	  an	  Open	  Data	  Site	  in	  Weeks!	  
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h0p://2p.hawaii.gov	   h0p://data.hpu.edu	  



	  

h0p://gis.hawaii.gov	  
	  



Geographic	  informa2on	  Systems	  (GIS)	  

•  GIS	  in	  the	  ESRI	  Cloud	  
•  GIS	  as	  a	  Service	  –	  
h4p://gis.hawaii.gov	  

•  Service	  Oriented	  
Architecture	  (REST)	  

•  Dynamic	  and	  Sta?c	  Data	  
•  Mobile	  App	  Development	  
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Security	  and	  Privacy	  



Security	  Case	  Studies	  
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State	   Breach	   Es2mated	  Costs	  

California	  
Most	  Recent	  (Dec	  2012)	  of	  four	  in	  last	  six	  months:	  
Department	  of	  HealthCare	  Services;	  14,000	  Social	  Security	  
Numbers	  posted	  to	  a	  website	  

•  $41,484	  in	  1st	  week	  

•  Es?mated	  $5M+	  in	  Agency	  
remedia?on	  

South	  
Carolina	  

Three	  major	  breaches	  in	  last	  four	  months	  across	  State.	  	  (Nov	  
2012)	  Department	  of	  Revenue:	  $3.8m	  SSN;	  650k	  business	  tax	  
filings;	  400k	  credit/debit	  card	  numbers	  hacked	  

•  $340M	  (breach	  and	  
remedia?on)	  

Texas	  
(April	  2011)	  Texas	  Comptroller:	  3.5	  million	  records	  (name,	  
address,	  SSN,	  DOB);	  Compiled	  report	  from	  other	  agencies	  
posted	  on	  publicly	  accessible	  site	  

• $1.8M	  ini?ally	  

•  	  Es?mated	  $5M+	  in	  Agency	  
remedia?on	  

Utah	  

(April	  2012)	  Department	  of	  Health:	  780k	  Medicaid	  pa?ents	  
personally	  iden?fiable	  informa?on	  stolen/hacked.	  (Jan	  2013)	  
Third	  party	  contractor	  lost	  thumb	  drive	  containing	  
informa?on	  for	  6k	  Medicaid	  recipients	  

•  $9.48M	  (ini?al	  breach	  only)	  

•  	  No	  cost	  es?mates	  on	  most	  
recent	  

A	  recent	  study	  es2mates	  that	  the	  average	  cost	  of	  breaches	  involving	  less	  than	  100,000	  records	  is	  $194	  per	  capita,	  
including	  costs	  of	  detec2ng	  and	  repor2ng	  the	  breach,	  no2fying	  and	  assis2ng	  consumers,	  and	  opportunity	  costs	  such	  as	  

turnover	  of	  exis2ng	  customers.	  This	  equates	  to	  approximately	  $20	  million	  per	  incident.	  (Source:	  Law360)	  



Security	  and	  Privacy	  
1.  Security	  is	  Everyone’s	  Responsibility!	  
2.  30+	  Years	  of	  Under-‐investment	  and	  Lack	  of	  Enterprise	  

Planning	  won’t	  be	  fixed	  overnight!	  
3.  Comprehensive	  and	  Detailed	  Plans	  and	  Studies	  

completed	  by	  OIMT	  for	  long-‐overdue	  upgrades	  
4.  Improvements	  in	  Policies,	  Processes,	  Organiza?on	  and	  

Technology	  are	  in	  process	  of	  being	  implemented	  
through	  Projects	  with	  long-‐overdue	  funding	  received	  
in	  Fiscal	  Years	  13-‐15	  

5.  October	  is	  Cyber-‐Security	  Awareness	  Month	  
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Dashboards	  



54	  

Dashboards	  (in	  Process)	  

(SAMPLE	  EXAMPLE)	  



V.	  Discussion	  on	  the	  Authoriza2on	  
to	  Expend	  from	  the	  AHC	  Special	  
Fund	  to	  Pay	  for	  Accommoda2ons	  
Requested	  by	  the	  Public	  and	  

Appropriate	  Ac2on	  	  



	  

VI.	  Status	  Update,	  Report	  and	  
Recommenda2on	  from	  the	  

Inves2ga2ve	  Commi0ee	  regarding	  
the	  Suspension	  of	  the	  Collec2on	  of	  

the	  Portal	  Management	  Fee	  	  



VII.	  Announcements	  



2013	  Digital	  Hawaii	  Government	  Summit	  

•  Tenta2vely	  scheduled	  for	  Thursday,	  Nov.	  21,	  
2013	  at	  the	  Hilton	  Hawaiian	  Village	  

•  Organized	  by	  Center	  for	  Digital	  Government	  
•  Feedback	  and	  sugges?ons	  for	  Topics	  etc.	  
welcome	  –	  email	  oimt@hawaii.gov	  

June	  26,	  2013	  



Next	  Mee2ng	  

•  Access	  Hawaiʻi	  Commi0ee	  (AHC)	  Mee2ng	  	  
December	  5,	  2013	  
1:00	  p.m.	  
Kalanimoku	  Building,	  B-‐10,	  Videoconference	  
Center	  
1151	  Punchbowl	  Street	  
Honolulu,	  Hawai`i	  	  96813	  



Awards	  
•  State	  of	  Hawaii	  is	  a	  Finalist	  in	  2	  of	  11	  Categories	  

Pres?gious	  NASCIO	  Awards	  (50	  States)!	  
–  Informa?on	  Communica?ons	  Technology	  

Category	  	  
•  Hawaii:	  	  MyMerci	  (DOD	  and	  OCEANIT)	  	  

–  Cyber	  Security	  Category	  
•  Hawaii:	  	  Single	  Sign-‐On	  (SSO)	  for	  State	  

Department	  of	  Educa?on	  
•  State	  of	  Hawaii	  is	  in	  the	  running	  for	  Other	  

Awards	  (announcements	  soon)	  
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VIII.	  Adjournment	  
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