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1.0 INTRODUCTION

1.1 PURPOSE

The purpose of this document is to provide a description of the structure, policies, and processes that the Office of Information
Management & Technology (OIMT) will use for governing the business transformation and Information Technology/Information
Resource Management (IT/IRM) of the State of Hawai‘i.

1.2 SCOPE

This document establishes the governance of investments in business transformation and IT/IRM across the entire enterprise,
and for the entire life cycle of the investment, from initial concept through retirement.

1.3 DOCUMENT OVERVIEW

Governance helps an enterprise ensure that it is investing its limited resources in alignment with the strategic direction
desired by leadership. Management ensures that those resources are being used efficiently and effectively to produce the
desired results. Governance and management of the enterprise are employed to achieve desired transformation or operational
improvements fully integrated with the other elements, functions, activities, or practice areas. These related elements include:

1. The Management and Oversight function that provides a governance structure/process that oversees all related business
transformation activities, IT investments, and projects to ensure they achieve desired results.

2. The Strategic Plan that establishes the overarching goals, strategies, objectives, and performance measures for the transformation
and drives the requirements for the Enterprise Architecture (EA).

3. Projects, defined within the Transition and Sequencing Plan (T&S Plan), are approved, funded, and initiated within the proposed
sequence and timeframes. These include BPR projects identified to streamline current business processes, and system and
technology development/implementation projects - categorized as Triage projects to address immediate needs; Pilot projects
to pilot new enterprise capabilities; or Major Initiative Support projects to establish enterprise systems or technologies.

4. Portfolio Management (PfM) practice as the comprehensive inventory of all IT investments.
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Figure 1 provides an overview of this integration and other functions, practice, or program areas.

T & S Plan

Portfolio Management

Strategic
Flagship
Business Process Reengineering

Figure 1: Transformation Framework

Finally, once specific projects are initiated, the EA future state guidance in the information, solutions and technical architectures are
used as key touch points within the Systems Development Life Cycle (SDLC) for consideration and compliance within the context of
EA governance and change management process.

Note: This document is a living document that will be maintained by OIMT and the Business Transformation Executive. The intended
audience for this document is anyone within the State who is interested in learning about governance and the means by which
investment decisions are made.

1.4 ASSOCIATED DOCUMENTS

» State of Hawai‘i Strategic Plan
 State of Hawai'i Business and IT/IRM Strategic Plan

» State of Hawai‘i Enterprise Architecture
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2.0 GOVERNANCE

Governance is the set of the organizational structure, policies,
and processes by which the State selects business transformation
and IT/IRM investments to ensure that strategic objectives are
met efficiently and effectively, while controlling risk. ISACA,
an international professional association that deals with IT
Governance, defines governance as the practice that:

“...ensures that stakeholder needs, conditions and options

are evaluated to determine balanced, agreed-on enterprise
objectives to be achieved; setting direction through prioritization
and decision making; and monitoring performance and
compliance against agreed-on direction and objectives.”

ISACA’s governance framework, the recently-published COBIT® 5,
represents the current best practice in IT governance, and will
serve as a model for the State of Hawai‘i's governance approach.

One of the key principles of COBIT® 5 is the separation of
governance and management. In short, management is about
doing things right; governance is about doing the right
things. Both are critical to the success of the enterprise. Sections
2-5 of this document is focused on governance; Sections 6-8
focus on management.

How, then, do we make sure we are “doing the right things”?
Governance involves three main areas: the governance structure,
which is the set of decision-making bodies that select the
investments the enterprise will make in business transformation
and IT/IRM; the policies that provide guidance on standards
those investments must meet; and the process of initiating,
selecting, funding, and overseeing the investments. Each of
these is described in the following sections. The remainder of
this section will establish some of the concepts that tie these
three facets together into an integrated whole.

Before we can understand if we are doing the right

things, we need to know what the right things are. What tells

us what those things are? It depends on the scale and the
scope we are looking at. In the broadest sense, what we do

is defined by the State of Hawai'i Strategic Plan (currently
under development). The State Strategic Plan establishes the
mission, vision, goals, objectives, and performance metrics for
the state government as a whole. It defines the outcomes that
Hawai‘i’s taxpayers’ dollars are supposed to produce in terms

of health, education, transportation, social services, etc. The
operations of the government—State employees, organizations,
business processes, and information technology—are how these
outcomes are achieved. We can go one step further and say that
at the very top level why these are the desired outcomes is what
the voters have demanded.

Moving down a level, we can re-establish the State government’s
operations as the what at the new scale. This set of goals and
objectives are captured in the State of Hawai‘i Business and IT/
IRM Strategic Plan. It is that Plan that will guide the governance
structure in ensuring we are “doing the right things.”

The how at this level is now the individual programs that are

State of Hawaii Business and IT/IRM Transformation Plan

funded and executed by the various Departments and attached
agencies. Here, the why can be thought of as “because these are
the things we need to do to meet the State’s strategic goals.”

Thus, the governance we are talking about is not about ensuring
the state government as a whole is doing the right things—
that is up to the Governor, the Legislature, and other elected
and appointed officials in response to the desires of the people.
What this governance is focused on is “are we doing the

right things to support the established Business and IT/IRM
Transformation Strategic Plan?” The “we” in this case are the CIO,
the Department Directors, and the Departmental IT leads.

To make this determination, we need to establish the concept
of an investment. An investment, in terms of governance, is
simply a package of funding whose purpose is to improve the
performance of the enterprise. We make the decision to fund an
investment because we believe that it will improve the efficiency
and/or effectiveness of our efforts to achieve our goals and
objectives. Funding is provided to State agencies from the
Legislature via programs. A program is a combination of people,
processes, and technologies that are collectively designed
to produce certain outcomes. For example, the objective of
the Tourism program (BED 113) is “to achieve a strong and
sustainable tourism industry that values and perpetuates
Hawai‘i’'s natural and cultural resources, honors Hawai‘i’s people
and heritage, and supports a vital economy.” The objective

of the School Community Services program (EDN 500) is “to
provide lifelong learning opportunities for adults and to meet
other community needs of the general public.”

Programs encompass leases, operating expenses (including
personnel, equipment, other expenses), and capital improvements.
An investment, for the purposes of this governance process, is
that subset of a program’s funding that is intended for business
transformation or IT/IRM. A single program can have multiple
investments, and it will also likely have spending that is not
covered by an investment, as we use the term. Similarly, a given
investment may actually be funded by multiple programs.
The goal here is to supplement the State’s program structure
with a parallel structure that enables governance of business
transformation and IT/IRM investments without changing the
established budget process.

An investment has been established for each existing State
program to capture all the information technology that program
has purchased and which remains in use. These legacy investments
form the foundation of the portfolio of investments established
for each Line of Business (LOB) and managed by the Portfolio
Executive. (For an explanation of LOB, see “ENTERPRISE
ARCHITECTURE METHODOLOGY;” for a description of portfolio
management, see “Portfolio Management”).

Investments can be short-term pilots, or they can persist over
years. They comprise hardware, software, services, and other
resources (government full-time employees [FTEs], leased
space, etc.). An investment typically has a business process
analysis/reengineering and/or a requirements-gathering
project in the early stages, and then a system development
or acquisition stage.

Governance | 13



2.1 ENTERPRISE INVESTMENT LIFE CYCLE (EILC)

Government agencies continually assess current performance, identify opportunities for performance improvement, and translate
opportunities into specific actions. Key the effectiveness of governance is the concept of life cycle management. That is, establishing
and maintaining visibility into an investment from its conception to its ultimate retirement. Governance that focuses only on the
procurement of IT systems is less than optimal, because it would allow, for example, the automation of an obsolete process. Life cycle
governance, on the other hand, looks at the entire value chain and requires business process analysis and potential reengineering
before buying or building an IT system to support it. This is called the Enterprise Investment Life Cycle (EILC).

The EILC can be thought of as a superposition of several commonly-recognized life cycle models, including the IT Investment Life
Cycle (Select, Control, Evaluate) and the Performance Improvement Life Cycle (Architect, Invest, Implement) used by the Federal
Government, the Project Management Methodology as defined by the Project Management Institute® and adopted by OIMT, and
the System Development Life Cycle (SDLC). The integration and coordination of these interrelated functions into a holistic life cycle
(Figure 2) minimizes redundant efforts, stakeholder burden, cost, and complexity and ultimately favors achievement of desired
mission outcomes and business results.

Initiation Need/Concept
Planning & Design
(Pre-Select or Analyze) Architect Executing Monitoring Definition
& Controlling
Closing Financial Planning
Select Invest
Aquisition
Initiation Initiation
Concept
Control Implement Plannin _ _
Planning & Design anning Detailed Requirements
& Design
Requirements Analysis
Design
) Monitoring Development Development
Executing .
& Controlling
Test
Deployment
Closing Implementation
Operations & Management
Operations & Maintenance
Evaluate
Disposition
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At the highest level, the basic flow of EILC governance process is as follows:

NEED/CONCEPT: When a new idea or a new requirement that will require resources arises, the business lead (typically a PM) will
initiate a new investment in the OIMT Portfolio Management system (This system has net been deployed. More specifics will be provided
in the final publication of this document.) He or she will enter into the system a basic description of the proposed investment, which
goals and objectives of the Business and IT/IRM Transformation Strategic Plan it is intended to support, the expected results, a rough
order of magnitude (ROM) estimate for the resources that will be required, and identification of potential risks. At this stage, all
figures are preliminary.

I

DEFINITION: OIMT works with the proposed investment’s sponsor to understand the proposal and see if there is a potential solution
already available. If not, the sponsor proceeds to build a more complete business case and alternatives analysis. Depending on the
size, complexity, and risks of the proposed investment, varying levels of detail will be needed to pass the first review gate (review
gates are described in Section 5 - Governance Process). In some cases, this is where the enterprise or segment architecture
development effort takes place. In most cases, a more narrowly-focused conceptual solution architecture and business process
reengineering occurs in the Definition phase.

I

FINANCIAL PLANNING: The business case is finalized and a funding strategy developed. In many cases, the program already has
money available to execute the project. If not, other sources of funding may be required, including potentially a budget request for
the next fiscal year.

ACQUISITION: In the Acquisition phase, high-level requirements identified in the Definition phase are turned into a Request for
Proposals (or Request for Quotes, as appropriate) to solicit vendors to provide hardware, software, or services. If Commercial-off-the-
Shelf (COTS) hardware or software is to be purchased, the requirements from the Definition phase must be complete enough to
allow for selection.

I

DETAILED REQUIREMENTS & DESIGN: For investments requiring system development, a detailed requirements and system design
phase occurs. This phase can be skipped when purchasing COTS products, but is vital to development of successful custom systems.
The detailed requirements are a formal statement of the expected benefits, scope, assumptions and constraints, and interfaces.
It includes the functional, operational, business, user, technical, performance, security, infrastructure, usability, and integration
requirements for the project. Requirements must be testable and in accordance with enterprise architecture standards.

DEVELOPMENT: System development, including testing, to create a solution that meets business requirements and architecture
standards. Development can be done in-house by State resources, by contractors, or a combination.

DEPLOYMENT: Deployment includes installation, configuration, documentation, and training.

Operations and Maintenance: Operations and Maintenance outlines the various tasks and activities being performed on an
ongoing basis. It will also identify the key personnel and the tasks assigned to them necessary to effectively handle routine
production processing, ongoing maintenance, and identified problems, issues, and/or change requests.

State of Hawaii Business and IT/IRM Transformation Plan Governance | 15
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3.0 GOVERNANCE STRUCTURE

The governance structure for Business and IT/IRM Transformation in the State of Hawai‘i will consist of two tiers: the top level is the
Executive Leadership Council (ELC)—the 18 Department Directors and the CIOC, which consists of the Departmental IT Leads. The
Legislatively established IT Steering Committee also provides advice and guidance to the CIO. To focus on specific topic areas and
provide recommendations to the CIOC, various Working Groups are established under the CIOC. This structure is depicted in Figure 3.

Office of the Governor

l—'
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Executive
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Information
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People and Organization

Innovation
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State Legislature

—

IT Steering
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Working Groups & Committees

Technology

Network
[broadband, wireless, radio)

Computing & Stora

Information

Pri Records Management

Email & Collaboration

Development

Figure 3: Governance Structure

The specific responsibilities of each governing body are described below.

3.1
3.1.1  PURPOSE

EXECUTIVE LEADERSHIP COUNCIL (ELC)

State of Hawai'i

Governance — Page 17826

The ELC provides the State’s strategic vision and direction for investments in business process improvement and Information
Technology/Information Resource Management (IT/IRM). The ELC is the senior board accountable to the Governor and is responsible
for setting priorities, establishing and tracking initiatives, resolving conflicts among Departments, and providing resources for
transformation and IT/IRM initiatives.

State of Hawaii Business and IT/IRM Transformation Plan
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The ELC is responsible for the five focused areas of IT governance:

« Strategic Alignment

- Ensuring management has put in place an effective strategic
planning process

- Ratifying the aligned business and IT strategy

- Ensuring the IT organizational structure complements the
business model and direction

* Value Delivery

- Sponsoring cross-cutting IRM/IT and business
transformation initiatives

- Ascertaining that OIMT has put processes and practices in place
that ensure IT delivers provable value to the business

- Ensuring investments represent a balance of risk and benefit
and that budgets are acceptable

* IT Resource Management

- Monitoring how management determines what IT resources are
needed to achieve strategic goals

- Ensuring a proper balance of IT investments for sustaining and
growing the enterprise

- Allocating business resources required to ensure effective IT
governance over projects and operations

* Risk Management
- Maintaining awareness about IT risk exposures and
their containment
- Evaluating the effectiveness of management’s monitoring of IT risks

» Performance Management

- Assessing senior management’s performance on IT strategies
in operation

- Working with the CIO to define and monitor high-level
IT performance

3.1.2 MEMBERSHIP

ELC membership consists of the voting and advisory members
described below.

3.1.2.1 VOTING MEMBERS

The members of the ELC are the Directors of the Executive
Branch Departments of the government of the State of Hawaifi,
listed in the Policy Plan, and the Chief Information Officer (CIO).
The Chair of the ELC is the Governor’s Chief of Staff.

3.1.2.2 ADVISORY MEMBERS

Advisory members are non-voting members who attend
meetings as subject matter experts to the Council. They provide
recommendations on issues related to, for example, legislative
compliance, records management, security, project management,
enterprise architecture, and infrastructure impacts and risks
associated with specific investments. They advise the ELC

18 | State of Hawaii Business and IT/IRM Transformation Plan

on the technical feasibility of proposed projects, the project’s
adherence to IT architectures and standards, its relationship to
other IT projects, and the reasonableness of the project cost
estimates. Advisory members may be government personnel
or contractors.

The Chair or any other member of the ELC may invite other advisory
members as appropriate for consultation on the decisions before
the ELC.

3.1.3  ROLES AND RESPONSIBILITIES

The roles and responsibilities of the ELC are described below.

3.1.3.1 RESPONSIBILITIES OF THE ELC

1. The ELC provides leadership, strategic direction, prioritization,
and coordination among the Departments with respect to
business transformation and IT/IRM.

2. The ELC fosters cooperation and communication, brokers
disputes, enables joint action, and engenders commitment
from stakeholder across the State.

3. The ELC communicates awareness and understanding of
business and IT objectives and direction to appropriate
stakeholders and users throughout the enterprise.

4. The ELC is responsible for reviewing, understanding, and
approving or disapproving (with comments and required
remedial actions):

IT Strategic Plan and Annual Operating Plan. The /T Strategic Plan
defines the mission, vision, goals, objectives, and performance
metrics for how IT contributes to the State’s strategic goals, and
the related costs and risks. The IT Strategic Plan will address, at
a minimum, the following areas:

* Policy and Organization
 Leadership/Management

» Process/Change Management

* Information Resources Strategy and Planning

* IT Performance Assessment: Models and Methods
« |IT Project/Program Management

» Capital Planning and Investment Control (CPIC)
* Acquisition

* e-Government

« Information Security/Information Assurance (1A)
* Enterprise Architecture

* Technology Management and Assessment

The Annual Operating Plan is a yearly addendum to the
Strategic Plan that identifies the specific Initiatives that will
be undertaken in that year to achieve the objectives defined
in the Strategic Plan, their resource requirements, and their
associated performance targets.

Governance



According to the COBIT Framework, version 4.1, the optimal state
is achieved when:

“|T strategic planning is a documented, living process; is
continuously considered in business goal setting; and results
in discernible business value through investments in IT. Risk
and value-added considerations are continuously updated in
the IT strategic planning process. Realistic long-range IT plans
are developed and constantly updated to reflect changing

technology and business-related developments. Benchmarking

against well-understood and reliable industry norms takes
place and is integrated with the strategy formulation process.

The strategic plan includes how new technology developments
can drive the creation of new business capabilities and improve

the competitive advantage of the organization.”

Enterprise Architecture. The Enterprise Architecture (EA)
describes both the current state (as-is) and the target state
(to-be) of how the State’s IT aligns with and supports the
business. This information is typically presented in accordance
with a series of established reference models; Performance,
Business, Service, Data, and Technology. The EA also includes
a transition sequencing plan.

COBIT’s description of an optimized architecture states:

“The information architecture is consistently enforced at all levels.
The value of the information architecture to the business is
continually stressed. IT personnel have the expertise and skills
necessary to develop and maintain a robust and responsive
information architecture that reflects all the business
requirements. The information provided by the information
architecture is consistently and extensively applied. Extensive
use is made of industry good practices in the development
and maintenance of the information architecture, including

a continuous improvement process. The strategy for
leveraging information through data warehousing and data
mining technologies is defined. The information architecture
is continuously improving and takes into consideration non-
traditional information on processes, organizations, and systems.”

Biennial and Supplementary Budget Requests. Hawai‘i’'s budget
is determined on a biennial basis beginning each even-numbered
fiscal year, with an opportunity for supplemental budget requests
to address emergent requirements in the odd-numbered years.

Budget requests must be as specific as possible for both costs
and benefits. A sound business case should accompany each
request for funding to provide the Legislature. Alternative funding
sources (e.g., grants and in-kind donations, Federal funds, fee-
for-service) should be explored prior to requesting resources
from General Funds. For each budget request cycle, the ELC will
review the proposal recommended by the CIO Council (CIOC)
and approve, disapprove, or reprioritize each specific request
prior to submission to the Legislature. At their discretion, the
ELC may also add funding requests for new initiatives. The ELC
is responsible for ensuring the budget request is sufficient to
maintain the IT operations of the State.
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COBIT states that investment management is optimal when:

“Industry good practices are used to benchmark costs and
identify approaches to increase the effectiveness of investments.
Analysis of technological developments is used in the investment
selection and budgeting process. The investment management
process is continuously improved based on lessons learned
from the analysis of actual investment performance. Investment
decisions incorporate price/performance improvement trends.
Funding alternatives are formally investigated and evaluated
within the context of the organization’s existing capital structure,
using formal evaluation methods. There is proactive identification
of variances. An analysis of the long-term cost and benefits of the
total life cycle is incorporated in the investment decisions.”

Statewide IT Policies. The ELC reviews and approves IT/IRM
and business transformation-related policies that apply across
all Departments within the State. Such policies include program
and project management methodologies for IT/IRM and business
transformation initiatives, IT/IRM acquisition, and records
management policies, among others.

The COBIT criteria for optimal IT Policy management are:

“The information control environment is aligned with the
strategic management framework and vision and is frequently
reviewed, updated and continuously improved. Internal and
external experts are assigned to ensure that industry good
practices are being adopted with respect to control guidance
and communication techniques. Monitoring, self-assessment
and compliance checking are pervasive within the organization.
Technology is used to maintain policy and awareness
knowledge bases and to optimize communication, using office
automation and computer-based training tools.”

Major Initiatives. Major Initiatives are those IT/IRM and business
transformation initiatives that involve multiple Departments, cost
millions of dollars, or take years to implement. In the past, each
Department has undertaken major initiatives independently.
While when looked at as individual projects, each one of these
efforts had merit, the State can no longer afford to pursue
major initiatives without coordination and sharing among the
Departments. The ELC evaluates and approves major initiative
proposals, and has oversight responsibility for the management
and execution of these initiatives.

COBIT defines optimized project management as:

“A proven, full life cycle project and program methodology
is implemented, enforced and integrated into the culture
of the entire organization. An ongoing initiative to identify
and institutionalize best project management practices
is implemented. An IT strategy for sourcing development
and operational projects is defined and implemented.
An integrated project management office is responsible
for projects and programs from inception to post-
implementation. Organization-wide planning of programs
and projects ensures that user and IT resources are best
utilized to support strategic initiatives.”
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3.1.3.2 RESPONSIBILITIES OF VOTING MEMBERS

1. Voting members are responsible for representing their
Department, taking into consideration the interests of the State
as a whole, in developing and maintaining the State enterprise
and segment architectures.

2. Additionally, voting members are responsible for ensuring
that they, or their pre-approved designee, are in attendance
for meetings where voting may be required. This will be
communicated ahead of the meeting via the agenda.

3.1.3.3 RESPONSIBILITIES OF THE
CHIEF OF STAFF/ELC CHAIR

1. Presides over meetings and enforces this Charter.

2. With the assistance of the CIO and OIMT Staff, coordinates,
schedules, and establishes the agenda for ELC meetings.

3. Ensures that proposed changes to the Charter are approved by
the ELC before implementation.

4. Maintains the list of appointed members and ensures that those
voting are members or designees appointed by their respective
office directors as required by this Charter.

5. Establishes the advisory members of the ELC and other
advisors as requested.

6. With the assistance of the CIO and OIMT staff, keeps the ELC
informed of Hawai‘i’s IT strategy, architecture, initiatives, and
policies and any proposed changes thereto.

3.1.3.4 RESPONSIBILITIES OF THE C10 AND OIMT STAFF

1. Provides guidance and assistance to IT/IRM and business
transformation project sponsor offices in preparing the
information that must be submitted for ELC reviews.

2. Provides advisory members and speakers to the ELC.

3. Provides support to the ELC for meeting arrangements,
correspondence, recordkeeping, publication of minutes, and
other logistical requirements as needed.

4. Maintains the Enterprise Alignment Database (EAD)/
Governance Tool to be used as a reference by the ELC.

3.1.3.5 RELATIONSHIP TO OTHER GOVERNANCE BOARDS

1. The ELC is the senior governance body in the State, accountable
directly to the Governor. Its decisions shall be held binding by
the CIOC, the State CIO, and OIMT.

2. Every document, policy, or initiative that the ELC will be asked to
review and approve will have already been approved by the CIOC.

3. The ELC will consider recommendations made by the IT
Steering Committee in its deliberations, but ultimately the
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decisions of the ELC will be based on its members’ own
perception of the best interests of the State.

3.1.4 METHODS AND PROCEDURES

This section describes the ELC’s methods and procedures for
meetings and communications.

3.1.4.1 MEETINGS

The ELC shall meet at least once per quarter, typically in the last
month of each quarter, and as often as necessary to accomplish
its purpose. Agendas will be distributed electronically to the ELC
membership prior to the date of the meeting, but the primary
purpose of each meeting is in alignment with the State’s fiscal
year. In general, the meeting topics will be as follows:

* December - Supplemental Budget Submission
= March - Architecture/Portfolio Review

= June - IT Strategic Plan/Annual Operating Plan
» September - Strategic Priorities

Meetings will be scheduled for three hours.

3.1.4.2 MEETING ABSENCE

In the event that a member cannot attend a meeting, the
designee may cast proxy votes during the meeting, providing
the designee has been pre-approved by the CIO.

3.2.4.3 MEETING GROUND RULES

The Chair presides over the meetings. The ELC uses consistent
criteria for evaluating and approving IT/IRM and/or business
transformation initiatives, including changes to the EA. Decisions
are made by a simple majority vote of the members present. The
Council will proceed with voting with the members present and
the vote will be recognized by all members as valid.

3.1.4.4 MEETING MINUTES

The OIMT Staff will prepare and distribute the draft meeting
minutes to the membership electronically. Members may
provide comments or corrections in the minutes for a two
week period after the draft minutes have been distributed. The
final minutes will be distributed to the membership again and
stored as permanent records for internal viewing and possible
distribution to oversight authorities upon request without
further approval by the ELC.

3.1.4.5 COMMUNICATION

Meeting invitations, agendas, review documents, and other
notices will be distributed by the Chair via email to each
member unless other means are requested by individual
members. Additionally, agendas, review documents, and final
meeting minutes will be posted to the OIMT collaboration site.
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3.2 (10 COUNCIL (ClaC)
3.2.1 PURPOSE

The CIOC provides the State’s expertise and understanding for
investments in business process improvement and IT/IRM. The
CIOC is accountable to the CIO, their respective Department
Directors, and the ELC. It is responsible for bringing issues related
to IT/IRM to the attention of the CIO, making recommendations
regarding future plans to the CIOC, tracking initiatives, resolving
conflicts among Departments, and providing resources for
transformation and IT/IRM initiatives. Related to the five focus
areas of IT governance, the CIOC is responsible for:

« Strategic Alignment
- Functioning as the “idea” entry point for new investment
ideas and requirements
- Agreeing to the aligned business and IT strategy
- Ensuring the IT organizational structure complements the
business model and direction
- Representing Department needs and priorities

* Value Delivery

- Reviewing, promoting, and supporting IT/IRM projects and
investments in achieving successful outcomes

- Ascertaining that OIMT has put processes and practices in
place that ensure IT delivers provable value to the business

- Ensuring investments represent a balance of risk and benefit
and that budgets are acceptable

- Stewards Department Solutions and Department-Specific
Infrastructure in compliance with Enterprise Architectures
and Standards

* IT Resource Management

- Sponsoring agreements to establish enterprise standards for
enterprise-level technology, shared data, and web services

- Monitoring how management determines what IT resources
are needed to achieve strategic goals

- Ensuring a proper balance of IT investments for sustaining
and growing the enterprise

- Allocating business resources required to ensure effective IT
governance over projects and operations

» Risk Management
- Maintaining awareness about IT risk exposures and
their containment
- Evaluating the effectiveness of management’s monitoring of
IT risks

* Performance Management
- Assessing senior management’s performance on IT strategies
in operation

- Working with the CIO to define and monitor
high-level IT performance

3.2.2 MEMBERSHIP

The CIOC membership consists of the voting of advisory
members described below.
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3.2.2.1 VOTING MEMBERS

The members of the CIOC are the IT Leads of the Departments
of the government of the State of Hawai‘i, as listed in the Policy
Plan. The Chair of the CIOC is the State CIO.

3.2.2.2 ADVISORY MEMBERS

Advisory members are non-voting members who attend
meetings as subject matter experts to the Council. They provide
recommendations on issues related to, for example, legislative
compliance, records management, security, project management,
enterprise architecture, and infrastructure impacts and risks
associated with specific investments. They advise the CIOC on the
technical feasibility of proposed projects, the project’s adherence
to IT architectures and standards, its relationship to other IT
projects, and the reasonableness of the project cost estimates.
Advisory members may be government personnel or contractors.

The Chair or any other member of the CIOC may invite other
advisory members as appropriate for consultation on the
decisions before the CIOC.

3.2.3 ROLES AND RESPONSIBILITIES

This section describes the roles and responsibilities of the CIOC.

3.2.3.1 RESPONSIBILITIES OF THE CIOC

First, the CIOC provides leadership, strategic direction,
prioritization, and coordination among the Departments
with respect to business transformation and IT/IRM.

The CIOC fosters cooperation and communication, brokers
disputes, enables joint action, and engenders commitment
from stakeholder across the State.

The CIOC communicates awareness and understanding
of business and IT objectives and direction to appropriate
stakeholders and users throughout the enterprise.

The COBIT Framework, version 4.1, the state that the optimal
state is achieved when:

“The information control environment is aligned with the
strategic management framework and vision and is frequently
reviewed, updated and continuously improved. Internal and
external experts are assigned to ensure that industry good
practices are being adopted with respect to control guidance
and communication techniques. Monitoring, self-assessment
and compliance checking are pervasive within the organization.
Technology is used to maintain policy and awareness
knowledge bases and to optimize communication, using

office automation and computer-based training tools.”

Second, The CIOC is responsible for reviewing, understanding,
and recommending to the ELC for approval or disapproval
(with comments and required remedial actions) for the items
described below.
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IT Strategic Plan and Annual Operating Plan. The /T Strategic Plan
defines the mission, vision, goals, objectives, and performance
metrics for how IT contributes to the State’s strategic goals, and
the related costs and risks. The IT Strategic Plan will address, at a
minimum, the following areas:

 Policy and Organization

» Leadership/Management

» Process/Change Management

» Information Resources Strategy and Planning

* |IT Performance Assessment: Models and Methods
« |IT Project/Program Management

« Capital Planning and Investment Control (CPIC)
* Acquisition

* E-Government

« Information Security/Information Assurance (IA)
* Enterprise Architecture

* Technology Management and Assessment

The Annual Operating Plan is a yearly addendum to the
Strategic Plan that identifies the specific Initiatives that will be
undertaken in that year to achieve the objectives defined in the
Strategic Plan, their resource requirements, and their associated
performance targets.

According to the COBIT Framework, version 4.1, the optimal
state is achieved when:

“IT strategic planning is a documented, living process; is
continuously considered in business goal setting; and results

in discernible business value through investments in IT. Risk
and value-added considerations are continuously updated in
the IT strategic planning process. Realistic long-range IT plans
are developed and constantly updated to reflect changing
technology and business-related developments. Benchmarking
against well-understood and reliable industry norms takes
place and is integrated with the strategy formulation process.
The strategic plan includes how new technology developments
can drive the creation of new business capabilities and improve
the competitive advantage of the organization.”

Enterprise Architecture (EA). The Enterprise Architecture (EA)
describes both the current state (As-Is) and the target state
(To-Be) of how the State’s IT aligns with and supports the
business. This information is typically presented in accordance
with a series of established reference models: Performance,
Business, Service, Data, and Technology. The EA also includes a
transition sequencing plan.

COBIT’s description of an optimized architecture states:

“The information architecture is consistently enforced at

all levels. The value of the information architecture to the
business is continually stressed. IT personnel have the
expertise and skKills necessary to develop and maintain a
robust and responsive information architecture that reflects
all the business requirements. The information provided by
the information architecture is consistently and extensively
applied. Extensive use is made of industry good practices
in the development and maintenance of the information
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architecture, including a continuous improvement process.
The strategy for leveraging information through data
warehousing and data mining technologies is defined. The
information architecture is continuously improving and takes
into consideration non-traditional information on processes,
organizations, and systems.”

Biennial and Supplementary Budget Requests. Hawai‘i’s budget
is determined on a biennial basis beginning each even-numbered
fiscal year, with an opportunity for supplemental budget requests
to address emergent requirements in the odd-numbered years.

Budget requests must be as specific as possible for both costs
and benefits. A sound business case should accompany each
request for funding to provide the Legislature. Alternative
funding sources (e.g., grants and in-kind donations, Federal
funds, fee-for-service) should be explored prior to requesting
resources from General Funds. For each budget request cycle,
the CIOC will review the proposal recommended by the CIOC
and approve, disapprove, or reprioritize each specific request
prior to submission to the Legislature. The CIOC may also add
funding requests for new initiatives, at their discretion. The CIOC
is responsible for ensuring that the budget request is sufficient
to maintain the IT operations of the State.

COBIT states that investment management is optimal when:

“Industry good practices are used to benchmark costs

and identify approaches to increase the effectiveness of
investments. Analysis of technological developments is used
in the investment selection and budgeting process. The
investment management process is continuously improved
based on lessons learned from the analysis of actual
investment performance. Investment decisions incorporate
price/performance improvement trends. Funding alternatives
are formally investigated and evaluated within the context
of the organization’s existing capital structure, using formal
evaluation methods. There is proactive identification of
variances. An analysis of the long-term cost and benefits

of the total life cycle is incorporated in the investment
decisions.”

The CIOC will review and make recommendations to the ELC,
IT/IRM and business transformation-related policies that apply
across all Departments within the State. Such policies include
program and project management methodologies for IT/IRM
and business transformation initiatives, IT/IRM acquisition, and
records management policies, among others. Any policies
that will apply to personnel outside of OIMT and ICSD will be
approved by the CIOC.

COBIT criteria for optimal IT Policy management are defined as:

“The information control environment is aligned with

the strategic management framework and vision and is
frequently reviewed, updated and continuously improved.
Internal and external experts are assigned to ensure that
industry good practices are being adopted with respect to
control guidance and communication techniques. Monitoring,
self-assessment and compliance checking are pervasive
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within the organization. Technology is used to maintain
policy and awareness knowledge bases and to optimize
communication, using office automation and computer-
based training tools.”

Major Initiatives. Major Initiatives are those IT/IRM and business
transformation initiatives that involve multiple Departments,
cost millions of dollars, or take years to implement. In the

past, each Department has undertaken major initiatives
independently. While when looked at as individual projects,
each one of these efforts had merit, the State can no longer
afford to pursue major initiatives without coordination and
sharing among the Departments. The CIOC is responsible for
evaluating major initiative proposals, making recommendations
to the ELC, and overseeing the management and execution of
these initiatives.

COBIT defines optimized project management as:

“A proven, full life cycle project and program methodology
is implemented, enforced and integrated into the culture
of the entire organization. An ongoing initiative to identify
and institutionalize best project management practices

is implemented. An IT strategy for sourcing development
and operational projects is defined and implemented.

An integrated project management office is responsible
for projects and programs from inception to post-
implementation. Organization-wide planning of programs
and projects ensures that user and IT resources are best
utilized to support strategic initiatives.”

3.2.3.2 RESPONSIBILITIES OF VOTING MEMBERS

1. Voting members are responsible for representing their
Department, taking into consideration the interests of the
State as a whole, in developing and maintaining the NRC
enterprise and segment architecture.

2. Additionally, voting members are responsible for ensuring
that they, or their pre-approved designee, are in attendance
for meetings where voting may be required. This will be
communicated ahead of the meeting via the agenda.

3.2.3.4 RESPONSIBILITIES OF THE CI0/CIOC CHAIR

1. Presides over meetings and enforces the Charter.

2. With the assistance of the OIMT Staff, coordinates, schedules,
and establishes the agenda for CIOC meetings.

3. Ensures that proposed changes to the Charter are approved
by the CIOC before implementation.

4. Maintains the list of appointed members and ensures that
those voting are members or alternates appointed by their
respective office directors as required by the Charter.

5. Establishes the advisory members of the CIOC and other
advisors as requested.
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6. With the assistance of the OIMT staff, keeps the CIOC
informed of Hawai‘i’s IT strategy, architecture, initiatives, and
policies and any proposed changes thereto.

3.2.3.5 RESPONSIBILITIES OF THE OIMT STAFF

1. Provides guidance and assistance to IT/IRM and business
transformation project sponsor offices in preparing the
information that must be submitted for CIOC reviews.

2. Provides advisory members and speakers to the CIOC.

3. Provides support to the CIOC for meeting arrangements,
correspondence, recordkeeping, publication of minutes, and
other logistical requirements as needed.

4. Maintains the Enterprise Alignment Database (EAD)/
Governance Tool to be used as a reference by the CIOC.

3.2.3.6 RELATIONSHIP TO OTHER GOVERNANCE BOARDS

1. The CIOC will consider recommendations made by the IT
Steering Committee in its deliberations, but ultimately the
decisions of the CIOC will be based on its members’ own
perception of the best interests of the State.

2. The CIOC makes recommendations to ELC. In some areas
(notably, those specific to IT), the ELC may delegate decision
authority to the CIOC, but the ELC maintains ultimate
responsibility

3.24 METHODS AND PROCEDURES

This section describes the CIOC’s methods and procedures for
meetings, communications, and charter revisions.

3.2.4.1 MEETINGS

The CIOC shall meet at least once per month and as often

as necessary to accomplish its purpose. Agendas will be
distributed electronically to the CIOC membership prior to the
date of the meeting.

3.2.4.2 MEETING ABSENCE

In the event that a member cannot attend a meeting, the
designee may cast proxy votes during the meeting, providing
the designee has been pre-approved by the CIO.

3.2.4.3 MEETING GROUND RULES

The Chair presides over the meetings. The CIOC uses consistent
criteria for evaluating and approving IT/IRM and/or business
transformation initiatives, including changes to the EA.

Decisions are made by a simple majority vote of the members
present. The Council will proceed with voting with the members
present and the vote will be recognized by all members as valid.
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3.2.4.4 MEETING MINUTES

The OIMT Staff will prepare and distribute the draft meeting
minutes to the membership electronically. Members may
provide comments or corrections in the minutes for a two
week period after the draft minutes have been distributed. The
final minutes will be distributed to the membership again and
stored as permanent records for internal viewing and possible
distribution to oversight authorities upon request without
further approval by the CIOC.

3.2.4.5 COMMUNICATION

Meeting invitations, agendas, review documents, and other
notices will be distributed by the Chair via email to each
member unless other means are requested by individual
members. Additionally, agendas, review documents, and final
meeting minutes will be posted to the OIMT collaboration site.

3.2.4.6 CHARTER REVISIONS

Revisions to this Charter will be made by providing the
proposed changes to the CIOC at a monthly meeting. The
Council will review the proposed changes and vote for adoption
at the next meeting. 3.3 IT Steering Committee

3.3.1 PURPOSE

Act 200, Session Laws of Hawai‘i 2010, established the
Information Technology Steering Committee (ITSC) to assist the
ClO with executing his responsibilities. The Act, as amended by
Act 84 of 2011, states:

There is established an Information Technology Steering
Committee to assist the chief information officer in developing
the State’s information technology standards and policies,
including but not limited to:

1. Assisting the chief information officer in developing
and implementing the state information technology
strategic plans;

2. Assessing executive branch departments’ progress in
meeting the objectives defined in the state information
technology strategic plans and identifying best practices
for shared or consolidated services;
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3. Ensuring technology projects are selected based on their
potential impact and risk to the State, as well as their
strategic value;

4. Ensuring that executive branch departments maintain
sufficient tools to assess the value and benefits of
technology initiatives;

5. Assisting the chief information officer in developing state
information technology standards and policies; and

6. Clarifying the roles, responsibilities, and authority of
the information and communication services division,
specifically as it relates to its statewide duties.

The members of the ITSC shall be appointed in equal number by
the senate president and speaker of the house of representatives,
respectively, and shall include representatives from executive
branch departments, including large user agencies such as the
Department of Education and the University of Hawai'i; the
judiciary; the legislature; and private individuals. The CIO shall
serve as the chair of the committee and shall ensure that the
committee is evaluated periodically.

3.3.2 MEMBERSHIP

As appointed by the Legislature, the voting members of the
ITSC are:

* Sanjeev “Sonny” Bhagowalia, CIO
» David Lassner

» Gordon Bruce

* Liane Moriyama

3.3.3 ROLES AND RESPONSIBILITIES

The responsibilities of the ITSC are as indicated by the Hawai‘i
Revised Statues.
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3.3.4 METHODS AND PROCEDURES

This section describes the ITSC’s methods and procedures for
meetings, communications, and applicability of the Sunshine Law.

3.3.4.1 MEETINGS

The ITSC shall meet monthly, typically in the last month of each
quarter, and as often as necessary to accomplish its purpose.
Agendas will be distributed electronically to the ITSC membership
prior to the date of the meeting.

Meetings will be scheduled for one hour.

3.3.4.2 MEETING GROUND RULES

The Chair presides over the meetings. The ITSC is advisory
in nature and may provide the CIO with advice, insight, and
recommendations on any topic related to IT standards

and practices.

3.3.4.3 MEETING MINUTES

The OIMT Staff will prepare and distribute the draft meeting
minutes to the membership electronically. Members may
provide comments or corrections in the minutes for a two-
week period after the draft minutes have been distributed. The
final minutes will be distributed to the membership again and
stored as permanent records for internal viewing and possible
distribution to oversight authorities upon request without
further approval by the ITSC.

3.3.4.4 COMMUNICATION

Meeting invitations, agendas, review documents, and other notices
will be distributed by the Chair via email to each member unless
other means are requested by individual members. Additionally,
agendas, review documents, and final meeting minutes will be
posted to the OIMT collaboration site.

3.3.4.5 SUNSHINE LAW

In general, the Sunshine Law applies to all state and county
boards, commissions, authorities, task forces, and committees
that have supervision, control, jurisdiction, or advisory power
over a specific matter and are created by the State Constitution,
statute, county charter, rule, executive order, or some similar
official act.

A committee or other subgroup of a board that is subject to
the Sunshine Law is also considered to be a board for purposes
of the Sunshine Law and must comply with the statute’s
requirements.
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3.4 \WORKING GROUPS

Working Groups are standing bodies that, with the exception

of the Executive Steering Group (ESG), are accountable to the
CIOC, and which are responsible for planning and oversight of a
specific area of the State’s IT enterprise. The ESG is accountable
to the ELC. The Working Groups are not decisional or governance
entities themselves, although via their recommendations to the
CIOC, may have a significant influence on the decisions of the
larger body. Recommendations of the working groups are
presented to CIOC for approval or recommendation to the ELC.

Membership of a Working Group may be composed of any IT
support personnel, as designated by their respective Department
ClO or DP Lead. In FY12, Working Groups will contribute to the
development of the State’s Business and IT/IRM Transformation
Strategic Plan, including governance, methodologies, and
enterprise architecture, but they will also continue to meet after
the publication of the Strategic Plan to guide and oversee the
implementation and operations of Hawai‘i’s IT enterprise.

The contributions of the Working Groups to the Strategic Plan
will be critical to the success of Hawai'i’s transformation in the
coming years. Working Groups will develop the vision for the
future state of Hawai‘i’s business and IT/IRM enterprise. Vision
means a description, including diagrams and flowcharts, of the
high-level processes and information flows of the ideal future
state and the technology that will enable them. The Working
Groups will also outline the projects and investments that

will need to take place over the next ten years to implement
the vision, including the required infrastructure, analysis and
business process reengineering, requirements development, and
system design, development, and deployment. These projects
and investments will need to be sequenced, identifying the
dependencies among them and potential risks and constraints.
Finally, a rough cost estimate for each investment will be
developed that includes personnel, contractors, hardware,
software, training, and services.

The work product expected from each working group is a
five-to-ten page document that follows a template that will be
provided by OIMT. It describes the desired future state, shows
the sequence of investments, and provides a cost breakdown.
This product will be integrated with the inputs from other
working groups and LOBs to create the overall To-Be EA and
the Transition and Sequencing Plan for the next ten years. This
Plan will in turn serve as the foundation for the State’s IT budget
requests to the Legislature. Therefore, it is important that the
vision be realistic, and as accurate and complete as possible.

Working Groups are organized into three main areas, plus the
ESG. These areas are: Governance and Policy, Technology, and
Shared Services. In some cases, the size and complexity of a
specific topic with a Working Group’s domain may necessitate
the formation of a sub-working group. If this need seems likely
to continue, the CIOC will formally establish a new Working
Group to address the specific issue.
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Figure 4 depicts the organization of the Working Groups in relation to the CIO, OIMT, and the governance bodies (CIOC, ELC, and
ITSC). Descriptions and current membership in each of the Working Groups follow.

Office of the Governor State Legislature
—

[ Executive Leadership Council J— Chief

Information
Officer

[ IT Steering J
Executive Committee

Steering
Group

State of Hawai'i

Working Groups & Committees

Governance & Policy
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People and Organization

P . Records Management

L Inrlwathn . Operations Email & Collaboration
[e-Gov, Open Gov, Socal Media, etc)

IT Procurement Development

Figure 4: Working Group Organization Structure
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3.4.1 EXECUTIVE GROUP

Group Description
Executive Steering The ESG is composed of senior executives, nominally Department Deputy Directors or equivalents, who provide guidance
Group (ESG) and recommendations on matters outside of the scope of the CIOC, especially those that relate to business processes

and business transformation. Specifically, the ESG reviews informational and decisional briefings prepared for the ELC to
ensure quality and completeness when, due to their non-IT related subject matter, they have not been previously approved

by the CIOC prior to their presentation to the ELC. Briefs that are not approved (informational) or endorsed (decisional) by
the ESG will not be presented to the ELC.
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3.4.3 GOVERNANCE AND POLICY WORKING GROUPS

“

IT Policy The IT Policy Working Group reviews and recommends for approval the IT Policies applicable state-wide. Each policy
Working Group will be reviewed and re-approved at least annually. The Policy Working Group is also responsible for ensuring that any
deficiencies in IT policies found by audits or other means are addressed promptly.

Enterprise The EA Working Group reviews and evaluates the EA of the State of Hawai'i. Hawai'i's EA includes the EBA, the LOBs

Architecture Group and business functions the State Government engages in to accomplish its mission of serving the citizens of Hawai‘i; the
ESA, which describes the systems and applications used throughout the state to support its business processes; the EIA,
which describes the structure and content of the information and data used by the state; and the ETA, which describes the
hardware and software infrastructure within and upon which the solutions and information reside. Each architecture layer
consists of both an As-Is, which describes the current state, and a To-Be, which describes the future state. Once the As-Is
has been captured, it will be continually updated to reflect the evolution of the state’s business and IT environment. The
To-Be will be updated when new ideas or technologies become available and are selected by the EA Working Group and
approved by the CIOC for inclusion in the target state. The EA Working Group also reviews and recommends for approval
the Transition and Sequencing Plan, the high-level timeline for migrating processes, systems, applications, data structures,
and technology to the target state.

People and The People and Organization Working Group is responsible for examining and recommending an organizational structure
Organization and human resources development plan to the CIOC. This group will plan for the integration of ICSD into OIMT, as well as
Working Group the longer-term structure for managing the IT support personnel throughout each of the Departments. The Working Group

will address not only organizational structure, but staffing levels, reporting relationships, position descriptions, personnel
evaluation standards and practices, career development, recruiting and retention strategies, and relationship with the
employees’ union.

Innovation The Innovation Working Group provides a formal mechanism for new ideas to be introduced into the state’s business and

Working Group IT enterprise. The initial focus of the group will be on potential e-Government and Open Government initiatives and social
media. The Working Group should find ways to encourage innovation throughout the State and among the citizens through
challenges, outreach events, industry days, conducts conferences with thought leaders, etc. Eventually, an Innovation Lab
within OIMT could be established as a test bed or incubator for new ideas, which could provide programmatic support for
proof-of-concept pilots identified by the group.

IT Acquisition The IT Acquisition Working Group will work with the SPO to identify ways to make procurement of IT products and services

Working Group by the state more agile and responsive to customer needs. Potential areas to explore include supplementing SPO staff with
PIMT personnel to assist with processing of IT procurements; proposing changes to acquisition regulations and legislation;
negotiating enterprise license agreements, GWACS, and BPAs; and/or establishing a web-enabled product and service
catalog with pre-negotiated prices.
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344 TECHNOLOGY WORKING GROUPS

Description

28 | State of Hawaii Business and IT/IRM Transformation Plan Governance



3.4.5 SHARED SERVICES WORKING GROUPS

Description
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4.0 ENTERPRISE
ARCHITECTURE
METHODOLOGY

In FY2012, the State of Hawai'i embarked on a significant
journey to bring about dramatic business and IT transformation
to improve efficiency, streamline government processes, and
enhance service delivery to constituents. Key initial actions were
the hiring of a Chief Information Officer (CIO), the appointment
of a Business Transformation Executive, and the establishment
of the OIMT. These executives and this organization were given
the mandate to lead the overall transformation. In addition, the
ClO was tasked with by the Legislature to create the State’s
Strategic Plan. To support the implementation of the Strategic
Plan, the need for an EA and the implementation of EA as a
practice was required in order to give structure and direction to
the transformation efforts.

4.1 ENTERPRISE ARCHITECTURE (EA) PRACTICE

To understand breadth, depth, and complexity of an EA practice,
it is helpful to begin with the definitions of the terms and consider
their implications.

ENTERPRISE: An abstract concept of a unit of economic
organization or activity; especially a business organization,
having a systematic, purposeful activity. Merriam-Webster

Within the definition of enterprise, there are some relevant
implications:

* The significance of the term unit as it relates to overall
organization and activity as a whole; to be able to define
boundaries and bring clarity to what is internal to the
enterprise and what is external.

» Recognition that end purposes of the “systematic, purposeful
activity” do exist and can be assessed and evaluated resulting
in indicators and measures of operational performance and
mission success.
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* The inference that the breadth of consideration contains a
significant number of components and subordinate activities,
all resulting in a significant level of complexity.

» The abstraction regarding the boundaries of the enterprise—
recognizing that one major portion of the Executive Branch
(such as a Department) can be considered an enterprise

ARCHITECTURE: The art of designing and building structures
involving a complexity of components of various types and
how they are organized and integrated into a unifying or
coherent form. Merriam-Webster

Within the definition of architecture, there are also some
relevant implications:

» The significance of the term art indicates that the architecture
is not a science and therefore has no single formula in terms of
how it is created.

With the definitions and implications of these two words, the
goal of the EA practice is design enterprise components to
achieve the business goals and objectives to a defined level of
effectiveness. Key aspects of the EA practice are to:

» Construct and document the To-Be or future state conceptual
architecture of the structure of the enterprise.

* Compare the To-Be state to the As-Is or current state.
* Analyze the gaps.

» Create a Transition and Sequencing Plan (T&S Plan) to define
a roadmap or transition approach in order to close the gaps
between the As-Is and To-Be states and achieve the desired
goals, strategies, objectives, and performance measures
identified in the Strategic Plan.

Due to the inherent complexity of any enterprise, and by

default an EA and everything that is required to achieve the
desired transformation, the practice of EA is defined within
sub-categories or architectures (i.e., business, information,
solutions, infrastructure) in order to create manageable
components or layers. This sub-categorization offers different
views or perspectives into the enterprise along with its identified
challenges; and also enhances the IT stakeholders’ analysis of the
enterprise one segment at a time. Additional details regarding
these sub-categories are described below
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Figure 5 illustrates the EA practice as it is defined for the State of Hawai'i.

EA Layers Project 1 EA Layers
» Business Architecture | Project 2 « Business Architecture
* Information Architecture | Project3 + Information Architecture
* Solutions Architecture | Project4 +  Solutions Architecture
= Technology Architecture ProjectX > * Technology Architecture

Figure 5: State of Hawai‘i EA Practice

The EA helps organize, prioritize, achieve the future state for the IT environment and then manages it going forward. For the
enterprise to achieve desired transformation or operational improvements, the EA must be fully integrated with the other elements,
functions, activities, or practice areas. These related elements include:

1. The Management and Oversight function that provides a governance structure/process that oversees all related business
transformation activities, IT investments, and projects to ensure they achieve desired results.

2. The Strategic Plan that establishes the overarching goals, strategies, objectives, and performance measures for the transformation
and drives the requirements for the EA.

3. Projects, defined within the T&S Plan, are approved, funded, and initiated within the proposed sequence and timeframes.
These include BPR projects identified to streamline current business processes and system and technology development/
implementation projects which are categorized as Triage projects to address immediate needs; Pilot projects to pilot new
enterprise capabilities; or Major Initiative Support projects to establish enterprise systems or technologies.

4. The Portfolio Management (PfM) practice as the comprehensive inventory of all IT investments.

Figure 6 provides an overview of this integration and other functions, practice, or program areas.

Figure 6: EA Practice Context for the State of Hawai'i
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Finally, once specific projects are initiated, the EA future state guidance in the information, solutions and technical architectures
are used as key touch points within the SDLC for consideration and compliance within the context the EA governance and change
management process.

The following sections highlight the primary benefits of an EA for the State.

4.1.1  COMPLETE VIEW OF THE IT ENVIRONMENT

A well-defined EA framework enables the State of Hawai‘i to define and model the enterprise as an entire system in all its
dimensions and complexity on a continuous basis. EA provides a means for the State to collaborate on creation of the future state
vision and define path forward for managing the process of change from the current state to the To-Be vision. The EA focuses on
key points of integration that are needed in horizontal business services/processes (e.g., availability of critical enterprise information
or Shared Services) and in vertical enterprise (or common) system and technology stacks or platforms. The dimensions (i.e.,
perspectives or layers) include the business and its mission and services, how the enterprise is organized and how it works, and
then it is linked to the information, system, and technology investments and services.

4.1.2  STRATEGIC ALIGNMENT OF IT INVESTMENTS TO BUSINESS NEEDS AND PRIORITIES

A well-defined EA framework supports the traceability of key relationships between the business structures (e.g., services and
processes) to the supporting information systems and technologies and their effectiveness in meeting business objectives. The goal of
the EA process is to delineate the relationships between these elements and ensure they are aligned to produce the desired results.

4.1.3 INCREASE THE VALUE FROM INVESTMENTS

An EA framework promotes enterprise decisions on standards,
which in turn create. Standardizing the IT environment across the
enterprise creates economies of scale and provides opportunities to
consolidate the environment. These actions simplify the environment
and drive increased value from IT investments.

4.1.4 TRANSFORM BUSINESS OPERATIONAL EFFECTIVENESS

While the EA framework facilitates enterprise visioning, collaboration, integration, alignment, and investment decisions, the EA
framework also enables greater responsiveness to the ongoing needs for improving and transforming the execution of the business
mission, service performance, and operational effectiveness.

4.2 BASIS FOR THE FRAMEWORK, METHODOLOGY,
AND DELIVERY PROCESS ASSQCIATED WITH THE STATE'S EA PRACTICE

In creating the EA practice for the State, numerous EA frameworks, methodologies, and delivery processes were reviewed.
Careful consideration was given to the approaches that other States and the Federal government have adopted. As part of the
selection process, the robustness of the framework, methodology, and delivery process was evaluated and assessed to ensure the
complexities of the State’s Departmental environments would be accommodated while providing features which facilitate ease of
adoption and use; to provide the capability to guide investment in business and technology solutions, and to ensure appropriate
alignment with organizational business needs.

The selected framework, methodology, and delivery process approach for the State of Hawai‘i and guidance on its implementation
are provided below.
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4.3 SELECTED EA METHODOLOGY

The State of Hawai‘i EA’'s Methodology uses the federal
government’s Federal Enterprise Architecture (FEA) and
Federal Segment Architecture Methodology (FSAM) as its
foundational framework. The rationale for using the FEA as

the foundation is that the Federal Government has a depth of
experience and maturity in implementing an EA methodology
as well as in development of the EA artifacts themselves in

a complex government structure. In addition the FEA/FSAM
approach divides the LOBs and addresses the levels (i.e.,
enterprise, segment, solution) of detail. The Federal government
models also relate directly to State government and specifically
departmental programs that receive Federal funding. (More
information on the FSAM is available at http:/www.fsam.gov/.)

Level of Architecture Level Area Of
Goverment Scope Of Detail Impact
Enterprise Agency Low Strategic

Department
Segment Lines of Business Medium Business
Solution Functional High Operational

Once selected, the State’s implementation of the FSAM

was tailored, making use of key aspects of other proven
methodologies (e.g., defined by Gartner, NASCIO), to align with
the guidance provided by the CIO for the State of Hawai‘i and to
address inherent risks experienced in EA implementations. The
goals of the tailoring included:

» Simplification—adjustments were made to simplify the
terminology, the architecture layers and deliverables, and the
steps involved in the methodology.

» Streamlining—adjustments were made to incorporate a more
incremental and iterative approach to EA development to
balance the speed of accomplishment and realization of the
downstream benefits in investment decision making with the
depth and detail in the EA models and artifacts.

The following guiding principles address the implementation
and tailoring activities.
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4.3.1 GUIDING PRINCIPLES FOR THE EA METHODOLOGY
IMPLEMENTATION AND TAILORING

Consistent with the CIO’s guidance on a pragmatic, agile
program implementation a few guiding principles to the
development of the methodology have been established:

1. Employ various methods to support responsiveness in
achieving results and building momentum for the program
as a whole.

2. Structure EA development projects consistent with small
increments to facilitate making rapid progress.

3. Time-box the EA development work within an increment.
Limit the time allotted to any one project to support the
time demands that participants have on them, and to ensure
results are achieved in a rapid fashion.

4. Use disciplined scope management in each EA project
consistent with the segment technique to ensure that the scope
of study can be addressed in the planned time allotment.

5. Balance the breadth of scope and level of depth that a
specific project addresses consistent with the time allotment.
For example, some EA develop tasks will be established
as outlined tasks to focus on rapid identification and
brainstorming without full details.

6. Plan for iterations to circle back and enhance detail as time
allows. Begin with high-level outlines for broader scopes
(enterprise or LOB), and follow with iterations to detail
subordinate areas.

7. Evolve over time from principles-based guidance towards
model based guidance with, as stated by Gartner, “just
enough modeling, just in time.”

8. Use techniques from Gartner such as the Common Requirements
Vision and the Conceptual Architecture Principles to capture
statements that outline needed requirements for EA changes
and principles guiding decisions and standardizations within
the EA. Then as time allows reflect these results in updates to
the EA models. Learn to document the essence of the change
or the future state vision in statements first, and then models to
facilitate moving fast. Consistent with guidance from Gartner,
the goal is not to model the world but to concentrate on those
aspects of the business process/information system/technical
infrastructure that will need to be changed to deliver the new
operational performance objectives.
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4.3.2 HAWAITS TAILORED EA METHODOLOGY IMPLEMENTATION

Using these guiding principles, the FSAM methodology was adjusted for use in Hawai‘i as depicted in Figure 7 below.

Figure 7: State of Hawai‘i Two Level EA Methodology

The Hawai‘i methodology for EA is a framework based on two levels: 1) an enterprise level that is holistic and state-wide in its view,
and 2) a segment level that is based upon the FSAM concept and enables detailed EA development in achievable components along
the segment boundaries. Each level has a simplified and streamlined approach as compared to the FSAM. At each level there are
two tracks: one focused on the business perspective supported by the senior executives, and the second focused on the information
management and technology supported by the CIO and IT managers within each Department. The basic workflow within each level
is similar and includes:

1. Identifying the strategic external and internal drivers for change and the associated transformation objectives
2. Developing the future state vision for business performance

3. Identifying the implications for change on the supporting IT systems and infrastructure and outlining the needed restructuring,
i.e., re-architecting

4. Developing the implementation strategy/plan for achieving the objectives

The EA development establishes the overall objectives for integration, sharing, and standardization—identifying the integration
touch points horizontally and vertically across the enterprise. The overall structure of the EA is established with a focus on assigning
stewardship of key components and identifying stakeholder involvement influenced by the identified integration points. The EA
development at the segment level drills down into further detail resulting in greater clarity on defining a full suite of integrated
solutions and systems to meet the performance objectives of the segment.
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4.4 ARCHITECTURAL LAYERS WITHIN THE EA FRAMEWORK

An integral aspect of the EA is the definition of the architectural layers. The layers
facilitate an important objective by decomposing the enterprise into sub-categories. An
important characteristic of this layered structure is the flow down of requirements from
layer to layer. Within the State of Hawai‘i’'s methodology, the subordinate architectural
layers were tailored to be consistent with the traditional the four-layer model described
in the Gartner approach. The four layers used within the State of Hawai‘i's EA

framework are defined below.

4.4.1 ENTERPRISE BUSINESS ARCHITECTURE (EBA)

The EBA layer describes a
comprehensive business model within
the EA. The business model includes:

* The business mission, services, and
performance objectives within the
Departments and State

* The associated Service Delivery value chains including support
for the citizens who use the services and other government
entities that work with the State to deliver services

* The detailed business processes that define how work is done
including policies, business rules, and organizational alignment

The top-level component for organizing the EBA is a LOB. The
LOBs are subdivided into Core Mission Areas that are citizen-
facing services and Support Service Areas that are internally-
focused services. The LOB is a critical entity for organizing
business operations of the State from a functional perspective
independent of the Departments, attached agencies, or
programs that perform them in order to promote collaboration
across the Departments to bring cross-cutting transformation.
The LOBs are used in organizing all stewardship responsibilities
for business service/process performance, information quality
and availability, and information system functionality, usability,
and integration. Stewards for each LOB, generally Department-
based, will be identified.

4.4.2  ENTERPRISE INFORMATION ARCHITECTURE (EIA)

The EIA represents the second
or information layer within the
EA. The EIA begins with the:

* Conceptual information model to promote the identification
of common or shared information at the enterprise level and
within the LOBs

» Development of standard definitions of the structures and
values of common information

The key integration point between the EBA and EIA is the
identification of critical information needs within the business
process definitions to facilitate information reuse, analysis,
and decision-making; and the resulting information definition,
structuring, classification, and storage, delivery, and exchange
solutions to enable its confidentiality, integrity, and availability.
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4.4.3 ENTERPRISE SOLUTION ARCHITECTURE (ESA)

The ESA represents the solution layer of the EA. The ESA
focuses on solutions that involve the application of IT systems
and products to automate and streamline business processes
and information delivery and use. In this context, the term
solution may seem analogous to an IT information system or

an application. The solution concept used here is somewhat
broader in that it may include IT service provision such as a
service desk or data center. The key integration touch points
for the ESA in relation to the EBA and EIA are associated with
the most challenging enterprise issue: delivering solutions that
help achieve strategic goals and meet key business process and
information needs.

4.4.4 ENTERPRISE TECHNOLOGY ARCHITECTURE (ETA)

The ETA is the fourth and final layer of the EA. The ETA supports
and enables delivery of the enterprise solutions through
technology. The ETA identifies and organizes the breadth of
technologies needed within taxonomy of technology domains,
categories, product types, specifies standard protocols, and
products for use in the State’s technical infrastructure. The key
integration point related to the ESA deals with standard solution
patterns that specify a technology stack and IT platforms for
hosting, managing, and supporting enterprise solutions.
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Table 1 identifies each of the architectures, provides a crosswalk to the associated reference models within the FEA, and outlines key

features of that layer.

Table 1: Relationship of Architectures to Federal Reference Models

Enterprise Business * Business Reference Model (BRM)
Architecture (EBA) * [Business perspective of] Services
Reference Model (CRM)
 Performance Reference Model (PRM)

Enterprise Information ¢ Data Reference Model (DRM)
Architecture (EIA)

Enterprise Solutions e [IT perspective of] SRM
Architecture (ESA)

Enterprise Technology ¢ Technical Reference Model (TRM)
Architecture (ETA)

4.5 TECHNICAL APPROACH FOR EA DEVELOPMENT AND
CONTINUAL UPDATE

This section describes the technical approach followed in
executing both the enterprise-level and segment-level iterations
for EA development. Types of segments that are defined for
development in the FY2012 timeframe and associated variations
in the detailed segment architecture development approach are
also described.

Due to the nature of the biennial budget cycle for the State of
Hawai‘i and the scope of the enterprise, the target To Be or future
state vision has been established for the next ten years. The
objective of the future state vision is to portray “a day in the life”
experience of key customers (citizens) and stakeholders (Federal
and local government officials, contracting/supplier businesses,
etc.) in terms of interacting, receiving services from, or doing
business with the State.

Note that a fundamental principle regarding the approach
for developing the future state vision was unrestricted by
any barriers or inhibiters that might exist in the current state.
Once the future state vision was established, only then was
consideration given to analyzing the gaps that exist between
the current state and the future state in order to develop the
roadmap of initiatives to close the gap.
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¢ LOB Stewardship

e Value Chain

* Core Mission Areas|

¢ |Internal Support Areas

¢ Horizontal Enterprise Services Layer

¢ Management of Shared Data
- Enterprise
-LOB

¢ Data Stewardship
¢ Data Standardization

o |T Services Integration Layers
- Enterprise
-LOB

¢ Solution Patterns (Reference Architectures)
¢ Technology Architecture Taxonomy

e Guiding Principles

¢ Technology Standards and Guidelines

A related principle involves recognizing the need to continually

maintain or update the current state baseline over the ten-year

timeframe in order to readjust the roadmap as required to close
the gaps to achieve the future-state vision.

Fundamental Principles for Developing
the Future State EA Vision

e Unrestricted by any barriers or inhibitors present in the current state

* Continually maintain and update the current state baseline in order
to readjust the T&S

¢ Business drives the direction

Finally, the most important principle applied to the EA
development at both the enterprise- and segment-levels is the
dual-track structure that distinguishes and interlaces business
(executive) involvement and IT senior management involvement.
For any EA to be successful, the business must drive the results.
The methodology must be structured to represent the business.
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4.6 HIGH-LEVEL EA DEVELOPMENT APPROACH

The top level of the EA methodology for the State is intended to

establish the overall structure of all four of the architectural layers

and to surface the enterprise-level integration points involving the horizontal or cross-cutting LOB services or value chains, and

common or shared information, systems, services, and infrastruct

ure.

Figure 8 illustrates the Business and IT tracks, noted in three principles above, and the activities and associated work products.
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Figure 8: Enterprise

The details of the four steps in the enterprise-level work process

4.6.1 STEP ONE — OUTLINE ENTERPRISE
CHANGE DRIVERS

As part of the development and annual update of the Strategic
Plan, the external and internal business environment for the State is
being characterized with a focus on the forces that are considered
drivers for transformation. Techniques typically used in such an
evaluation consist of an analysis of internal strengths, weaknesses,
external opportunities, and threats (SWOT) analysis resulting

in a set of statements that communicate the opportunities for
strategic improvement that provide direction for constructing and
restructuring the future-state vision for government operations,
organizations, and performance. This analysis is performed at the
business level by the executive leadership and led by the Business
Transformation Executive and then at the IT level by the IT senior
leadership (or CIOC led by the CIO).
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Transformation Strategy

are described below.

4.6.2 STEP TWO — DEVELOP TO-BE OR FUTURE-
STATE VISION

The development of the future-state vision for Hawai'i is another
key activity in the development of the Strategic Plan. The
executive leadership within the State describes and characterizes
the future state of government operations and performance from
a business perspective (i.e., not from an IT/IRM perspective). The
opportunities for strategic improvement result in constructing

or restructuring the how State government should functions.

The logical thought progression moves from strategic goals that
must be achieved within the future state, business strategies for
achieving them, lower-tier strategic objectives, and associated
performance indicators or measures (measures that evolve and
objectives are reached) that establish the transformation direction.
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4.6.3 STEP THREE — OUTLINE ENTERPRISE
ARCHITECTURE (EA)

In response to and in parallel with the development of the future
state vision for government operations is the initial structuring of
the high-level EA. There are two major activities within this step:

1. Capturing the requirements for change within the enterprise
information, solutions, and technology infrastructure to achieve
the transformation objectives

2. Outlining the key components within each of the architectural
layers, their horizontal and vertical integration points, and
characterizing those areas impacted by the change requirements

Matrices are typically used to document and maintain the
traceability (or line of sight) from strategic transformation objective
to EA change requirements, to EA components within the layers
affected by the change.

In the initial iteration for the State of Hawai'i, the content for
the future state of each architectural layer is developed at an
outline level (i.e.,, all the components are being identified two or
three levels deep in decomposition for each architecture layer
but without fully characterizing the components). The As-Is or
current state baseline was captured as effectively as feasible
during the Final Report.

There are specific approaches used to outline the EA as a whole
and the individual subordinate architectures. These approaches
are discussed below.

4.6.3.1 CONSTRUCTING THE CONCEPTUAL ARCHITECTURE

The Gartner EA methodology popularized a technique known
as conceptual architecture which is used as a foundational
framework in starting the development of the EA. The
conceptual architecture technique facilitates a starting point

by keeping considerations for change and restructuring of the
enterprise at a higher conceptual level in an initial iteration of
architectural development. This technique focuses on developing
statements of principle that communicate the essence of how
the overall IT environment must be structured (or restructured)
and provide guidance on the ongoing decision making process
to achieve that structure. The conceptual architecture helps
outline what the essential components need to be, identify
new or changed components that must exist, and how the
components must interact and integrate in order to achieve the
needed requirements for transformation.
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Some key concepts and features of a conceptual architecture
as articulated in The Commonwealth of Virginia’s Conceptual
Architecture documentation include:

» Providing high-level guidance for aligning business drivers and
architectural requirements with the underlying technological
components to meet the vision of the Enterprise Architecture.

Defining a logically consistent set of principles that will guide
engineering across domain architectures. (Note: Domain
architectures refer to the first-level decomposition or ETA layer.)

Identifying applicable EA best practices as conceptual
architecture principles. These principles are high-level
fundamental truths, ideas, or concepts that frame and
contribute to the understanding of the EA.

Deriving conceptual architecture principles from best practices
that have been assessed for appropriateness to the State’s EA.
The justifications and implications of each principle is identified
and documented within the context of the State environment,
and there is a direct linkage between each principle to one or
more of the transformational change requirements.

Enabling the enterprise to identify strengths and weaknesses in
the current IT delivery methods, policies, skills, and organization
based on these principles. It further provides a baseline to assess
the applicability and appropriateness of the current technology
products deployed by the enterprise. Finally, it provides a
framework to derive, prioritize, and drill-down into necessary
domain architectures.

4.6.3.2 OUTLINING THE ENTERPRISE BUSINESS
ARCHITECTURE (EBA)

The following tasks are accomplished in outlining the future-
state EBA:

» Establishing the LOB
« |dentifying the Core Mission Areas and the Support Service Areas

* |dentifying the subordinate business functions and enterprise
services within each LOB

« Establishing stewardship policies and principles

* ldentifying and obtaining agreement on departmental
stewardship and stakeholder assignments

« Establishing a governance framework for making changes to
the EBA going forward
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4.6.3.3 OUTLINING THE ENTERPRISE INFORMATION
ARCHITECTURE (EIA)

The following tasks are accomplished in outlining the
future-state EIA:

» Constructing a Conceptual Information Architecture which
identifies a decomposition of information subject areas that
are consistent with the lines of business and subordinate
business services.

« ldentifying key subject area relationships that indicate
information dependencies across lines of business.

* Augmenting stewardship policies and principles to encompass
the information subject areas as associated responsibilities for
information quality/integrity, availability, and security.

» Establishing requirements and principles to drive standard
enterprise information integration, delivery, analysis, and
collaboration solutions.

4.6.3.4 OUTLINING THE ENTERPRISE SOLUTIONS
ARCHITECTURE (ESA)

The following tasks are accomplished in outlining the
future-state ESA:

» Constructing a notional future state ESA which identifies an
optimum set of IT solutions to automate the business and
information components of the EBA and EIA.

« |dentifying key crosscutting enterprise IT services (e.g., web
services) that need to exist within a common services layer.

» Establishing requirements and principles to drive standard
enterprise solution patterns, technical integration capabilities,
and platforms.
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4.6.3.5 OUTLINING THE ENTERPRISE TECHNOLOGY
ARCHITECTURE (ETA)

The following tasks are accomplished in outlining the future-
state ETA:

« |dentifying and outlining requirements for enterprise solution
patterns (or reference architectures for standard types of
solutions):
- Developing initial high-priority enterprise-wide solution patterns
- Standardizing on strategic application platforms and
technologies for future applications development,
acquisition, and integration
- Outlining standard development methods, skills development
(training) and skills acquisition (contracting), and standard
tools/technologies
- Outlining a communication plan to socialize the standards
and guidance within each Department
- Potential solution patterns include:
* Web applications
* Mobile applications
* Social media systems
» Workflow services
* Document management services
* GIS software platform/technology
« IT infrastructure management / enterprise system
management tools
* Web services integration
* Shared databases and master data sets
» Data analytics systems

» Outlining enterprise technology guiding principles and
standards:
- Agreeing on technology domains and taxonomy
- Developing guiding principles on technology domain
direction and decisions
- Developing an immediate baseline of current assumptions
regarding sunset, legacy, preferred, and standard application
platforms, architectural stacks, and technologies
- Using an involvement approach of a CIO Working Group
with separation into Technology Domain Architecture
Working Groups and review and confirmation by CIOC
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4.6.4 STEP FOUR — DEVELOP ENTERPRISE TRANSFORMATION STRATEGY

The final work product from the Strategic Plan consists of analysis and structuring of actionable focus areas for future initiatives

and high level considerations for the timing and sequencing of these initiatives. This should be viewed as the first iteration of the
definition of a set of initiatives or projects needed in order to create the future state vision of the State and the EA. These initiatives
are further expanded upon during the detailed segment architecture work to populate portions of the T&S Plan that in turn becomes
part of the investment portfolio. Thus, the EA outlines the context of determining what projects need to be done, how to scope these
projects, profile these projects, and sequence these projects within the T&S Plan for subsequent evaluation, approval, and funding as
part of the PfM activities.

Figure 9 below identifies the general work plan for execution of the initial iteration of these tasks in FY2012.
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Figure 9: Enterprise Transformation Strategy
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4.7 DETAILED BUSINESS SEGMENT ARCHITECTURE
DEVELOPMENT APPROACH

The segment level of the EA methodology for the State is
intended to fill in the additional architecture detail for the four
architectural layers in a step by step or incremental fashion for
the scope of a defined segment at a time. The concept of a
segment is used to allow the flexibility of scoping the detailed
architecture development in most any direction (e.g., focused
on an LOB architecture expansion or a technology domain
architecture expansion).

Segments are being defined early on while the iteration at the
enterprise level is being worked as the more detailed analysis
and architecture development work is planned. Initially, filling
in the details of the functioning of the new IT/IRM programs,
services, and operations under the leadership of the CIO

and OIMT will be accomplished consistent with a segment
architecture approach.

Additionally, high-priority areas of the ETA will be developed in this
manner. Then focus will shift to executing the detailed architecture
development on business segments that are scoped consistent
with one or more of the LOBs. These types of segment definitions
are shown below in Figure 10.

Segment Transformation Plans
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Figure 10: Segment Transformation Plans
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Business segment architecture efforts are intended to fill in the additional architecture details for primarily the top three architectural
layers for the scope of the defined business segment and to expand upon the segment-level integration points involving

the horizontal or cross-cutting LOB services or value chains, as well as the use of common or shared enterprise services and
infrastructure. Figure 11 below outlines the Business and IT tracks and the activities and associated work products.
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Figure 11: Business Segment Architecture Development - Business and IT Tracks

The following details regarding the three steps in the segment-level work process for business segments are described below.
(Note: This work process mirrors the FSAM. Additional details on how to perform the specifics of each step, the questions to
answer, and the techniques and tools to document can be found at http:/www.fsam.gov/).

4.1.1  STEP ONE — DEVELOP SEGMENT SCOPE AND STRATEGIC VISION

Using identified strategic drivers at the enterprise level to determine what business segments to build first, Step One of the methodology
addresses the launching of the effort with appropriate stewardship and stakeholder participation with an initial activity to determine the
scope and strategic intent for the business segment. The segment strategic intent consists of the target state vision, performance goals, and
common/mission services and their target maturity levels. This step is designed to allow to team to understand:

* What are the major common/mission services associated with the strategic improvement opportunities?

* Who are the segment stakeholders and what are their needs?

Nt Scope & Strategic Vision

* What are the current segment investments, systems, and resources?

* What are the deficiencies within the segment or the inhibitors to success?

* What is the target state vision for the segment?
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4.1.2 STEP TWO — OUTLINE SEGMENT ARCHITECTURE

Step Two accomplishes two key activities: the definition of
business and information requirements for the segment and the
definition of the conceptual solution for the segment that meets
the business, information, and performance requirements. This
step expands the business and information architectures within
the segment scope, and addresses the following questions:

* How well does the current (As-Is) business and information
environment perform?

* How should the target business and information environment
be designed?

* Have the segment’s goals and performance objectives been
translated into an actionable and realistic target business and
information architecture expressed within business functions,
business processes, and information requirements?

* Have the business and information requirements been
analyzed and documented to the lowest level of detail
necessary to form actionable recommendations?

» Did the business and information analysis provide a
synchronized and cohesive set of recommendations?

* Do both the business and IT leadership teams understand
the adjustments that are required for the current business
and information environments to fulfill the target
performance architecture?

Next, the conceptual solution for the segment is restructured

to meet the strategic business, information, and performance
requirements that align with the future state vision for the involved
LOB:s. For IT personnel, this is where the development of solution
architecture occurs following defined development processes and
where system and service transition dependencies are recognized.
This step also focuses on alignment with enterprise-level goals

for common platforms and centralized computing. This step is
integrated with the governance process for the State and provides
input and also receives direction from the governance structure
established for the State.

Guiding questions for this step include:
* What existing systems and services are deployed?

* How well do the existing systems and services currently
support the mission? Which systems and services should be
considered for retirement or consolidation or reengineering?

* What does the To-Be conceptual solution architecture need to
include to fulfill the desired target performance?

» Are the selected target business functions, systems, and
service components reusable?

* Does the conceptual solution architecture support the target
performance, business, and data architectures developed in
prior steps, along with recommendations for transitioning from
the As-Is state to the To-Be state?

* Have the dependencies, constraints, risks, and issues
associated with the transition to the future state EA been
analyzed to identify alternatives to be considered?

4.1.3 STEP THREE — DEVELOP SEGMENT
TRANSFORMATION (TRANSITION AND
SEQUENCING) PLAN

Step Three in the creation of the segment is the creation of the
T&S Plan for the segment. This step outlines the investments
in the form of projects (i.e.,, DME, migration, retirement,
consolidation) and prioritization of activities required to close
the gaps or transition to the To-Be segment architecture. This
step requires the buy-in and participation by business and IT
leadership to ensure success for the State.

These improvement investments will be defined by a formal
business case submission and will include specific projects or
activities to conduct BPR, systems integration or improvements,
policy or capability development, or other transformational
approaches and requirementss. The projects are organized and
staged within the overall T&S Plan to ensure the transformation to
the future state is achieved. The T&S Plan also provides visibility
into all activities from the following perspectives or views:

» Overall transformation views (Business Architecture:
LOB and Business Service, Organization: Department and
Program, Portfolio Life Cycle; Solution Architecture, and
Technology Architecture)

* Departmental transformation views

= Governance (IT/IRM competency areas) views

3 The OIMT Portfolio Management (PfM) Methodology further defines the investment process and relationship to EA.
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Input for the plan is aggregated from multiple streams: the current known projects from the Final Report results, the high-level EA
development work, and the segment architecture development work. Figure 12 below identifies the general work plan for execution of the
initial iteration of the segment architecture projects in FY2012
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Figure 12: Business Segment Architecture Development Work Plan

Figure 13 below indicates the involvement of the two teams representing the dual business and IT tracks: the Segment Architecture
Business Executive Team and the Segment Architecture IT Team.
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Figure 13: Business Segment Architecture Development (Involvement Model)
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4.8 INSTITUTIONALIZING AND MAINTAINING
THE EA PROGRAM

To benefit the State of Hawai‘i for the long-term, the State
must continually refine the EA in keeping with the needs of the
State’s Strategic Plan. The iterative, incremental, and time-boxed
approach is intentional to:

 Balance the tendency to over-analyze or fall into analysis paralysis.

* Ensure that the EA is responsive and delivers direction that
can be acted upon and achieved in a timely fashion.
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A successful EA is not a one-time deliverable or effort but an
ongoing management discipline featuring the continual evolution
of alignment with the evolving business and transformation
needs and the priorities in order to achieve the future state EA.

Note: This document communicates the approach for the initial
major annual iteration to develop the State’s EA for FY2012.
OIMT will reestablish the new priorities for subsequent EA
refinement for FY2013 and beyond.
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b.0 PORTFOLIO
MANAGEMENT (PFM)

The Portfolio Management (PfM) strategy is to create

and maintain an understanding of all investments (and

any subsequent projects) within the State in terms of the
performance, risk, service provided, and return on investment
(ROI) to support prudent and well-informed investment
decisions that align with the long-term goals described in the
Strategic Plan and the Enterprise Architecture.

The goal of PfM is to ensure that all IT investments within the
State of Hawai'i are:

* Recorded in an information repository or portfolio as they are
being conceived

* Judged based on their alignment with the Strategic Plan
and EA and their benefits to the state in terms of mission
accomplishment and best value

- Selected/approved, delayed, or denied using the portfolio
information and an assessment process

The objectives of PfM include:

1. Develop an inventory or portfolio of all current programs,
investments, Steady State (SS) operations and maintenance
(O&M) activities; development, modernization, or
enhancement projects; or initiatives.

2. Continually add new investment “ideas” to the portfolio in an
iterative manner to ensure early visibility of Departmental IT
needs and requirements and the ability to address needs from
a statewide perspective, as appropriate.

3. Continually add new investment proposals to the portfolio
based on investment dollar thresholds and/or streamlined
procurement directives.

4. Provide appropriate analytic and data mining capabilities
to assess investment information in a variety of views
(e.g., statewide, business or organizational/department,
architectural) and to support effective IT investment review,
planning, prioritization, resourcing, reporting, and approval.

5. Provide viable rationale for IT investment requests as part of
the budget planning and Legislative approval cycle.

6. Eliminate or minimize ad-hoc or one-off investment solutions
that do not align with the EA and the strategic direction.

7. Manage all projects with the appropriate level of rigor using
a formalized project management methodology (PMM) and
control and monitor all SS O&M activities by applying the
formalized configuration and change management processes.
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b.1 CRITICAL SUCCESS FACTORS AND PERFORMANCE
MEASURES FOR THE PORTFOLIO

To be successful, the State’s IT investment management
processes should generally include the following elements:

» Key organizational decision makers (e.g., Executive Sponsor,
CIO, CIOC, or ELC) are committed to the process and are
involved throughout each project’s life cycle.

* Projects are assessed jointly by program, financial, and IT managers.

* The investment management process is repeatable, efficient,
and conducted uniformly and completely across the State.

* The process includes provisions for continually selecting,
managing, and evaluating projects in the investment portfolio.

» Decisions are made consistently throughout the process using
uniform criteria.

» Decisions are driven by accurate and up-to-date cost, risk, and
benefit information.

» Decisions are made from an overall mission focus. (There is an
explicit link with the goals and objectives established in the
State and in the IT Strategic Plan or annual operational plans
and with the EA).

* Accountability and learning from previous projects is reinforced.

* The emphasis is on optimizing the portfolio mix in order to
manage risk and maximize the rate of return.

* The process incorporates all IT investments, but recognizes
and allows for differences between SS and DME project types
(mission critical, administrative, infrastructure) and initiatives.

» The portfolio is reviewed when economic conditions or new
administrations introduce new strategies and directions.

« Individual investments are designed to clearly identify and
show the cause-and-effect relationship between inputs,
outputs, and outcomes.

b.2 ROLES AND RESPONSIBILITIES

The following describes the roles and responsibilities for the
individuals and organizations involved in PfM and investment
review, planning, prioritization, resourcing, reporting, and approval.

b.2.2  CHIEF INFORMATION OFFICER (CIO)

The CIO is responsible for:

 Establishing the methodology and procedures to capture and
review portfolio information

* Ensuring PfM is developed and maintained by the designated
OIMT Investment Portfolio Manager (PfMgr)
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* Providing management oversight for the complete IT portfolio

» Establishing and maintaining investment thresholds for
review purposes in concert with the CIOC, ELC, and IT
Steering Committee

* Approving investments of less than $100K

* Reviewing all IT investments initially as part of the Select Phase
and then monitoring approved investments as part of the
Control and Evaluate Phases in conjunction with the CIOC

* Making recommendations to the ELC regarding IT
investment proposals

* Supporting IT investment requests (post ELC approval)
through testimony before legislative committees and in
discussions with legislators

b.2.3 EXECUTIVE LEADERSHIP COUNCIL (ELC)

The ELC is responsible for:

* Reviewing CIOC investment and prioritization recommendations
for all investments greater than $1M

« Selecting, denying, or delaying CIOC investment recommmendations

« Participating in periodic reviews of the approved investments
that are >$1M as part of the Control and Evaluate Phases of
investment management

b.2.4 Cl0 COUNCIL (CloC)

The CIOC is responsible for:

» Recognizing and reporting investments not represented in
the investment portfolio to allow for follow-up by the OIMT
Portfolio Manager

* Reviewing CIOC investment and prioritization
recommendations for all investments greater than $100K

» Ensuring proposed investments are aligned with Strategic Plan
and EA and assessing/scoring the level of alignment

* Ensuring the risk ranking for all investments is accurate and
that mitigation plans are implemented

» Recommending alternative approaches/solutions to proposed
investments that leverage existing solutions and/or resources
more effectively and/or represent a statewide solution

» Delaying investment proposals to allow the Organizational
Investment Sponsor or Owner (Executive Sponsor) to gather
additional information and/or assess alternate solution
recommendations/considerations

State of Hawaii Business and IT/IRM Transformation Plan

 Selecting, denying, or delaying selection for investment
proposals of $100K-$1M

» Recommending selection/denial actions to the ELC for
investment proposals greater than $1M

= Ranking/prioritizing recommmended investments of $IM for the ELC

* Appointing working groups, as needed, to facilitate more
detailed investment reviews

« Participating in periodic reviews of the approved investments
that are >$100K as part of the Control and Evaluate Phases of
investment management

5.3 OIMT INVESTMENT PORTFOLIO MANAGER (PFIVIGR)

The OIMT PfMgr is responsible for:

* Managing and maintaining the investment portfolio throughout
each investment’s life cycle

« Interfacing with the Executive Sponsor, OIMT, CIO, and CIOC
regarding PfM and investment proposal information, developing
cost estimates, and supporting business case development

* Maintaining the PfM Methodology

* Ensuring investment information is correct, complete, and
appropriately updated within the investment portfolio

» Serving as the OIMT technical expert for the PfM tool

* Analyzing investment portfolio information to support the
Select Phase of the investment management process

» Ensuring accuracy and appropriate completeness (depending
on the stage or the investment idea) of investment proposals
and the supporting business cases

» Recommending alternative solutions, application or system
retirements, and potential opportunities for information
sharing based on understanding of the state-wide portfolio

* Preparing reports for OIMT, CIO, CIOC, and ELC, as appropriate

* Ensuring project activities for an investment remain in
alignment with the CIOC and ELC approvals as part of the
Control Phase

= Scheduling periodic progress reviews for the CIOC and/or ELC
with the Executive Sponsor or PM as part of the Control and
Evaluate Phases

» Serving as the administrative resource to the CIOC and ELC
relative to PfM issues, decisions, recommendations, and
Executive Sponsor notifications
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b.4 EXECUTIVE SPONSOR

The Executive Sponsor is usually a member of the Department’s
or organization’s leadership and is responsible for:

* Ensuring the organization follows the dollar boundaries
(<$100K; $100K-$1M; >$1M) for investment actions and
documentation

* Ensuring new investment proposals are appropriately
documented and justified in preparation for the Select
Phase of the investment management process with:

- Accurate and current portfolio information
- A business case
- A risk assessment

» Ensuring the organization’s existing projects (regardless of life
cycle status) are complete within the OIMT investment portfolio

* Ensuring that portfolio components (i.e., projects, programs,
applications, or systems) are evaluated on an annual basis and
receive an appropriate level of funding to support its project
life cycle stage (i.e., support SS or DME, or retirement)

» Addressing all recommendations issued by the CIOC and/or
ELC relative to alternate approaches, denials, or delays and
follow defined processes for the appeal/re-submission of any
investment proposals, as appropriates

* Working collaboratively with the OIMT PfMgr

« Participating in progress reviews as part of the Control Phase
and address any CIOC or ELC recommended corrective actions

« Participating in reviews associated with the Evaluate Phase
and address any COIC or ELC recommendations and apply
lessons learned, as appropriate

* Ensuring procurement requests contain CIOC or ELC
approval documentation

b.5 INVESTMENT/PROJECT OR
PROGRAM MANAGER (PM)

The PM is responsible for:

» Coordinating with the Executive Sponsor and PfMgr on
project information

» Supporting business case development or updates for new
investment proposals, as appropriate
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* Updating newly approved investment information within
the investment portfolio as it becomes available relative to
subsequent projects

» Supporting evaluation and update of project components (i.e.,
projects, programs, applications, or systems) on an annual basis
and recommending an appropriate level of funding for its life
cycle stage (i.e., support SS or DME, or retirement)

* Ensuring project activities remain in alignment with the ELC
approved investment

» Submitting CIOC and/or ELC investment approval
documentation with any procurement request

b.6 STATE PROCUREMENT OFFICE (SPO)

The SPO, or its designee, is responsible for:

* Ensuring that all IT procurement requests have received
investment approval from the ELC prior to the acquisition actions

* Denying IT procurement requests that do not have appropriate
CIOC or ELC investment approvals ($100K-$1M and >$1M
respectively) and alerting the PfMgr and CIO of any denials

b.7 DEPARTMENT OF BUDGET AND FINANCE (B&F)

The B&F is responsible for:

* Ensuring that IT investments submitted as part of the budget
process have been selected by the CIOC and/or ELC prior to
inclusion in the Governor’s budget submittal

» Alerting the CIO regarding investments submitted without
selection by the CIOC and/or ELC

* Notifying the CIO about investments that were not included in
the Governor’s budget submittal.
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b.8 INVESTMENT PORTFOLIO INFORMATION

Portfolio information requires an inventory (comprehensive list)

of all Departmental investments with the ability to sort and report
on investments according to a number of information attributes.
The information captured for each investment must be descriptive
enough to allow for evaluation and comparison to other
investments already in the portfolio as well as other proposed
investments. Using the captured information along with business
case justifications and risk analyses, investments can be assessed
from a variety of perspectives or views (e.g., compliance, LOB,
departmental/organization, technology, schedule).

Table 2 summarizes the investment information that will be
collected and the benefits of that collection.

Table 2: PfM Information Requirements and Benefits

PfM Information

Element

Investment Title

Investment Description

Primary Sponsoring
Organization

Life Cycle State
and Status

Planned and Actual
Investment Start and
Completion Dates

Business Case and

Risk Analysis

Progress Review Date

Investment Cost

State of Hawaii Business and IT/IRM Transformation Plan

Description and Benefit of Information Collection

Investment Basics

Each investment is uniquely identified by a short descriptive name. This name serves as the key value in the linkage of any
one investment to associated projects, architectural elements, programs, etc.

Each investmentincludes an elaborated description to provide a greater understanding of the nature of the investment.

Each investment has a primary sponsoring organization. Capturing this information provides an organizational view or
reporting capability.

Each investment exists at any point in time in exactly one state in its life cycle. The values of the life cycle states can be
modified as the actual life cycle is refined, but example states and statuses (non-exhaustive and in no particular order)
would include: Draft, Awaiting Initial PflVl Review, CI0 Review Scheduled, CIO Selected, CIOC Review Scheduled, ELC
Review Scheduled, CIOC Selected, CIOC Recommended, ELC Selected, etc. In addition to the life cycle state and status,
a date will be kept to track when the investment entered the current state. This information helps manage the portfolio
and the activities associated with PflV1.

Provides dates for investment actions. Supports the overall ranking function as part of the Select Phase and transition and
sequencing planning and supports the Control and Evaluate Life Cycle phases.

At different points in an investment life cycle, some amount of business case and risk analysis is appropriate. There are
information elements where a link can be made to these two documents. Templates are provided to guide the level of detall
required. These two documents will be key elements of the investment portfolio during the evaluation process.

After an investment arrives at a Control state in its life cycle, periodic progress reviews are required to ensure that adequate
progress is being made. A progress review date element provides the last date that the investment was reviewed. This
date’s visibility assists the PfM manager in ensuring that reviews are being conducted as required.

Investment Costs

Information elements are provided to capture the total cost (estimated and actual) by fiscal year. In addition, estimates
and actuals are separated as being either SS costs or costs associated with DME. In addition, information elements are
provided so that these SS and DME costs can be categorized by funding source (revenue bond funds, Federal funds, etc.)
and funding category (Personnel Services, Equipment/Hardware, Other, etc.) Recording the funding source and category
manager provides the ability to sort and analyze investments along these dimensions.
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PfM Information
Element

Program

Project

Strategic Objective

Certification &
Accreditation (C&A)
Status

Enterprise
Architecture

Description and Benefit of Information Collection

Programs and Projects

In most cases an investment aligns with one program. Each program has a defined set of Measures of Effectiveness
(MoEs) that can be used to monitor the improvements being sought as part of the program. The information elements in
the PfM provide for the linkage of an investment to multiple programs. The linkage also indicates the level of improvement
expected to each MoE, providing a way to quantify the improvement to a MoE being provided by the program.

Provides the projects (by project name) associated with an investment. Each project has a single investment owner.
Strategic Objectives

A statewide set of strategic objectives are defined in the Strategic Plan and these objectives are identified to provide
guidance to the evaluation of investment opportunities. Each strategic objective has set of performance measures similar
in structure to those developed for individual programs. The PfM information element structure provides for the linkage
of each investment back to one or more of these strategic objectives, as well as providing an indication as to the level of
improvement expected for an associated MoE.

Certification & Accreditation (C&A) Status

An information element provided for each investment to describe and quantify the state of the investment with respect to
the C&A status of any associated software systems.

Enterprise Architecture Alignment

The PfM information structure provides a mechanism for linking each element to the corresponding elements of the four
EAs (EBA, EIA, ESA, and ETA). This information supports the evaluation of the investment to ensure its alignment with areas

of the EA that are being prioritized.

5.9 IT INVESTMENT MANAGEMENT PROCESS

Investment management is a highly integrated process that
involves differing life cycles depending on what aspect or phase
of the investment is being observed. For PfM, the process of
Select/Control/Evaluate is a streamlined view for managing the
portfolio in a holistic manner while Architect/Invest/Implement/
Measure/Assess/Improve is an equally important process for
managing IT investment performance. Both of these approaches
align and are used effectively in the Federal government
(Figure 14). For the State of Hawai‘i, a combination of these

two approaches was selected for use to ensure appropriate
oversight for each investment.

IT Investment IT Performance

Life cycle* Improvement Life cycle
(Pre-select or Analyze) Architect
Select Invest
Control Implement

Evaluate Measure, Assess, Improve

Figure 14: Life Cycle and Management
Perspectives and Alignment

Along with the integration of these two life cycles, a third dimension is required for effective investment portfolio management
within the State. This dimension is the State’s budget and appropriation process. For the State of Hawai'i, the resulting process is
represented by Architect/Select/Invest/Implement/Control/Evaluate4 through Measurement, Assessment, and Improvement®. Figure

15 outlines the relational timeline of all three life cycle elements.

4 Office of Management and Budget: Capital Planning Investment Control (CPIC) is a structured, integrated approach to managing IT investments.

5 Office of Management and Budget: IT Performance Improvement is a structured, integrated approach to enhancing investment performance.
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Performance Improvement Lifecycle

Departmental/
Organizational/
LOB Investment

Sponsor

Control Evaluate

Gov.ern.or' and bt
Legislature Budget and Appropriations Lifecycle

Figure 15: Investment, Improvement, and Budget and Appropriation Life cycle

Finally, there two other very important life cycles that influence and support the management of each investment, the project
management (PM) methodology and system development life cycle (SDLC). While these life cycles will be referenced in terms of the
significant integration points relative to investments they will be discussed thoroughly in their own methodologies and included as
appendices to the Strategic Plan. Figure 16 illustrates the applicable life cycle elements associated with an investment as well as the
performance monitoring and development functions.

Figure 16: Supporting Methodologies to Manage Selected Investments
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The following sections describe each life cycle phase and its relationship to the budget and appropriation process in more detail.

b.10  PRE-SELECT OR ANALYZE/ARCHITECT PHASE AND PROCESS STEPS

Perforrn ance Improvement Lifecycle

This phase describes the timeframe required to initially architect the

s solution, document information about the proposed investment in the PfM

) iFAT T‘_’ et R L tool, and Prepare the busine§s case, and perform a .risk analysis depending

m - : on the estimated size of the investment. The following provides the
process steps:

1. Executive Sponsor identifies the need for an IT investment to support
a mission requirement.

Budget and Appropriations Lifecycle

2. From the identified need, ideas for IT support are architected and submitted to OIMT via the PfM tool with assistance from the
PfMgr. This can be an iterative process that begins with an outline of an investment idea and grows to a fully developed investment
request.(Note: Depending on the investment size and complexity, a request may be for funding to more fully architect the
investment idea and alternative solutions ideas may be proposed by the PfMgr and OIMT team.)

3. Once the investment is sufficiently defined, it is submitted for review and approval/selection based on the defined thresholds
<$100K, >$100K and <$1M, or >$1M.

Generally, for investments of >$100K, portfolio information including business cases will be collected and refined three to six
months prior to the beginning of the legislative session depending of the investment size, risks, and benefits. This timing allows for
the appropriate selection process by the CIOC and/or ELC and will ensure the Executive Sponsor has sufficient time to complete
all required budget documentation. For funded investments that are<$100K, portfolio information will be entered into the PfM tool
and then queued for review by the CIO.

b.11  SELECT PHASE

In the Select phase, all investments within the portfolio are reviewed, ranked, and then pending/approved/recommended/denied/
delayed. The process steps for this phase are as follows:

1. The Executive Sponsor and/or PM update all existing (previously submitted) investments information within the portfolio

2. The PfMgr, OIMT, and CIO screens, analyzes, and assesses the total portfolio including:

= Portfolio information, business cases, and risk analysis for new investments with regard to the description of need/
proposed benefits; LOB/mission needs and service delivery requirements. (Note: As part of the screening process, alternative
recommendations relative to the investments proposed solution may be offered to the Executive Sponsor.)

« Existing investments, specifically those identified as SS, relative to end-of-life status, retirement and replacement strategy,
termination, modernization and/or enhancement needs, and transition® requirements to align with the Strategic Plan and EA
(Note: Screening of existing investments and any forthcoming recommendations should occur early enough in the select
process to allow for the Executive Sponsor to architect and create a new investment request, especially for the SS projects.)

3. The PfMgr coordinates the OIMT’s and CIO’s comparison and ranking of the new investment proposals against defined criteria’
and the overall portfolio.

Performance Improvement Lifecycle

4. The CIO reviews and approves or denies investments <$100K, and
the PfMgr notifies the Executive Sponsor regarding all decisions.

T‘ earitolio Lifecycle

5. The PfMgr plans the agenda for the CIOC to review investments:
* >$100K and <$1M and deny, delay, or select in a ranked order
* >$1M deny, delay, or recommend selection to ELC

Contred Evaluate

6. The PfMgr plans the agenda for the ELC to review investments: sty Budget and Appropriations Lifecycle
* >$1M deny, delay, or select in a ranked order

7. The CIO, supported by the PfMgr, coordinates with the Executive Sponsor and B&F regarding the inclusion of selected
investments in the Governor’s FY budget request based on the ranking and other known constraints (e.g., resource availability,
budget guidance/expectations, or other priorities within the State).

6 The need for transition will carry more weight for the next five to ten years until nonconforming technologies can be retired and/or replaced or modernized.
7 Criteria for ranking new investments as part of the entire portfolio are available on the OIMT intranet site.
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8. The PfMgr, regardless of the selection, denial, delay, or recommendation decision for the investment, communicates with the
Executive Sponsor or PM regarding the CIO, CIOC and/or ELC comments relative to the investment proposal. For investments
that are delayed or denied, as part of selection Select Phase, the rationale for the denial or delay are communicated immediately
to allow the Executive Sponsor or PM to assess the impact, adjust investment proposal documentation, and/or prepare an appeal.
Investment selections are also communicated expeditiously so that budget documentation can be prepared.

b.12 INVEST PHASE

Performance Improvement Lifecycle It should be noted that even though the CIOC and/or ELC

have selected or recommended an investment, there are three

additional decision points where an investment request may

be approved or denied. The first point is with the Governor

Cartmad Pvaluste where investments are included or not included in his/her

budget submittal to the Legislature. The second point is with

the Legislature’s Ways and Means or Finance Committees where
,,ud“,.,,d NPt ations LIl acy2la an investment can be recommended or not recommended for

legislative consideration and funding/investment. Finally, the third
decision point is with the Legislature where the investment is approved for funding or denied. Once an investment is funded by
the Legislature, the investment is moved into the Implement through Control phases.

6.13 IMPLEMENT, MEASURE, ASSESS, IMPROVE, AND CONTROL PHASES

During these phases, funded investments in the portfolio are reviewed and monitored on a regular basis by the PfMgr, CIO, and
CIOC and/or ELC, as appropriate, while the implementation of the investment (following a defined PM Methodology and SDLC
Methodology) is performed by the Executive Sponsor and PM. The following are the process steps for these parallel phases:

Departmentaly

1. The Executive Sponsor and the assigned PM complete all
implementation plans and begin all implementation activities for
the investment and its subsequent DME projects. = j P

Performance Improvement Lifeeyel=

1

2. The Executive Sponsor and PM manages the project by
continually measuring results, assessing progress against
planned schedules, and improving/adjusting the implementation
of the investment activity and associated projects as required to
ensure the achievement of the desired results.

Evaluate

Budget and Appropriations Lifecycle

3. The PfMgr establishes a schedule for the investment’s progress or project reviews that follow the guidance provided in the
OIMT Project Management Methodology or other recognized PMM. (Note: The type and frequency of the progress reviews
are usually determined based on the analysis of risk, complexity, and cost that were identified when the project was selected
(and subsequently funded through the budget approval process). These reviews may coincide with investment events such as
achievement of key deliverables.

4. The CIO, and as appropriate, the CIOC and/or ELC, monitor the progress of each investment activity against planned schedules
and spend plans on a regular basis in conjunction with the Executive Sponsor and/or PM as the implementation occurs through
periodic reviews. The CIO, CIOC, and/or ELC recommended course corrections or corrective actions if progress is not on track
(e.g., stated milestones are not being met, expenditure of funding is significantly over or under planning estimates, risk mitigation
plans are not effective, additional risks have been identified).

5. If an implementation project is late, over cost, significantly under cost, or not meeting performance expectations, the CIO, CIOC
and/or ELC will schedule a progress review and will make the decision whether the investment should be continued, modified, or
canceled. Any CIOC and/or ELC recommendations and subsequent actions are immediately conveyed to the Executive Sponsor or
PM to mitigate the effects of changes in risks and costs.

6. The PfMgr will ensure all actions and recommendations are updated within the portfolio.

Once an investment or project within an investment is fully implemented, it becomes a SS O&M Activity and is moved to the
Evaluate Phase.
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b.14  EVALUATE PHASE

Performance Improvement Lifecycle
Departmental)

-

Contred Evaluste

Budget and Appropriations Lifecycle

In the Evaluate phase, the entire portfolio of investments and
specifically the fully implemented or SS activities and any
canceled investments undergo additional review in terms of
actual or expected results. The following are the process steps
for this phase:

1. The PfMgr and CIO continually evaluate the portfolio on
mission performance, spending perspectives, and other
defined objectives and measures and subsequently identify
and recommend to the Executive Sponsor, CIOC, and/
or ELC any changes or modifications to the portfolio and
any specific SS activity that may be needed (e.g., activities
nearing end-or-life and/or might require modernization or
enhancement or retirement).

2. The PfMgr and CIO review any cancelled investments in detail
for lessons learned and share this analysis with the CIOC and/
or ELC, as appropriate.

3. The PfMgr and CIO implement revisions in the State’s PfM
processes based on lessons learned and provide input into the
following year’s investment identification and selection activities.

b.15  PFM AND OTHER IT GOVERNANCE AND
MANAGEMENT ACTIVITIES

As noted above, PfM is tightly integrated with the State’s defined
IT/IRM governance processes and with project or program
management in general. Within the State of Hawai‘i, each of these
activities has defined roles and responsibilities with specific goals
and objectives, but they share an overarching focus on effectively:

« ldentifying and securing funding for needed IT investments
and their projects or programs

* Ensuring alignment with the Strategic Plan and EA and other
processes (e.g., procurement, budget guidance)

* Monitoring and managing all investment activities based
on estimated versus actual spend plans, risk identification
and mitigation, delivery against milestones and deliverable
schedules, and achievement of defined benefits

» Taking corrective actions, as appropriate

* Managing each IT investment and any subsequent projects or
programs throughout their life cycle

* Documenting the processes required for effective process
maintenance

» Continually improving processes associated with IT
investments planning, tracking, and management

« |dentifying opportunities for continuous improvement and
applying lessons learned judiciously

Integration of the IT portfolio and the selection of IT investments
are tightly integrated with the State’s budget process. The
selection of money to invest in IT and the integration of this to
either particular programs or to line items in the State’s budget
are to be synchronized. This will help ensure the money is there
to start a new IT investment and that the money is reallocated
to other budget needs at the proper time, so as not to leave a
service with either two working investments doing duplicate
work, or leave the new investment non-operational and the
terminated investment shut off with citizens’ service in a
degraded state.

b.16  INVESTMENT PORTFOLIO MANAGEMENT
TOOL SUITE

The information gathered as part of the PfM provides the
opportunity for the CIO,CIOC, ELC, Departments, B&F, Executive
Sponsors, PMs, legislative units, and other stakeholders

to view the portfolio from many perspectives to make

informed decisions about the State’s existing and proposed

IT investments. The information will be maintained in an
automated tool® to facilitate tracking, analysis, and reporting
against the numerous views including:

« Total portfolio view

- Departmental/organizational view

* SS view

* DME view

» Planned and actual start/completion data view

* Investment life cycle (Select, Control, Evaluate) view

* Progress review, status view

& While an integrated tool is being selected and acquired, the OIMT and the PfMgr will utilize the Enterprise Assessment Database (EAD) to capture portfolio information.
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6.0 PROJECT MANAGEMENT

Management of government projects, programs, and
portfolios—and the related expenditures of public funds—are
major, visible areas of interest and concern. Emphasis on
performance improvement in government continues to increase
steadily, supported by mandates imposed by government laws
and public pressure. Despite a growing understanding of the
determinants of success, increasing maturity, and a stream of
successful programs and projects, project failures continue at an
alarming rate.

Project Management is a set of processes, tools, and templates
used to effectively plan and manage project work. This section
outlines the State of Hawai’'i OIMT PMM. |t is based upon the
Project Management Institute’s (PMI) Project Management
Body of Knowledge (PMBOK), and it has been enhanced to
incorporate State of Hawai‘i specific processes. The goal of the
PMM is to institute a scalable framework of industry standard
best practices to support and promote the successful delivery
of projects. Although identified as distinct processes, in practice,
the processes overlap and interrelate. Some processes are
iterative, repeated, and revised throughout the life of a project.
Seasoned project managers acknowledge there are many ways
to manage a project. As organizations evolve in maturity level,
PMs will be better equipped to determine which processes to
utilize and how rigorously to apply these processes to deliver
the project.

PMM is typically used in conjunction with a SDLC. The particular
SDLC depends upon the standards and the type of project
undertaken. Although terminology can differ, the PMM and SDLC
methodologies can be easily integrated.

The advantages of establishing sound project management

practices are:

* Improves overall project performance

* Increases projects delivered on-time and within budget

* Reduces project risk

* Enhances quality

* Improves inter- and intra-project communication

» Establishes a consistent standard that everyone can follow

« Complements standard System Development Life-Cycle
Methodologies (SDLC)

* Promotes common project management terminology

This PMM document will share knowledge and support
implementation of the methodology across the State of Hawai'i.

6.1 PURPOSE

The purpose of the PMM is to describe the approach that will be
used by the State of Hawai‘i to initiate, plan, execute, monitor/
control, and close IT projects in alignment with the Program
Management Methodology (PgM) and PfM Methodology
established by the State of Hawai'i.
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The PPM in this document is not intended to replace existing
project management programs or processes within departments
that have established processes designed for specific project
types (e.g., construction). However, PMI’s framework, concepts,
tools, and techniques can be applied to virtually any project.

6.2 SCOPE

The scope of PMM is to establish a consolidated, consistent,
and efficient project management processes that the State of
Hawai‘i will use to manage IT projects to ensure that projects
are well planned and successfully deliver expected outcomes
that are within funding, on time, and known risks; demonstrate
effective communications, and are aligned with program and
portfolio goals and objectives. The PMM defines the processes,
tools, and techniques that support the efficient execution

of projects from beginning to end and defines the roles and
responsibilities of project participants and stakeholders.

The scope of the PPM initiative is to establish a project management
process within OIMT that can adapt to non-technology projects and
business process improvement initiatives. The project management
process is a subordinate process to established programs and
portfolios and should ensure alignment.

6.3 PROJECT MANAGEMENT GOALS AND OBJECTIVES

The goal of the PMM is to successfully deliver IT investments,
products, services, or results according to a plan developed and
executed through effective team planning and leadership.

Objectives for PMM include:

1. Establish a consolidated, consistent, and efficient project
management processes to manage projects.

2. Define clear business objectives, understanding options via
identifying their benefits, costs, and risks.

3. Increase process transparency and flexibility.
4. Effectively manage government funding.

5. Increase the probability that project outcomes meet user
needs and expectations, resolve business problems, and
reduce risk/variability.

6. Facilitate better decision making before project start and
during project execution.

7. Reduce project risks of delays, cost overruns and failure.
8. Properly identify a project’s expected outcomes.

9. Organize and develop a team capable of planning the work to
achieve the expected outcomes.

10. Identify and manage risks to project success.

1. Identify expected key performance measures to ensure,
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through planning, that the project outcomes will meet quality
expectations.

12. Ensure timely and accurate communications to stakeholders
and committees.

13. Ensure proper hand-off to operations or SS personnel.
14. Deliver project results to the established expectations.

15. Develop skilled project teams and encourage Project
Management competencies.

6.4 PROJECT PERFORMANCE MEASURES

Every project will have performance measures related to

the specific product, service, or result of the project and key
performance indicators identified by the project sponsor and
team. Performance measures may also apply from programs
and portfolios. These measures will be planned, monitored, and
controlled by the PM and team.

Standard performance measures for all projects shall be the
following:

* Planned according to methodology
» Meet planned/re-baselined project end dates
» Meet planned/re-baselined project budget

» Meet strategic goals and performance measures established in
the PgM and PfM

6.5 PMM PROCESS

The PMM provides project-planning information in a variety of
ways and levels of detail to address the needs, knowledge, and
work styles of the many interested parties across the State of
Hawai‘i. The PMM also sets forth a defined process, outlines
required deliverables, and, in conjunction with the Enterprise
Architecture and IT Investment Portfolio, provides a rigorous,
detailed, and thorough process that should be adopted by

the State of Hawai'i. By following the process outlined in the
methodology, the departments should be able to take an initial
concept to resolve a problem or gap and shepherd it successfully
through the planning process. The roadmap that has been laid

out should give the departments the confidence that IT projects
should meet all of the regulatory requirements because the
guide establishes a comprehensive, consistent, measurable, and
repeatable process for IT project planning and management.

In other words, this process should improve the success of IT
projects in terms of budget, schedule, and outcome.

The PPM establishes clear lines of responsibility, organization,
authority, and approval. At each stage of the PPM, the business
representatives and the OIMT counterparts complete certain
tasks in concert. The partnership must pass through control
gates that are established to ensure compliance with the process
before proceeding to the next phase. The project team can only
move on to the next phase in the process when the control gate
has been met successfully and approvals have been received.

The PMM incorporates best practices from the international
project management organization, Project Management
Institute (PMI), which is recognized globally. The methodology

is based on the Project Management Body of Knowledge
(PMBOK) and framework. The implementation of the
methodology will account for various needs and levels of rigor
needed to successfully complete different types of projects in
differing environments. The implementation plan will include key
performance indicators, alignment with program and project
portfolios, and enterprise architecture. One of the primary goals
of this effort is to ensure that everyone responsible for project
development and solution implementation is aligned, supported,
and communicating throughout the process.

The PMI project management framework applies globally and
across industry groups. This does not mean that the knowledge,
skills, and processes described should always be applied uniformly
on all projects. For any given project, the PM, in collaboration with
the project team, is always responsible for determining which
processes are appropriate and the appropriate degree of rigor for
each process.?

The proposed PPM consists of five fundamental processes that
are used to guide the overall project and individual phases.
Applying the processes during the phases of a project life cycle
is expected. For the purposes of this document, processes are
discussed from the perspective of how they apply to an overall
project. The five processes are: Initiation, Planning, Executing,
Monitoring and Controlling, and Closing (Figure 17).

Figure 17: The Project Management Processes

2 A Guide to the Project Management Body of Knowledge, Fourth Edition
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Figure 18: PMBOK Processes Iterative Diagram

The PM processes may be iterative (Figure 18) and apply to various phases of a project’s life cycle (e.g., SDLC, ITIL) or may be
applied as an overall life cycle as appropriate. Figure 19 illustrates the applicable project processes associated with IT Investment
projects as well as the performance monitoring and development functions.

thlatlon

Concept

Requirements Analysis

-- e

Implementation

Figure 19: Project Processes

6.6 OTHER PROJECT MANAGEMENT METHODOLOGIES 6.7 AGILE DEVELOPMENT

The State of Hawai‘i will incorporate other project management  Agile development involves breaking a project into user-identifiable

Select Invest

methodologies, tools, or techniques as appropriate to specific pieces of functionality that can be deployed and actually used,
projects, but the primary PMI processes of Initiating, Planning, and then producing these pieces approximately every 30 days.
Executing, Monitoring and Controlling, and Closing shall apply Agile development requires that the project team, management,
as an overarching Project Management Framework for the oversight, and governance approve the concept that the project
State of Hawai‘i. will plan, design, build, test and deploy as it produces the 30-day

deliverables. All of these functions need to be embedded with
the project team-in real time.
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It should also be made clear that Agile development is not ad- The three functions of the IT Investment Life Cycle process are to:
hoc, chaotic programming. Instead, it follows a rigorous process Select, Control, and Evaluate projects. The initial Select function
for refining and periodically reprioritizing requirements, and for occurs at the beginning of the life cycle; the Control function is
developing and deploying user functionality at regular intervals. conducted through the project’s development phases, and the

Evaluate function is performed after the project transitions to O&M.
6.8 PMM CHECKPOINTS/APPROVAL GATES

All IT Investment projects are part of the portfolio and subject to
review and approval through the OIMT, CIOC, and ELC.

 Projects with estimated budgets of less than $100,000 dollars
may be submitted using the T205 process.

* Projects with estimated budget within $100,000 - $1,000,000

This PMM is designed to address the Information Technology shall be reviewed by the CIOC.

Management Reform Act of 1996 (Clinger-Cohen). From the « Projects with estimated budgets above $1,000,000 shall be
perspective of the PM, the Act means PMs must be able to reviewed by the CIOC and then the ELC.

manage and report project status in terms of mission, business,

and enterprise, as well as the more traditional performance terms.

Table 3: ITIL Reviews Select Control Evaluate
Project Budget Documentation Reviewed by Status Updates Performance Review
< $100,000 T205 Clo As needed TBD
$100,000 - $1,000,000 Project Charter and/or clioc Quarterly TBD

Business Case

>$1,000,000 Project Charter and/or CIOC/ELC Monthly TBD
Business Case

Project Plan

6.9 PROJECT STATUS REVIEWS

Once a project has been approved by the CIOC and/or ELC, regular interval updates to the councils shall be provided. These
updates will include at minimum, a description of the project, list of top risks and issues, and an overall project status identifier as
identified in Table 4.

Table 4: Project Status

x>=10% behind in Scope, Cost, Schedule and Risk

Yellow 5>x>10% behind in Scope, Cost, Schedule and Risk
0>x>5% behind in Scope, Cost, Schedule and Risk

Ahead of Scope, Cost, Schedule and Risk

Status updates will also include a Risk Register of the highest risks to the project.

Table 5 - Qualitative Risk Analysis

Probability of Occurrence

Low Medium High

Severity Med Yellow

Low
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6.10 PROPOSAL

Business case:

» Concept to address business problem
» Stakeholder analysis
» Research and Business Plan
» Alignment to objectives
* Rough Order of Magnitude
(ROM) budget
» High-level timeline of project life cycle

6.13 PMM KNOWLEDGE AREAS

6.11  APPROVED PROJECTS

Projects will be approved based on the
following criteria:

* Alignment with EA

* Economies of scale

 Value of expected outcomes
* ROI or Service Value

* Risks

* Budget

PMI outlines nine specific knowledge areas which are detailed below.

6.13.1 INTEGRATION MANAGEMENT

6.12 COMPLETED
PLANNING REVIEW

Projects will be approved based on the
following criteria:

« Credibility of project plan

« Portfolio and program resource integration
 Available resources

« |dentified risks and contingency plans

« Leadership support

Project Integration Management includes the processes and activities needed to identify, define, combine, unify, and coordinate the
various processes and project management activities within the Project Management Process Groups. In the project management
context, integration includes characteristics of unification, consolidation, articulation, and integrative actions that are crucial to
project completion, successfully managing stakeholder expectations, and meeting requirements. Project Integration Management
entails making choices about resource allocation, making trade-offs among competing objectives and alternatives, and managing the
interdependencies among the project management Knowledge Areas.®

Table 6: Integration Management Processes

6.13.2 SCOPE MANAGEMENT

Develop project charter

Develop Project
Management Plan

Direct and manage
project execution

Monitor and control

project work
Close project or phase
Perform integrated

change control

Project Scope Management includes the processes required to ensure that the project includes all the work required, and only
the work required, to complete the project successfully. Managing the project scope is primarily concerned with defining and
controlling what is and is not included in the project.

Table 7: Scope Management Processes

Collect requirements
Define Scope

Develop WBS

© A Guide to the Project Management Bodly of Knowledge, Fourth Edition
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Verify scope

Control scope
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6.13.3 TIME MANAGEMENT

Project Time Management includes the processes required to manage timely completion of the project.

Define activities

Sequence activities

Estimate activity resources

Develop schedule
6.13.4 COST MANAGEMENT

Project Cost Management includes the processes involved in estimating, budgeting, and controlling costs so that the project can be

completed within the approved budget.
Estimate costs
Determine budget

Project Quality Management includes the processes and activities of the performing organization that determines quality policies, objectives,
and responsibilities which enable the project to satisfy the needs for which it was undertaken. It implements the quality management system
through policy and procedures with continuous process improvement activities conducted throughout as appropriate.

Table 8: Time Management Processes

Table 9: Cost Management Processes

6.13.5 QUALITY MANAGEMENT

Table 10: Quality Management Processes

Plan Quality Perform quality control
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6.13.6 HUMAN RESOURCES MANAGEMENT

Project Human Resource Management includes the processes that organize, manage, and lead the project team. The project team

is comprised of the people with assigned roles and responsibilities for completing the project. The type and number of project team
members can change frequently as the project progresses. Project team members may also be referred to as the project’s staff. While
the specific roles and responsibilities for the project team members are assigned, the involvement of all team members in project
planning and decision making can be beneficial. Early involvement and participation of team members adds their expertise during the
planning process.

Table 11: Human Resources Management Processes

Acquire projectteam
Develop HR plan Develop project team Manage project team

Manage project team

6.13.7 COMMUNICATIONS MANAGEMENT

Project Communications Management includes the processes required to ensure timely and appropriate generation, collection,
distribution, storage, retrieval, and ultimate disposition of project information. Project managers spend the majority of their

time communication with team members and other project stakeholders, whether they are internal (at all organizational levels)

or external to the organization. Effective communication creates a bridge between diverse stakeholders involved in a project,
connecting various cultural and organizational backgrounds, different levels of expertise, and various perspectives and interests in
the project execution outcome.

Table 12: Communications Management Processes

Distribute information

Identify stakeholders Plan Communications Report performance

Manage stakeholder
expectations

6.13.9 RISK MANAGEMENT

Project Risk Management includes the processes of conducting risk management planning, identification, analysis, response
planning, and monitoring and control on a project. The objectives of Project Risk Management are to increase the probability
and impact of positive events, and decrease the probability and impact of negative events in the project.

Table 13: Risk Management Processes

Plan risk management

Identify risks

Perform qualitative risk analysis Monitor and control risks
Perform quantitative risk analysis

Plan risk responses
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6.13.10 PROCUREMENT MANAGEMENT

Project Procurement Management includes the processes necessary to purchase or acquire products, services, or results needed
from outside the project team. The organization can be either the buyer or the seller of the products, services, or results of a project.

Project Procurement Management includes the contract management and the change control processes required to develop and
administer contracts or purchase orders issued by authorized project team members.

Project Procurement Management also includes administering any contract issued by an outside organization (the buyer) that
is acquiring the project from the performing organization (the seller), and administering contractual obligations placed on the
project team by the contract.

Table 14: Procurement Management Processes

Plan procurements Conduct procurements Administer procurements Close procurements

6.13.12 PROGRAM AND PROJECT ORGANIZATION CHARTS

Programs consist of a group of related projects, subprograms, and program activities that are managed in a coordinated way to obtain
benefits not available from managing them individually. The basic organizational structure for OIMT programs is depicted in Figure 20.

Figure 20: Basic OIMT Program Structure
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The governance of a typical program is depicted in Figure 21.

Figure 21: Program Governance
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Programs are managed by the PgM, reporting to the Program Executive. Program performance information is captured in the
Management Tool and reported via a dashboard. Meetings and presentations between the PgM and the governance structure are
conducted on a by-exception basis to address specific shortcomings or risks (Figure 22).

Figure 22: Program Management

As illustrated in Figure 23, project teams are hierarchical in authority and reporting.

Figure 23: Project Team Organization Chart
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Table 6: Integration Management Processes

Develop project
charter

Identify
stakeholders
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Close project
or phase

Direct and manage
project execution

Perform quality
assurance

Acquire projectteam
Develop project team

Manage project team

Distribute information

Manage stakeholder
expectations

Close
procurements

Conduct procurements
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6.14  PROJECT ROLES AND RESPONSIBILITIES
6.14.1 EXECUTIVE SPONSOR

The Executive Sponsor is typically a member of the Department’s
or organization’s leadership and is responsible for:

* Ensuring the organization follows the dollar boundaries
(<$100K; $100K-$1M; >$1M) for investment actions and
documentation

* Ensuring new investment proposals are appropriately
documented and justified in preparation for the Select phase
of the investment management process with:|
- Accurate and current portfolio information
- A business case
- A risk assessment

* Ensuring the organization’s existing projects (regardless of
life cycle status) are complete within the OIMT investment
portfolio

* Ensuring that portfolio components (i.e., projects, programs,
applications, or systems) are evaluated on an annual basis and
receive an appropriate level of funding to support its project
life cycle stage (i.e., support SS or DME, or retirement)

» Addressing all recommendations issued by the CIOC and/or
ELC relative to alternate approaches, denials, or delays and
follow defined processes for the appeal/re-submission of any
investment proposals, as appropriate

* Working collaboratively with the OIMT PfMgr

« Participating in progress reviews as part of the Control phase
and address any CIOC or ELC recommended corrective actions

« Participating in reviews associated with the Evaluate phase
and address any COIC or ELC recommendations and apply
lessons learned, as appropriate

* Ensuring procurement requests contain CIOC or
ELC approval documentation

6.14.2 PROJECT MANAGER (PM)

The PM is responsible for:
» Coordinating with the OIS and PfMgr on project information

* Supporting business case development or update for new
investment proposals, as appropriate

» Updating newly approved investment information within
the investment portfolio as it becomes available relative to
subsequent projects

» Supporting evaluation and update of project components (i.e.,
projects, programs, applications, or systems) on an annual basis
and recommending an appropriate level of funding for its life
cycle stage (i.e., support SS or DME, or retirement)

State of Hawaii Business and IT/IRM Transformation Plan

* Ensuring project activities remain in alignment with the ELC
approved investment

» Submitting CIOC and/or ELC investment approval
documentation with any procurement request

* Manages the project integration, scope, time, cost, quality,
human resources, communication, risk, and procurement

6.14.3 SUBJECT MATTER EXPERT (SME)

SMEs have the functional or technical expertise in a specific
area that can provide guidance to project team members.
Responsibilities include:

» Providing technical or functional knowledge to guide project
team in achieving project objectives and deliverables

6.14.4 FUNCTIONAL MANAGER

The Functional Manager has management authority over an
organizational unit within a functional organization: the manager
of any group that actually makes a product or performs a service.

Responsibilities include:

* Providing a project with qualified resources and checking
resources work for accuracy, quality, and timely completion
throughout project

« Prioritizing functional resource workloads according to
Enterprise Portfolio and Group Portfolio priorities

6.14.5 DELIVERABLE OWNER

A Deliverable Owner is responsible for producing any unique
and verifiable product, result, or capability to perform a service
that must be produced to complete a process, phase, or project.

Responsibilities include:

» Leading the deliverable team to ensure timely creation,
management, and completion of project work such as
deliverables, sub-deliverables, and work packages

6.14.6 PROJECT RESOURCE

Project resources are skilled human resources (specific
disciplines either individually, in crews, or teams), equipment,
services, supplies, commodities, material, budgets, or funds.

Responsibilities include:

* Accomplishing deliverables by completing assigned deliverables,
sub-deliverables, work packages, activities, and tasks
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6.14.7 STAKEHOLDER

Stakeholders are persons or organizations (customer, sponsor,
performing organization, the public) that are actively involved in
the project, or whose interests may be positively or negatively
affected by execution or completion of the project. A stakeholder
may also exert influence over the project and its deliverables.

Responsibilities include:

* Ensuring prioritized needs and interests are met by attending
selected meetings, staying current with project status reports, and
providing feedback to project team throughout project life cycle.

6.14.9 PROJECT RISK MANAGER

In projects with high levels of risk, a team member may serve
as a leader responsible to document identified risks, monitor,
ensure prioritization, and provide communication. The risk
manager keeps the team apprised of triggered risks, executes
planned contingencies, or coordinates team contingency
planning for unplanned events.

6.14.10 PROJECT COMMUNICATIONS MANAGER

In projects with high levels of risk in the area of communications,
a team member may serve as a leader responsible to ensure a
communications management plan is developed and executed
during the project phases. The project communications manager
keeps the team apprised of communications internal/external,
inbound and outbound, and executes planned communications
or coordinates team appropriately.

70 | State of Hawaii Business and IT/IRM Transformation Plan

6.14.11 PROJECT ISSUE MANAGER

In projects with high levels of risk, a team member may serve
as a leader responsible to document identified risks, monitor,
ensure prioritization, and communication. The issue manager
keeps the team apprised of triggered risks, and executes
planned contingencies or coordinates team contingency
planning for unplanned events.

6.14.12 PROJECT MANAGEMENT TRAINING

Project Management training sessions will be provided at least
once per year.

» Team PM Training—a general overview of the project management
processes, knowledge areas, and templates. This training will
have emphasis on team roles and responsibilities. Overview of the
knowledge areas with special attention to Risk Management and
Communications Management.

* Introductory PM Training—a more in-depth training for those
assigned to projects without formal training.

* Intermediate PM Training—for those who have completed the
fundamentals and are assigned to larger projects.

* Advanced PM Training—for those who have completed the
fundamentals and intermediate training and are assigned to
large state-wide projects.

The Project Management Office will provide ongoing coaching
and mentoring, as well as ongoing competency training.

Governance




L_/I_‘".-_""'Z“_._._.-_ R

1.0 BUSINESS PROCESS REENGINEERING




1.0 BUSINESS PROCESS REENGINEERING

This document provides a description of the Business Process Management (BPM) methodology recommended by the OIMT for
use within the State of Hawai‘i as business processes are assessed, addressed, and improved.

1.1 SCOPE

This document outlines the BPM methodology using the Theory
of Constraints (TOC), Lean, Six Sigma, and integrated TOC, Lean,
Six Sigma (iTLS), which is a combination of the previous three. It
provides an overview of the different processes and a framework
for the selection of Business Process Projects, the match of
project results to the appropriate methodology, and the roles
and responsibilities of BPM.

Typical Transformation Results

m * Increased on-time delivery / availability 44%
IETTETTIN - ondt e reducea 0%

* Increased by 63%

PRODUCTIVITY ¢ Increased by 30% or more

m- Reducedby 49%

* Cut by 20% or more

This document introduces the methodology or approaches that
have been selected by the CIO for conducting BPR within the
State of Hawai'‘i. The selected approaches are known as TOC,
Lean, Six Sigma, and iTLS, and have been used effectively to
reengineer processes in both the public and private sectors.

Transformation must begin with re-evaluating the processes that deliver services to internal and external customers. Only through
investigating the purpose, outputs, assumptions, and constraints along with the business rules that are associated with a process
can transformation begin. Transformation is to change what is now into something different. If we expect different results from the
State of Hawai'‘i in the quality, timeliness, cost, and productivity of our services, and then evaluating, reengineering, and managing
the business processes is an integral step in the development of a government aligned to service the people of Hawai‘i.

Note: This document is a living document that will be maintained by OIMT and the Business Transformation Executive (BTE).
The intended audience for this document is anyone within the State who is interested in learning about TOC and how it is used to
reengineer a process. This document outlines major methodologies which may be used in future business process initiatives.

1.2 ASSOCIATED DOCUMENTS

* The Goal, by Dr. Eli Goldratt

- State of Hawai‘i Business Transformation Strategy and IT/IRM Strategic Plan, 2012
* O/IMT Project Management Methodology (PPM), 2012

* Overview of the Theory of Constraints, Viable Vision, 2012

* Training Presentation, Viable Vision, 2012

 Profitability with No Boundaries, by Reza (Russ) M. Pirasteh and Robert E. Fox, 2012
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1.3 SELECTING AND MANAGING A BUSINESS PROCESS REENGINEERING (BPR) PROJECT

The Executive Leadership Steering Group will be engaged in making final decisions relative to BPM activities that have an
enterprise or state-wide impact. Department leadership is encouraged to identify and select BPR activities that will improve mission
performance and service delivery to constituents. Figure 24 provides examples of considerations for screening BRP activities.

Identify Value Identify Project Screen List of Scope and Define
Levers Opportunities Opportunities BPR Projects
Banan ——— I

3 [ T I
G - o
-— —— —— 4
i - - 0

[ e T,

* Identify Value « Translate Value » SelectHighest Priority | . Assign

Levers for the State Levers into Opportunities Opportunities to

* Strategic Opportunity Areas * Deciding which of the Project Sponsors

» Financial opportunites for Project

= Constituents . T lat implement first Definiti

= QOperational (Process) sl e_ involves a strategic cinition
Opportunity Areas decision aboutwhat's
into BPR Project most important to the + Complete Draft
|deas State and it's Project Charters

constituents

Figure 24.: BPR Project Screening Considerations

When undertaking a BPR activity, it is the responsibility of the project sponsor (Department management or BTE) to ensure that a
project schedule is created and that the activities, milestones, and deliverables are achieved. The OIMT Office will provide program and
project management oversight to any statewide BPR activity or as requested to the extent resources are available. At a minimum, the
basic elements of the OIMT recommended PMM should be followed when managing a BPR activity (illustrated in Figure 25).
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Figure 25: Managing BPR Projects
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1.4 BPR ROLES AND RESPONSIBILITIES

This section describes BPR roles and responsibilities.

14.1 BPR PROJECT CHAMPIONS FOR THE STATE

daahhhh

The Executive Leadership Steering Group provides guidance;
oversees policy, validates resource requirements, and serves as
the point of contact and BPR Project Champion. The Project
Champion monitors all BPR Projects. It is imperative that
Champions promote BPR within the State through consistent
words and actions. They ensure that the necessary resources are
available to the project sponsors, support teams, and work groups
while monitoring the implementation and sustainment of BPR
improvements across the State.

Champions continually perform an organizational scan to identify
emerging BPR challenges and opportunities. They prioritize
available resources to sustain progress and encourage a cultural
environment of continuous improvement. Specific responsibilities
of the Project Champion include:

* Support the prioritized efforts of all BPR-related projects.

» Conduct periodic reviews of BPR-related resource allocations
with the support teams.

» Assess BPR projects’ effectiveness via progress against aligned
metrics and encourage sharing of ideas and lessons learned
across the organization.

* Promote the exchange of BPR knowledge both inside and
outside the organization and remove barriers or inhibitors to
improvement opportunities.

* Remove fear of failure (punishment) to encourage appropriate
risk taking.

» Publicly recognize BPR successes.

» Continually convey a sense of urgency and dissatisfaction with
the status quo.

1.4.2  BPR PROJECT SPONSOR

Of all the project roles illustrated above, the Project Sponsor
is the key role in the BPR deployment. The Project Sponsor
integrates the strategic guidance and direction provided by
the Executive Leadership Steering Group with the tactical
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efforts of the project teams. The Project Sponsor is the
organizational leader who owns the process and resources
under consideration. He/she has the responsibility to ensure
that the project core team understands the expectations of
the leadership and is responsible for delivering project results
that meet the strategic objectives of the organization. Specific
responsibilities of the Project Sponsor include:

» Working with the Subject Matter Experts/Change Agents
to determine the baseline data and status of the process
being examined and developing specific metrics or targets
for improvement

« ldentifying organizational gaps and opportunities and
nominating potential opportunities to the organization senior
leadership or steering committee for prioritization

« Approving the project charter that provides initial guidance to
the core team

* Providing resources and guidance to the core team to ensure
project success

* Removing or mitigating obstacles that the core team
may encounter

* Overseeing the project status reviews

» Reviewing and validating the financial, operational, and process
improvement benefits and results at the appropriate phases

» Reviewing and approving solutions derived by the project teams
* Recognizing team successes

» Capturing and sustaining the improvement results to include
assessing control metrics (output metrics) after project completion
to ensure that performance improvement gains are maintained

» Supporting the strategic communications efforts of the
organization

144 SUBJECT MATTER EXPERT/CHANGE AGENT

The Subject Matter Expert (SME)/Change Agent coordinates the
Strategy, Design, Analyze, Improve, and Sustain (SDAIS) phases
and provides leadership for Core Team’s BPR Project. He/she
serves as the deployment lead under the direction of the Project
Sponsor and with the support of the Project Champion. Specific
responsibilities of the Change Agent include:

* Leading Transformational Change. The SME/Change Agent
serves as the catalyst for the BPR within the organization. He/
she provides the necessary training, coaching, and mentorship
to spread understanding to the project sponsors, core team and
process performers to ensure a successful transformation effort.

» Major Project Leadership. The SME/Change Agent leads
the BPR deployment, ensures the deliverables in each of
the phases are met and coordinates multiple subordinate
elements within each phase. He/she must coordinate the BPR
project with the Project Sponsor and the various Core Team
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members. SME/Change Agent leadership includes identifying
opportunities; defining and justifying improvement initiatives;
negotiating resources; launching improvement activities;
managing deployment activities; training, coaching, and
mentoring of team members; leading teams to execute action
plans; tracking project status and results; anticipating and
removing barriers; and developing team members.

Technical Leadership. The SME/Change Agent provides direction
on the application of BPM tools and methods to the organization’s
leadership, process leads, project sponsors, and team members.

Measuring Results. The SME/Change Agent provides the
Project Sponsor and Champion with project improvement
results versus baseline measurements and recommends
corrective action, as required, if overall results do not meet
expectations. The SME/Change Agent is also responsible for
validating the operational benefits of the BPR project before
completion of the Sustain phase.

145 CORETEAM

The Core Team is composed of five to seven team members
facilitated by the SME/Change Agent. These team members
include Department supervision and process performers with
expertise in the processes under examination. They are the
individuals who have ultimate responsibility and authority for
the performance and results of the processes being improved.

The Core Team is ultimately responsible for studying and changing
processes to improve their effectiveness and efficiency in
accomplishing the organization’s goals. The most important task
for Core Team is to align the goals and activities of their respective
processes with those of the organization. The team accepts process
ownership and employs applicable tools and methods in each
phase to analyze the current situation, identify ways to improve
operations, seek approval for change, and execute business process
transformation. These groups utilize the know-how and experience
of the individual members and consult, as necessary, with peer
groups and other stakeholders to accelerate process improvement.
Specific responsibilities of the Core Team include:

» Leading individual projects that can be conducted within their
level of expertise

» Supporting more complex projects by leading specific efforts
within their functional area of responsibility

» Advising Project Sponsors on the selection of team members

* Managing the administration and daily work assignments of
team members

» Assisting the Project Sponsor in implementing approved
process improvement recommendations

* Ensuring projects are integrated with other organizational
activities and the overall mission and strategic objectives

» Coordinating and facilitate team activity

* Implementing continuous process improvement activities
using BPR tools, techniques, and processes

= Seeking simplified and/or new ideas and ways to perform their jobs

« Participating in ongoing education and training to
continuously improve their performance contributions

« Participating in regular team meetings to identify, analyze, and
select possible solutions to problems

* Implementing solutions under the supervision of Process
Leads and/or Project Sponsors

« |dentifying other project opportunities that fit within the
organization’s priorities

1.4.6  CRITERIA FOR IDENTIFICATION OF BPR PROJECTS

The criteria for identifying a BPR project are described in the
Business Transformation Strategy as part of the IT/IRM Strategic
Plan. Once a candidate initiative is identified, the following
should also be added to the selection process:

* Willingness of the organization’s leadership to spearhead and
promote the reengineering process

» Urgency to complete a BPR activity to improve services to
constituents, support management decisions, and/or reduce costs

* Opportunity for success

14.1  DOCUMENTING THE ORIGINAL AND IMPROVED
PROCESS

To support the implementation of this methodology, the original
and improved process is documented (based on Gartner’s “just
enough” recommendations, thus avoiding analysis paralysis).
Microsoft Visio and the standard Business Process Model and
Notation (BPMN) typographical and illustrative conventions
will be used until the State identifies a specific tool for creating
the BPMN and Business Process Execution Language (BPEL)".
The Visio-based documentation allows the State to take
advantage of the ultimate goal for BPMN which is to provide a
simple means of communicating process steps and throughput
information to other business managers, users, process
implementers, and system developers, as appropriate.

1.4.8 IDENTIFYING AND RECORDING IT CHANGES
OR REQUIREMENTS

Throughout the process IT changes and/or requirements that
are logical outflows from the TOC BPR process are captured
in a Systems Requirements Document (SRD) that includes
full traceability to processes. The resulting SRD can be used
to improve existing systems, if appropriate, and/or in the
acquisition of new systems.

" The BPMN tool requires funding, acquisition, implementation, and a certain amount of training. MS Visio is an easy-to-learn, easy-to-use tool that is fairly
prevalent within the State. Files can be saved as in .PDF format for viewing by non-Visio users.

State of Hawaii Business and IT/IRM Transformation Plan
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1.4.9 ORGANIZATIONAL CHANGE MANAGEMENT

Managing the change process is an integral element of a successful BPR
implementation. The over-arching structure for organizational change
management is a three-step process of identifying:

1. What to change?
2. What to change to?
3. How to cause the change?

Organizational change management begins with reviewing current performance and measuring it against the standard set by
the organization’s management. It is not possible to improve what is not measured. This measurement gauges the current level
of performance against the desired future performance level. The resulting analysis can highlight a variance that needs to be
corrected, as well as performance that is inconsistent with achieving the overall goals.

At the heart of the change process is the third element of “How to cause the change.” BPM incorporates an effective set of change
management tools directed at overcoming the barriers to change, whether they are subject matter barriers, process barriers or
cultural barriers.

Overcoming the barriers to change involves deploying effective means for project management of the BPR, knowledge transfer,
coaching and facilitation, and managing people. One of the big challenges in any type of change initiative is people issues.

Managing the change process is an integral element of a successful CPI implementation. In the SDAIS approach, the following are
considered keys to systematic change management:

1. Educate leaders. Educate key organization leaders on the
concepts of TOC, the roles and responsibilities during the BPM,
Distved initial and long-term decisions critical to successful change, and
Performance why the change is important.

Current
Performance

2. Challenge presumptions. Challenge the status quo, empirically

Subject Matter Process Barriers Cultural Barriers demonstrate the competitive benefits of change, and answer
Barriers # Ineffective process # Paradigms P s ) . . . .

* BPR knowledge base measurements > Stovepipe activity the “What’s in it for me?” question with a compelling rationale.

» BPR maturity level » Poor process design # Lack of accountability

» Technology availability # Changing priorities * Resistance to change

> Equipment availability > Bottlenecks > Alwaysdoneitthisway 3. Secure agreement. Secure the agreement of key leaders on the

need for change, the objectives necessary to implement that change,
and the course of action to begin implementing that change.

4. Prepare leaders to lead. Educate and train leaders in defining the new standards for success, and creating the mechanisms
necessary to set new expectations and generate results.

5. Prepare staff to manage the change. Educate and train the staff to manage the transition from the usual way of doing things to
the new business processes, and assume new roles during the change.

6. Educate the organization’s membership. Educate and train everyone about the new standards and expectations. The investment
in this process saves difficulties downstream and helps to ensure a successful process.

7. Use process to identify and carry through with the business process initiatives. A formal approach provides the structure for
the implementation and execution of the project. Using the deployment cycle creates a model for several important aspects
of CPIl implementation:

* Management’s input to the process is more predictable and explicit.
* Management has clearly communicated what is important and who is responsible for what actions.
» The focus is on coaching and facilitating to achieve successful results.

* Successes should be celebrated and communicated to reward and encourage continued improvement.

76 | State of Hawaii Business and IT/IRM Transformation Plan Governance



1.5 CONDUCTING A BRP ACTIVITY USING DIFFERENT METHODOLOGY

An organization or Department may decide to use a BPR process that is not based on TOC. When using a different methodology ensure:

» Metrics are identified to document/measure process improvement.

* The As-Is and To-Be processes are documented using BPMN standard notation and that BPEL is achievable.

* The OIMT-selected tool, when available, is utilized for documenting the BPR process.

1.5.1 SELECTION OF THE RIGHT BPR METHODOLOGY

It is important to match the expected outcome of a process change with the methodology that is aligned with producing those results.
A quality-focused methodology might not be a match for a process change that is heavily focused on increasing time efficiencies. All
process development and reengineering must take into account all aspects: quality, time, resources, and costs. There is usually one of

the aspects which is a driving factor by which the other aspects are subordinate, but not eliminated.

Table 16 gives a quick view of some of the features of the various methodologies outlined in this document.

Table 16: Comparison of Methodologies

Program

Theory

Application guidelines

Focus

Assumptions

Primary effect

Secondary effect

Criticisms

Six Sigma
Reduce variation

1. Define

2. Measure
3. Analyze

4. Improve

5. Control

Problem focused

A problem exists
Figures and numbers are valued

System output improves if variation
in all processes is reduced

Uniform process output

Less waste
Fast throughput

Fluctuation—performance
measures for managers

Improved quality

System interaction not considered

Processes improved independently
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Lean Thinking

Remove waste

1. Identify value

2. ldentify value stream
3. Flow

4. Pull

5. Perfection

Flow focused

Waste removal will improve
business performance

Many small improvements are
better than systems analysis

Reduced flow time

Less variation

Uniform output

Less inventory

New accounting system

Flow—performance measure
for managers

Improved quality

Statistical or system analysis not valued

Theory of Constraints

Manage constraints

1. Identify constraints

2. Exploit constraint

3. Subordinate processes
4. Elevate constraint

5. Repeat cycle
System constraints

Emphasis on speed and volume
Use existing systems

Process interdependence

Fast throughput

Less inventory/waste
Throughput cost accounting

Throughput—performance
measurement system

Improved quality

Minimal worker input

Data analysis not valued
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1.6 BPR USING TOC

The five-step TOC process is based on focusing process participants and process managers on the identification of a control point
(weakest link) within any process and then understanding how this control point can be enhanced or improved. TOC further enables
any process (large or small) to be viewed from the system perspective without necessarily having to dissect it into smaller units. The
development of a Throughput Operating Strategy (TOS), which describes how the operation or process should function to maximize
both effectiveness and efficiency, serves as the improvement roadmap for the process participants (i.e., process leaders, stakeholders,
and/or performers). The TOS also documents how the improvements are measured.

Coaching and counseling the process leadership and performers via throughput rounds as they
implement the TOS actions or long levers, in addition to tracking process implementation success
through the defined measurements, are the final element in the any TOC.

The benefits of the TOC approach to BPR are the straightforward and streamlined method, training,
and engagement of all process participants in reengineering activities and visible measurement of
success factors throughout the process. The training of each individual in the TOC ensures that process
performers and their management can continue to improve processes themselves going forward.

The TOC methodology was first formulated in the mid-1980s and made popular through the best-selling

book The Goal, by Dr. Eli Goldratt. The TOC has been successfully used to reengineer thousands of
processes of various sizes and complexities with the Department of Defense, U.S. Navy, commercial clients such as Intel, Pfizer, Kroger,
Proctor and Gamble, Hewlett-Packard, and most recently, in the State of Utah (with resounding success).

TOC methodology enables a process (large or small) to be viewed from the system™ perspective without necessarily having to
dissect it into smaller units like other methodologies do, thereby often creating distortions leading to actions which may improve one
process at the expense of another. This common failure of most BPR approaches all too often leads to isolated gains at best and at
their worst to erosion in the performance of the system as a whole. TOC functions equally well for a large process or system, such as
the overall operations of a government department or agency fulfilling its function and on small, sub-processes such as the process
to make an eligibility determination on an application for Medicaid or food stamps or to collect revenue from underpaid tax returns.

Figure 26: TOC’s Unique Approach

The TOC methodology as described in Figure 26 has been applied to thousands of processes and organizations of all types, from
government to manufacturing, the military, health-care, education, and nearly every type of private industry. The fundamental
breakthrough of TOC is generic—that every system (process, organization, etc.) has a control point, constraint, or weakest link, and
the best way to maximize that system’s performance is to manage it through that constraint.

But every application is customized because it begins with the unique process or organization it is being applied to. This application
results in the development of a Throughput Operating Strategy (TOS) which describes how the operation or process should function
to maximize both effectiveness and efficiency. The constraint for each system or process might be different and result in a slightly
different TOS than another system that has a very similar purpose and flow. The customization comes in the application of the Five
Steps of TOC, enabling each TOS to be defined by the unique characteristics (e.g., throughput, process steps, time) of that process.

2 System is a set of interacting or interdependent components forming an integrated whole.
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1.1 THEORY OF CONSTRAINT (TC)

ROADMAP T0 CONTINUOUS BUSINESS SUCCESS

Eanstraint Based (T6¢) System Architectore System Improvement drciutec tare {TOC53)

6
IMPROVE

ACTIVATE

STRATEGY DESIGN SUSTAIN

The TOC views any process as an interconnected system or chain
and provides a common-sense focusing approach for optimizing
it. TOC is applied using a step-by-step methodology: Strategy,
Design, Analyze, Improve, and Sustain (SDAIS).

The TOC is an overall management philosophy and continuous
improvement approach first introduced by Eliyahu M. Goldratt.
The TOC methodology is geared to help organizations continually
achieve better performance toward their goals by a continuous
improvement cycle of identifying and eliminating the limiting
factors or constraints that impede better performance.

Because any organization is comprised of interdependencies
between its parts, TOC often uses the analogy of a chain to
describe these processes and systems:

The strength of the chain is dependent upon the strength
of the weakest link, and the constraint limits the flow of
work through a system in the same way as the slowest

vehicle in a convoy sets the pace of all the vehicles.

Since any system has a constraint that limits it from achieving
more of its goals, the TOC’s ongoing improvement process
seeks to identify the constraint and improve the rest of the
organization around it through the use of five focusing steps:

1. Identify the constraint.

2. Exploit the constraint.

3. Subordinate to the constraint.

4. Elevate the constraint.

5. Re-evaluate, and then go back to step one.

The continuous process improvement TOC methodology is
utilized within an implementation planning framework that can
be used by any organization. The business process framework

is separated into sections that align with the deployment cycle
and is designed to include tasks that are necessary to gain the
support and involvement of the organization, identify root causes
of current issues in the current state, develop an improved future
state for the organization, and to guide the transformation
actions to the future state. Appropriate inputs and approval

for planning should be obtained from organizational leaders as
well as members of the steering committee and support team.
Publication of formal plans, where appropriate, will provide

an effective means to communicate with each member of the
organization and are discussed in more detail below.

State of Hawaii Business and IT/IRM Transformation Plan

1.1.1  CONSTRAINT-BASED (TC)
SYSTEM ARCHITECTURE

In the Strategy or Pre-deployment phase, TOC
approaches any process first from the perspective of
defining its purpose for existing and its place/function
within the larger organization. Utilizing proven tools,
TOC allows the organization that owns the process to re-define
and re-build it in order to fulfill its purposes in a more efficient and
effective manner.

Identify Stakeholders
by Grouping
h Determine Thelr Needs
for Change Management

Create Tralning
Plan

Define Mechanis

Create a
Single Plan of Action &
Milestone Plan (POASM)

Idenllfy Events and
Mess agesln Leverage

Create Communication
Plan

A disciplined and consistent pre-deployment approach to
pursuing BPR is an integral part of the leadership required to
successfully deliver BPR projects. To succeed, the Strategy phase
provides for the application of a project methodology or practice
including creation of a formal project charter, communication
plans, organizational change management plans, and a plan of
actions and milestones (POA&M). The Strategy phase supports
the BPR implementation with project management methods,
appropriate governance, policy, organizational constructs, and

a full complement of the tools required for the deployment

of BPR initiatives and the successful completion of the BPR
project. This phase is essential to providing a working framework
and foundation for integrating the BPR activities within the
organizational structure and culture. The pre-deployment
activities are shown in the diagram above.

Once the Strategy phase is completed, the TOC Five

Focusing Steps are applied in the Design phase to

create an operating model for the process or business,

or a TOS. The TOS is a common-sense picture of how
the process ought to function when operating efficiently and
effectively, including an articulation of the key operating metrics
or measures for managing it effectively. In other words, “What
does good look like today?” and “How is good measured?” The
TOS serves as the basis for activating, improving, and sustaining
the process in the final three phases.
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People

Material Equipment

High Leverage Opportunities
that close the gap between the
current performance and the
designed TOS.

TOC Five Focusing Steps

« |dentify the constraint of the system or process
(the weakest link in the chain).

* Decide how to squeeze the most out of the constraint or
improve the activities associated with the constraint.

» Subordinate everything else within the process to the
constraint (so that all steps in the process are synchronized
in their operation and in relation to the identified constraint).

* Elevate the constraint (to increase the efficiency of the
operation, and lower costs).

* When a constraint is broken, return to Step 1and repeat the
process (creating a model for on-going improvement
or roadmap for continuous business success).

The TOS is a high-level future state process map that represents
the combined end-to-end process elements that create or add
value as defined by stakeholders, customers, or constituents
requesting a product or service. Because it is a high-level map,
it is designed to fit onto a single page and only represents the
major end-to-end business process linkages. Constructing the
TOS as a future-state map describes the vision for the desired
future process, and the operational performance metrics for
success. The TOC Five Focusing Steps are applied to identify
the constraint (control point) at the enterprise level.

After creating the TOS, a gap analysis review with process
participants reveals potential leverage points for improving the
end-to-end process performance. Typically, this gap analysis
follows steps 2 through 4 of the TOC Five Focusing Steps and
uncovers issues between the current state and the TOS future
state. Because the gap analysis focuses on the overall end-to-
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end process constraint, it uncovers significant enterprise-level
quick win improvement opportunities for the organization.
These are called the “long levers” for improvement and drive the
next step of the process.

Rapid resolution action plans are developed to address the
identified long levers. The execution of the action plan then
commences and brings about the first wave of improvement to
the organization. This first improvement results are described in
more detail below.

To prepare for gap closure, the departmental leadership,
supervisors, and process performers are trained in the
fundamentals of TOC and the new TOS in a half-day work
session. Follow-on training in concepts and tools is conducted
through just-in-time, on-the-job training, coaching, and
mentoring. This minimizes the organization’s classroom training
time while permitting an effective knowledge transfer to
individuals and teams as needed. This approach to knowledge
transfer creates a short cycle between the acquisition of new
knowledge, its use, and the delivery of improvement results.

In the Activate phase a more thorough deep dive
process mapping and root cause analysis is conducted
to fully understand and document the current state
(As-Is) processes and sub-processes. A full suite of
proven analytical tools are utilized to more thoroughly understand
and validate the root causes of process issues and provide a
more detailed consideration of the people, processes, materials,
and information systems associated with the As-Is process. The
Activate phase engages the knowledgeable representatives,
process performers, supervision, and other stakeholders to
achieve a fully coordinated understanding of the root causes and
additional improvement opportunities. This phase is essential to
the subsequent Improve and Sustain phases because it is during
the Activate phase that process owners and process performers
begin to understand the causes of performance gaps at a level
aligned to their authority to effect change and take ownership for
the improvement process.

Sustain
~

Improve )
Activate 0

Cause Effect Diagrams

\

Pareto Analysis
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The process mapping and root cause analysis conducted during
the Activate phase employs only those tools required to develop
the current state understanding. This phase may include:

* Process swim-lane mapping

« Interference diagrams

* Fish-bone root cause diagrams
» Pareto analysis

* Process flow charting

« Statistical data analysis

* Process capability analysis

» Capacity analysis

 Variation analysis

* Defects rate

Once the process and root cause analysis is complete, the As-Is
process is redesigned and the To-Be process is completed. This
redesign establishes a clear vision of “what good looks like” for
each of the lower-level processes that is aligned with the higher-
level TOS vision. A further gap analysis between the As-Is and
To-Be states are converted into actions (small or large) to close the
gaps and bring the process more in line with the desired end state.
Prioritization of the opportunities by their business impact guides
the sequencing of efforts in addressing the transformation and
moving into the improve phase.

The Activate phase closes out with a detailed and concrete plan
of action to move the transformation effort through the Improve
phase on multiple vectors:

* Bottom-up improvement initiatives led by process supervision
and process performers to effect improvement on a daily-
and weekly-level on initiatives within the span of control of
the organization. Examples include the Throughput Rounds
improvement process and work-center improvement initiatives.

» Cross-cutting improvement initiatives led by a core team (or a
selected individual) that spearheads cross-cutting improvement
initiatives with other organizations or functional silos.

* Top-down improvement initiatives led by a more senior
sponsor or improvement team that focuses on systemic policy
constraints, structural impediments, or initiatives requiring
budgetary authorization. Typically, the implementation lead
time for these initiatives is the longest of the three types.

1.1.2 SYSTEM IMPROVEMENT ARCHITECTURE

The Improvement phase is where the actual
transformation of the organization takes place.
Figure 27 identifies the three initiative-types created
as an output of the Activate phase. The TOS is
communicated broadly within the organization in combination
with concise workshops on the TOC principles that help people
understand the rationale behind the changes and get them
engaged in how they can better support the TOS. A two-
pronged approach is utilized, in parallel, to drive rapid local
and cross-cutting improvement initiatives and demonstrate
tangible results based on the identified measures of success.
A crosscutting functional core team is created to address the
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identified long levers at the system level. Their responsibility is
to design and execute changes which cannot be made solely at
the front-line level. These may include changes in performance
metrics, policies, procedures, and other systemic changes that
require organizational shifts.

STRATEGY

Figure 27: Improvement Phase Initiatives

At the same time, the change process is driven broadly across
the organization through a regular (daily or weekly) process
known as Throughput Rounds. Throughput Rounds are led

by management or supervision and involve the front line staff
responsible for executing the various steps of the process.
These are short stand-up meetings where the staff compares
the TOS to what is actually going on day-to-day to identify
areas where things are out of step with the TOS. Fixes to local
process issues or course corrections are developed on the spot
and, to the extent possible, implemented that day or managed
through an action register. Issues that cannot be addressed

by the staff themselves are referred to the core team along
with useful suggestions or best practices that can then be
propagated to other departments for adoption.

The actual changes are designed and executed by the managers
and staff of the process. This promotes a high-degree of ownership
in the changes and greatly accelerates implementation and results.
Great care is taken to ensure that the changes not only improve the
process as a whole but also the lives of the people involved in the
process. This keeps everyone motivated and ensures incentive for
continued improvement.

A third track of improvement initiatives proceeds in parallel
with the other two tracks, but it is driven by a top-down process
led by leadership and project sponsors to address larger, more
systemic issues that require high-level resolution or where the
improvement initiatives require budgetary authorization.
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Together the three parallel tracks of improvement initiatives
drive the BPR and organizational performance to a significantly
higher level.

Toward the end of the SDAIS methodology, the
focus of all activities shifts to actions that will
sustain the new process or mode of operation.
The entire BPR using TOC is designed, not as a
one-time improvement, but as a methodology for continuous
improvement, and the close coaching and mentoring of
management and staff are integral parts of the work.

During the Sustain phase, monitoring plans and a measurement
dashboard are developed and used to ensure the process gains are
maintained. The dashboard metrics provide continuous monitoring
capability of the critical process parameters and leading metrics of
process performance. If not monitored, improved processes often
revert back to what they were before. As soon as processes are
changed, it is important to document the changes and standardize
the new processes. In conjunction with the dashboard, the Sustain
phase develops the response plans for the organization if a problem
with the process develops and the metrics indicates degradation in
performance. The response plan provides for automatic response
to the indicators of sustainment loss (or backsliding).

Two significant components of the Sustain phase are:

1. To ensure there are updated documents and operating
procedures for the improved processes. (Note: Failure to
document the improved SOPs can be a significant source
of backsliding on the improvement gains.)

2. To expand on the organic expertise to apply the next wave
of improvement initiatives—a second wave of improve and
sustain initiatives—independently.

While the above constitute the majority of the time required for
the Sustain phase activities, several other important activities
take place to promote the sustainment of the BPR activities:

- Reviews for any replication opportunities. The replication
of successful improvement solutions to similar processes
in the organization saves time and effort from unnecessary
reinvention and duplication. It can be a force multiplier of the
improvement gains. During the Sustain phase, a concerted
effort is made to identify those opportunities for replicating
successful solutions.

» Celebrate BPR project success. Successes should be
recognized, celebrated, and communicated to reward
and encourage continued improvement.

- Communicate publicize, and promote results. Close-out
of the Sustain phase includes creating documentation for
the BPR, the performance gains, lessons learned, and other
project documentation so that the transformation may be
communicated as needed.

» Conduct self-assessment periodically. Periodically using a
tool such as a maturity assessment will keep the organization
focused on proper criteria to support the BPR deployment.

82 | State of Hawaii Business and IT/IRM Transformation Plan

BPR Assessment Example — Spider Diagram
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The SDAIS BPR model is one of continuous
improvement. Once the SDAIS reaches its

end, the process recycles back for a second
wave of improvement initiatives to reach for an
even higher level of performance. If additional
analysis of process issues is required, then the follow-up waves
may recycle back to include elements of the Analyze phase.

1.8 MEASURING PROCESS IMPROVEMENT
1.8.1 QUTCOME METRICS

TOC BPR projects yield a wide range of benefits that are
categorized as having either financial or operational benefits.
Any BPR improvement project must have the potential to
generate some type of financial or operational benefit in order
to merit the obligation of resources. Financial benefits are those
that conserve or produce resources that can be measured and
aggregated in dollars.

There are generally three types of financial benefits:

» Revenue generation
» Savings
» Cost avoidance

Operational benefits are normally associated with meeting
external critical constituent or stakeholder requirements and/or
internal critical business requirements that improve the services
to other organizations. Operational performance benefits are
measured in non-monetary terms. For example, constituents may
want faster service times of a certain service or product where a
product or service is delivered faster or more consistently.
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Error! Reference source not found. illustrates the fact that
financial and operational benefits are ot distinct and independent
categories. There is a dynamic relationship between the two. For
example, improvements in operational performance will usually
produce revenue generation/direct savings/cost avoidance.

While financial benefits are measured in terms of dollars, the
metrics for operational benefits can vary greatly, depending
upon how the critical constituent requirements and/or critical
business requirements associated with a process are articulated.

The several common metrics for operational benefits include:

- Improvements in process lead time/process cycle efficiency.
If a BPR project reduces lead time, the process cycle efficiency
will be improved.

* Man-hour reductions. Process improvements often result in
the conservation of significant human resources. Man-hour
reductions will also generate financial benefits in the form
of savings or cost avoidance.

» Reductions in defects. If the BPR project reduces the number
of defects in a process, the improvement may be measured.

» Backlog reduction. When a BPR project improves the
constraining process, the average rate of completion increases
and there is a corresponding reduction in the workload backlog.

 Productivity. BPR improvements often result in improvements
in more than one operational factor that can be related in a
single measure. Productivity for example, is a measure of the
ratio between output and human resources.

As part of the Design stage described above, and in concert
with the organizational leadership, the operational outcomes
that have value in supporting the process mission are articulated:
constituent-oriented, outcome-based operational metrics. A set
of agreed-upon relevant, meaningful, and quantifiable baseline
metrics are then developed for the BPR project. These baseline
measures are utilized throughout the duration of the BPR to
monitor and communicate the BPR project’s value delivery

in terms that matter to the leadership and are relevant to
constituent’s needs.

A measurement system analysis, conducted in the Design phase,
of the process ensures that relevant measurements and metrics
meet the criteria for baseline measurements and the validity of
the data used.
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BPR financial and operational baseline metrics must meet five
key characteristics:

1. Valid metrics that actually measure what they are
intended to measure.

2. Obtainable metrics that can actually (and practically) be
gathered in a timely manner.

3. Accurate metrics that can be trusted to give the right
information.

4. Repeatable metrics that give the same answer under the
same conditions every time.

5. Actionable metrics that allow us to do something with
the information they provide, which requires both relevance
and timeliness.

1.8.2  LEADING METRICS VERSUS LAGGING METRICS

To effectively measure the BPR, an XY Matrix process is used to
develop both leading and lagging metrics. Measures are called
lagging metrics because they are collected and reported after
something has happened. They are results-oriented and fine for
tracking overall performance trends, but by the time a lagging
metric reflects a problem, it may already be having a major impact.

Leading metrics help predict what will happen, allowing at least
some problems to be anticipated and avoided. A leading metric
might be a frequently recorded basic process metric coupled
with a defined set of expectations or limits. Process performers
need leading metrics to minimize problems.

As part of the Design stage described above, the management of
the process articulates what the key metrics or measures should be
in order to motivate the right actions from the process performers
and the organization as a whole. Measures are documented as part
of the one-page process definition and TOS. The TOS succinctly
describes how the process ought to function when operating
efficiently and effectively, including the key operating metrics or
measures for managing it effectively.
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1.9 NOTIONAL TIMELINE FOR A BPR USING
THETOC METHODOLOGY

The TOC five-phase SDAIS Methodology delivers a rapid launch-to-benefit realization through its focus on the key constraining processes.
Unlike other BPR processes, the SDAIS process does not involve spending months in planning, defining, and development phases before
delivering on the promise of improved results.

Long BPR project cycle times, such as the typical eight or nine months needed for Define, Measure, Analyze, Implement, and
Control (DMAIC) Six Sigma projects, is opportunity lost. Relative to other BPR methodologies, SDAIS provides a significantly
compressed timeline for benefit realization.

The disciplined and focused SDAIS process results in a two-pronged benefit delivery pattern (illustrated in Figure 28). The first wave
of improvements is launched at the completion of the Design phase, usually one to two weeks after initiation of the BPR project.
The next waves of improvements result from the multiple initiatives launched in the Improve phase to be carried forward through to
the Sustain phase. Since time to execute the different initiatives will vary, a mixture of both short- and medium-range improvement
initiatives is combined to produce an accelerated benefit realization curve.

Multi-wave B

Improvement

Initiatives

Launched

/
. ’
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1-2 Weeks 3-5 Weeks 6-20 Weeks
Time

Figure 28: SDAIS Improvement Curve
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Table 17 - Notional Schedule and Time Commitment for a BPR Activity Using TOC

SDAIS Schedule and

. Activities
Stage Milestone ©

* Half-day kick-off and TOC training for Organizational Leadership

¢ Project charter development
S One week

e Structuring roles and responsibilities
orless

¢ Project Plan of Action and Milestones (POA&M)

¢ Communication Plan

* Half-day workshop to document a simple diagram of the process flow and TOS and the As-Is process in standard
BPMN notation

* Half-day kick-off and training of all process performers (trained in groups)
D One week

e Capture IT/IRM requirements, as appropriate
orless P q pprOP

* Calculate baseline performance measures
¢ |dentify and define key process performance indicators
* Apply five-steps process to identify long-leverage, quick-win opportunities

Three-five e Less than a half-day: Long-levers milestone workshop
days * Gain concurrence on the long levers for improvement with Organizational Leadership and establish teams to

Long levers address each

milestone e Launch improvement plans to address long levers

* Process and root cause analysis; document and understand the As-Is process and sub-processes

”

* Redesign the process based on its purpose and true business requirements, including “what good looks like
for each local area (To-Be)
A Three-five e Document To-Be process in standard BPMN notation
weeks .
 Perform gap analysis
* Capture IT/IRM requirements

¢ Implement new process-level metrics

* Implement throughput rounds to engage everyone in the improvement process and address issues
* Generate solution ideas to close performance gaps
* Prioritize and implement improvement waves
* Project manage the improvement waves to completion
* Measure and quantify results versus baseline performance
* Coaching and mentor the organization
* Provide over-the-shoulder training
I,S 6-20 Weeks * Meet with Organizational Leadership as a Steering Committee
e Capture IT/IRM requirements
* Develop process monitoring, Control and Response Plan (dashboard) to sustain improvement gains
* Document and standardize process solutions (SOPs) to sustain improvement gains
* Implement process review/operational reviews to sustain improvement gains
* |dentify replication opportunities
* Training to expand the organization's expertise

* Prepare next wave of improvement initiatives

* Complete BPR and document results to date
S Deliverable e Sustain and build on initial results
e Deliver SRD
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110 LEAN

Over the years, Lean has been adopted, modified, changed, and
in many ways mashed to a point where now it is often seen as an
almost Zen-like experience for an organization to strive toward.
At a very high level, Lean systems give people at all levels of

a Department common skills and a shared way of thinking to
systematically drive out waste through designing and improving
activities, connections, and process flows. Commonly seen as
being created and fine-tuned by Taichi Ohno and often referred
to as the Toyota Production System, Lean has changed from
Ohno’s original intent of improving internal activities so that an
organization can process at a greater flow.

Essentially, Lean is an all-encompassing process that requires the
involvement of all functions of a Department within the State.
Lean is highly disciplined approach that, while it can product
revolutionary results for a Department, does take a considerable
amount of time, effort, and persistence to implement. Lean is
best suited for high-volume operations within the state where
they are repetitive activities required to achieve service to
citizens or other government functions. Focus is on improvement
processes and implementing discipline, practice, tools (both IT
and non-IT) and strongly emphasizes developing and fostering a
culture of looking to eliminate wasted movement.

Lean focuses on the elimination of wasted (the Lean word for
this is muda) activities in the following areas:

* Transportation—the movement of items

* Waiting—how long does something sit idle with no activity
being performed

» Overproduction—producing more of something or service than
required by the end user

» Defects—doing something wrong

* Inventory—creating something or performing a service so it
will be waiting

* Motion—movement that does not provide value to the end user
» Extra processing—functionality that is not required by the end user

The Lean Methodology for the State attempts to remove waste
and non-value added activities from a system or process. The
goal is to either eliminate this waste from the process or system
or to transform the process into a value-added process to either
citizens or to the government.
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1.11 LEAN PRINCIPLES TO PRACTICE

The following principles are applied when attempting to
perform a Lean reengineering project. It is important to note
that for Lean to reach its full potential for a State Department,
the concept of performing Lean needs to be based on what can
be considered a value chain. A value chain can be described

as what are all the different processes that are linked together
to create the entire system that provides service to citizens or
support for service to other Departments. A simple analogy is to
think of each link in a chain as an individual process with all the
various links intertwined together making the entire chain. Lean
should work with an entire chain view.

1.11.1 SPECIFY VALUE

A value-added activity can be described as an activity that
satisfies an end-user’s requirement that the user would be willing
to pay your organization a service fee. These activities need to be
the focal point and are what delivered with maximum efficiency.
Value-add is the core contribution that a Department provides to
the citizens of Hawai‘i or to other Departments in the State and
are what are to be delivered with high quality, high availability.

1.11.2 DEFINE THE VALUE STREAM

The value stream is the actual process map that identifies every
action required to deliver service to citizens or to another State
Department. This map clearly shows the how value being provided
flows thorough the organization to the end consumer. The initial
objective of this defining and laying out the value stream is to
explore the system for elimination of waste or optimization of the
process. A valid value steam should begin and end with either a
citizen of the State for external systems or with a Department for
internal process supporting other State Departments.

1.11.3 VALUE FLOW

Processes that provide service have to be organized in a
manner to facilitate a smooth flow of services throughout all the
processes that create the entire system. The following principles
need to be considered to help in creating an optimized flow:

» Schedule processes for level loads across all the processes.
The key component is to synchronize the rate of flow through
the system to the acceptable level of the user.

» Physical layout of the office could facilitate the smooth flow of
the service being provided to the citizen.

« Statistical process controls at the source to help with
monitoring and controlling the processes to reduce rework of
service to citizens.

Governance



1.11.3.1 THE CONCEPT OF KAIZEN
(ONGOING IMPROVEMENT)

Often in an office environment or in a State work area the
largest hindrance to process is clutter or lack of standardization
in the space. The removal of clutter or arrangement of work
items brings the following benefits for the State:

* Improved maintenance—for example, motor vehicles

* Improved safety, better maintenance of equipment—
State-owned mowing or leaf removal equipment

» Ownership of workspace—employees will take pride in their
work area

* Improved productivity—less waste from workers losing or
misplacing equipment

* Improved morale—evidences exists that clean, organized
workspaces improve employees’ morale

This is where the concept of Kaizen (meaning ongoing
improvement) is implemented for an organization. The
execution of Kaizen uses specific tools and techniques that

a Department in the State would deploy though the entire
Department. Successful Kaizen required management attention
and commitment, workforce involvement (this includes union
and exempt employees), quantifying and communicating the
benefits of continuous improvement, and standardization.

1.11.4 END-USER PULL

Lean systems work best with the flow of the process is based
upon and driven by citizen or Department demand for service.
Department resources will be activated on to perform service when
a trigger is activated for work to begin. Additionally end-user pull is
ideal when performed in a one-piece flow in which each operation
work only on piece at a time and had does not wait for buildup of
multiple items such as forms or applications.

By working each item in a one-piece flow identifies problems
and addresses quality issues and increases communication
within and across Departments in the State. One-piece flow also
assists in identifying waste in a system or process more quickly
from the elimination of any noise that a system naturally causes
from sometimes getting a process right.

1.11.5 KANBAN

Setting up a kanban system for the State of Hawai‘i while based
upon a kanban system for a manufacturing system represents

a reverse order. The primary technigue of a kanban system for
the State is the use of small lot sizes and the ability to improve
communication. The following kanban areas are important for
the State:

« All work has a specified content, sequence, timing
and outcome.
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* Connection points must be direct in an almost yes-no manner
for request for service.

» The path to the next step in the process must be simple and
clearly understood (workflow).

An item of note: quality assurance is an important element of
any Lean process, and a pull system will not function properly
in the absence of high-quality work. All kanban systems require:

* Worker responsibility
* Measurement
* Enforcement of compliance

» Automatic inspection of product or service

1.11.6 PERFECTION

The last phase of Lean is to refine the process to remove as
much variability in the execution as possible. By this point

in the project, the majority of the waste should have been
identified and addressed so as to remove the waste from the
system or process. The system should contain only activities
that add value to the service that is being provided to a citizen
or to another Department. This is the phase where standard
operating procedures are created and put in place as well as
controls for the system to ensure that the optimized system is
followed and followed every time.

1.11.7 AGILITY

When waste in a process is identified to be eliminated, it is
imperative that speed of elimination of this waste is a priority to
position the State to make further advancement in eliminating
waste. When followed as designed by Ohno, Lean is a quick
method of process improvement by activating all resources
involved in the process from primary resources to stakeholders
in the removal of waste in the system.

Project management needs to focus on desired results and
how to quickly enhance the ability of the project to increase
customer satisfaction take into account the human factor of
the waste to be eliminated, and any financial or budgetary
factors. To achieve the desired goals quickly for a Department,
the following must be addressed:

« Kick-off and planning

* The establishment of urgency to improve

« Vision of the desired end result or voice of the customer (VOC)
* Training requirements

» Goal setting

« |dentification of roadblocks and barriers that are to be
removed to achieve

» Use of the State’s project management processes
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While developed and refined by discrete manufacturing

like Toyota, Lean is a tool that is effective for areas where
processing of information is needed. Areas such as accounting,
citizen communication, and legislative communication are all
areas for consideration for Lean.

112 SIXSIGMA

Six Sigma is a disciplined methodology using data and statistical
analysis to measure and improve an organizations operational
performance. The main focus of Six Sigma is the identification
and elimination of defects in a process. Six Sigma’s name is
derived from the statistical reference to six standard deviations
or 3.4 defects per million opportunities.

Originally developed in the 1980s by Motorola to respond to
quality assurance standards that did not provide the level of
granularity that Motorola needed to keep up with competition,
Motorola developed this new methodology to assist in the
transformation of the culture. Over time, Six Sigma evolved
from a metric to a methodology to a management system

for the company. In the 1990s, Motorola saw the positive
impact to their organization, and then they began to sell this
methodology to other organizations which then allowed for
Six Sigma to develop into what it is today.

Six Sigma is a project-oriented approach to quality assurance
improvement that typically revolves around two sub-methodologies
that have the tools and techniques necessary to achieve sustainable
quality improvement. The first is the DMAIC methodology, and the
second is Design for Six Sigma or DFSS.

1.12.1 DEFINE, MEASURE, ANALYZE, IMPLEMENT, AND
CONTROL (DMAIC)

DMAIC is focused on operational improvement in a process.
The DMAIC method is aimed at improving an existing process
in the State, and it is a step-by-step method to review and
improve the process or system.

1.12.2 DEFINE

The Define phase is typically the most important phase of
DMAIC process. It is in this step of the methodology that the
problem needing resolution is defined. In addition to defining
the issue, this phase of the methodology is where goals are also
set in place. The perspective of the end user has to be taken
into account and can be understood using VOC techniques.

Six Sigma places high importance to identifying and defining
the problem with often quantitative and qualitative definition
provided to explain the problem.

1.12.3 MEASURE

In the Measure phase, the data necessary for understanding
the process is gathered and centralized. The key aspects of the
current process are taken into consideration and noted down.
In this phase the gathered data is also data is measured against
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different parameters using statistical tool. This information
is used to create baseline performance and put operational
performance of the As-Is in place.

1.12.4 ANALYZE

The Analyze phase is where the gathered data is analyzed

using different statistical tools. The analysis helps in deeper
understanding of the problem. The cause-and-effect relationship
of various factors is taken into consideration. Measures are taken
so that no factor of the process is left out of the analysis. With the
root cause identified, it becomes easier to work on the process
and solve the problem.

1.12.5 IMPROVE

During the Improve phase, the process development is carried
out using different techniques, such as design of experiments
(DOE), which are used in establishing process capability. The
data gathered and analyzed has an important role to play in the
improvement phase. Different solutions to the problems are first
identified, and then after analyzing the pros and cons of each of
them, the best of them is adopted.

1.12.6 CONTROL

The last phase is Control. So that changes to processes do not
deviate from the set goal created in the define phase, control
mechanisms are set up. In case of any variance, the problem is
identified immediately and measures are taken to rectify the
problem. Various methods such as standards and procedures,
pilot and solution results, and training are performed to ensure
deviation does not occur.

1.13  DESIGN FOR SIX SIGMA (DFSS)

Design for Six Sigma (DFSS) is similar to DMAIC and is used for
the designing of services to be provided to an end user that do
not exist. To accomplish the desired goals, design, optimize, and
verify (DOV) is used. DFSS is comprised of four phases which
have detailed steps with each phase. DFSS phases include
Identify, Design, Optimize, and Validate.

1.13.1 IDENTIFY

This phase begins the process of creating a formal tie of the
design to specification given or from a VOC exercise. The
Identify phase involves developing a team and chartering this
team to gather VOC or specifications of what is required for
success. Essential steps in this phase include:

» Establishment of the business case

« |dentification of the technical requirements
» Determination of roles and responsibilities
* Setting milestones

« |dentify and outline customer requirements
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This phase also includes specific tools and techniques for
accomplishment of the realizing the above items:

* Quality functional deployment

 Failure means and effects analysis

* Integrated product (service) delivery system
* Target costing

* Benchmarking

1.13.2 DESIGN

Design is the second phase and consists of identifying

functional requirements, development of alternative concepts,
and the evaluation of these alternative concepts and selection
of the best concept. The essential steps for this phase include:

* Formulate a concept of design

« |dentify potential risk

* For each technical requirement identify the design parameters
* Prepare the procurement plan

* Use DOE or other analysis tools to determine influence of
various concepts for technical requirements

The key tool set for this phase includes:

* Risk assessment

* Engineering analysis

- DOE

* Analysis tool

* System engineering tool sets

This phase should be given to the complexity of the process.

As steps are added to address this the complexity of the solution
increases, and thus introduces more risk; if complexity can be
reduced, the potential for success increases.
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1.13.3 OPTIMIZE

For the Optimize phase, the use of process capability
information and statistical tolerance must be considered in the
approach. Developing detailed design elements, prediction

of performance, and optimizing design all take place in the
optimize phase. This is where the desired sigma level or quality
level is established and then incorporated into the design of the
process. The essential steps for this phase include:

» Assess the process capabilities to achieve quality requirements
* Optimize the design to minimize variance to the process

» Design the system for performance and reliability

» Use the Lean technique of error-proofing or poka-yoke

» Establish quality tolerances

* Optimize the cost

The key tool set for this phase includes:

* Process capability models
* Monte Carlo analysis

1.13.4 VALIDATE

The Validate phase consists of testing and validating the design.
As increased testing using formal techniques and pilots occur,
the feedback of accomplishing the requirements should be
shared. The essential steps for this phase include:

* Prototype test and validation

» Assess performance, failure modes, reliability, and risk
* Design iterations

* Final phase review

The key tool set for this phase includes:

* Risk assessment
« Disciplined new process introduction
* Acceptance testing
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1.14 INTEGRATED TOC, LEAN, SIX SIGMA (ITLS)

The iTLS method combines various aspects of the TOC, Lean, and Six Sigma processes. This method emphasizes long-term
improvement by first identifying the main problem, measuring possible success, highlighting specific aspects, and finally, committing
to a solution. iTLS acknowledges that goods and services are network based, with many problems limiting their production. By using
iTLS, users can limit some of these major factors.

iTLS takes certain aspects from the TOC, Lean, and Six Sigma methods and combines them into a single unified method which
results in better financial results than the three methods done separately. iTLS produces results from basic business understanding
as well as various systematic instruments to improve the overall wellbeing of a company. This method can be used for any aspect
of the company, ranging from its basic production to its final product or service. By utilizing the iTLS method, a company can keep
customers happy, increase profit, and create a stronger core of business leaders.

iTLS uses the main functions of each of the three other practices to produce the best results possible. TOC can identify which
problems are the biggest and, when fixed, can result in the greatest profit. Lean methods focus on removing waste from a system,
using more efficient and safer practices. Six Sigma techniques aim for the perfection of the system, limiting the variability in it and
therefore creating a more consistent environment. By integrating all three, iTLS catalyzes results, obtaining much larger benefits
than each would bring separately. To recap, TOC identifies the biggest blockages in a system, and Lean and Six Sigma create
solutions to eliminate the problems so the system can run as efficiently as possible.

Mobilize and Focus
Exploit the Constraint
Eliminate Sources of Waste
Control Process Variability
Control Supporting Activities

Remove the Constraint and Stabilize

Reevaluate the System

Figure 29: iTLS Approach

Why choose iTLS?

iTLS is the only solution that has both quantitative and empirical evidence to support its claims. It is the only method that combines the
other three approaches, using each one’s main focus to create the best possible solution. By only using the most efficient practices from
the three methods, iTLS has virtually no holes in its system. By using its seven-step process, one can reap the benefits iTLS has to offer.

1.14.1 WHAT ARE THE ITLS STEPS?

The combined iTLS approach uses the following seven-step process:

1. Mobilize and focus

2. Decide how to exploit the constraint.

3. Eliminate sources of waste from the constraint.

4. Control process variability and error.

5. Control supporting activities.

6. Remove the constraint and stabilize.

7. Reevaluate system performance and go after the next constraint.
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1.14.1.1 MOBILIZE AND FOCUS TO IDENTIFY
THE CORE PROBLEM

The first step is the most vital. Without identifying where the
main problem is, the biggest benefits cannot be obtained. Thus,
this step needs to properly identify where effort should be put
in to achieve these results. Various tools can help identify the
core problem. By identifying what the problem is, the proper
tools of use can be identified as well.

If there is a single step that causes the most problems, it must
first be identified. This can be done by examining the overall flow
of the process, taking it step-by-step to identify the major cause.
After identifying the problem, the next step lies in quantifying
the possible benefits. Do we expect an immediate increase in
throughput? (Throughput is not just how much we can produce,
but both how much we can produce and sell.) If we also want
future throughput, other actions need to be identified to
guarantee we sell and produce more.

If the benefit sought is decreased expenses and overall cost, how
much is expected to be saved, and is this a realistic goal? If the
solution results in fewer people needed, what will we do with the
extra employees? Floor-space represents a similar problem. If
less floor-space is needed as a result, will the rent also cost less?
What will be done with the savings? These questions need to be
addressed so we can focus on immediate versus future benefits.

Once the goals have been properly identified, along with the
possible benefits, we can rank the efforts in terms of priority.
Afterwards, employees can be organized and a schedule can
be created.

When the problem doesn’t have an easily identified root, a
different method is needed. This situation occurs when various
policies prevent the proper action from being identified. When
this happens, the cause-effect-cause way of thinking is the best
technique for identifying the major problem and finding a viable
solution.

1.14.1.2 DECIDE HOW TO EXPLOIT THE CONSTRAINT

When a physical constraint is the main problem, many actions
can result in an increased throughput. If the setup is faulty or
the technology continues to fail, Lean is the best method for
solving the problem. If the problem is a lack of control in the
process, Six Sigma techniques will reduce the amount of waste
produced due to random variation.

Before breaking a constraint, a time buffer should be
implemented so damage is mitigated from feeding operations.
Time buffers also help to identify the core problems in a system.
Once the constraint is eliminated, the time buffers can be
limited or removed.

A number of solutions can be implemented to improve
throughput and eliminate constraints. There is a valuable
distinction to be made between value-added and non-value-
added activities. Although both activities can be viable

State of Hawaii Business and IT/IRM Transformation Plan

solutions, a value-added activity can be the better improvement
action. Before choosing which method is better, one should
analyze both to see which produces better results.

1.14.1.3 ELIMINATE SOURCES OF WASTE
FROM THE CONSTRAINT

At this phase, we create various measurements to keep track

of our benefits as well as to ensure that although wastes are
eliminated; regression doesn’t occur. If we are off-schedule and
are not able to meet the proposed benefits, improvement efforts
should be analyzed to prevent resources from being wasted.
Further methods should be identified so that we can continually
increase throughput and reduce operating costs. CE-CNX (Cause
and Effect with Control, Noise, X-factor characterization), and
Failure Mode Effect Analysis (FMEA) can assist in this effort.

1.14.1.4 CONTROL PROCESS VARIABILITY AND ERROR

Improvements tend to regress over time. Controls and
measurements should be implemented to limit the regression.

1.14.1.5 CONTROL SUPPORTING ACTIVITIES

In order to coordinate feeding and following operations with
constraint activities, a few steps are needed. Actions that are
focused on the constraint needs should be prioritized. It is
beneficial for the people dealing with these activities to know
why these changes are being made.

1.14.1.6 REMOVE THE CONSTRAINT AND STABILIZE
THE PROCESS

While various methods (poka-yoke, MBR, and QBR
standardization, monitoring dashboards, etc.) can be used to
see if the new process is working, the best method is to educate
the affected employees in understanding VOC and VOP and the
process behavior.

1.14.1.7 REEVALUATE THE SYSTEM PERFORMANCE AND
GO AFTER THE NEXT CONSTRAINT

At this point, the results should be analyzed. Did they meet
the expectations? Furthermore, the method of measuring the
employees must be reevaluated, especially if the constraint
has been removed. Finally, we must decide whether additional
improvements should be made or whether the focus should be
shifted to different problems. 715 Conclusion

Each of the continuous improvement methodologies for the
State has its specific strengths and weaknesses. But each of the
methodologies outlined can complement each other to produce
a robust and dynamic approach to transforming how Hawai‘i
does government.
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TOC’s primary strength is its focus on where to make
improvements in the process and where to devote energy

and resources to improving the service to citizens or other
Departments in the State. TOC focuses on how much of a
constraints time is used to actually deliver service. TOC is a
good indicator of available capacity to deliver service to citizens
or Department. TOC also offers several thinking process tools
that are useful in identifying what to change. While TOC has
strengths, TOC’s shortcoming lies in the absence of robust tools
to solve the specific problems it identifies.

Lean offers an impressive and proven array of tools to reduce
waste in a process, but Lean lacks focus to point at the most
important waste to eliminate. Often this means that Lean efforts
do not produce the desired impact on the first try, leading

to future problems in delivering service. Lean is effective in
improving everything in the system and the holistic approach is
important to delivering results.

Six Sigma brings a variety of statistical tools to any continuous
improvement effort. The focus of Six Sigma on the reduction of
variation of performance of a sieve or process can contribute
mightily to the improvement in quality and reliability of a service
provided. The defined stop for the SMAIC process does assist in
focusing efforts on higher potential opportunities. However, Six
Sigma lacks the global approach to process improving and can
lead to the problem of improving one area of a system but the
entire system is not functioning effectively.

While results can be accomplished with any one of these
methodologies, it the combined use of all these methodologies
that can accomplish a transformation with how the State does
government. It is the use of each of the strengths of the various
methodologies used in unison that will deliver results that
matter to the citizens of Hawai'i.
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6.0 PERFORMANCE MANAGEMENT

8.1 METRICS

Performance metrics enable leadership to see how well each investment is delivering on its mission and business goals and achieve
insight into where operations can be improved or resources redirected to deliver better value to citizens. There are typically three
layers of performance measures: outcomes, outputs, and inputs. Outcome measures are the most important, as they measure

how well we are accomplishing our mission. However, measuring the inputs to and outputs from our processes and activities is

also vitally important to provide managers with the information they need to make decisions about how to improve the outcome
measures.

8.1.1 OUTCOMES (MISSION AND BUSINESS RESULTS, CUSTOMER RESULTS)

Outcome measures tell us how we are Hawai ing: how well we are meeting our mission goals of protecting the environment,
preserving our cultural heritage, and providing recreation opportunities to citizens. The point of every tax dollar we spend is to
deliver on our mission. It is critical that our leaders and managers understand not only how well we are accomplishing that mission,
but what impact investment decisions have on improving our mission performance.

8.1.2 QUTPUTS (PROCESSES AND ACTIVITIES)

Outputs are the measures that managers can use to determine whether the processes and activities of the enterprise are being
efficient and effective. We look at five categories of output measurements:

* Financial

* Productivity

* Cycle time and timeliness
* Quality

» Security and privacy

8.1.3 INPUTS (HUMAN CAPITAL, TECHNOLOGY, OTHER FIXED ASSETS)

The last type of measure is the inputs or resources we use to achieve our desired outcomes. Improving outcomes would be easy
if we had unlimited resources. In a resource-constrained world, however, we need to make the best use of the resources we have.
Therefore, our performance is measured not only by the outcomes we achieve, but also by the amount of resources we have.

While all resources can ultimately be described in terms of dollars, the input measures we use fall into three basic types: human
capital, technology, and other fixed assets. This categorization is used because dollars allocated to one of these categories are not
easily converted to another category, so it is more useful to see what the funding was spent on than just the total amount spent.
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1. EXECUTIVE SUMMARY

To mitigate the trends' such as those documented by The
Standish Group, and in support the Office of Information
Management Technology’s (OIMT) commitment to
management excellence, the Program Management Office
(PMO) will deliver the State of Hawai'i’'s mission and services
to citizens of Hawai'i. The PMO will use best practices as the
catalyst for organizational and cultural change. Through the
promotion and use of best practices, the PMO will:

« Increase the probability of meeting users’ needs and
expectations.

» Improve project planning.

- Define clear business objectives, understanding options by
identifying their benefits, costs and risks.

- Facilitate better decision making before a project’s start and
during a project’s execution.

- Increase probability of executing projects successfully, on
time and within budget.

- Reduce project risks of delays, cost overruns, and failure.

As a trusted partner, the PMO vision is to facilitate, guide,
and assist all statewide IT programs and projects to success.
The PMQO’s outcome goals are that projects achieve success
according to the program and portfolio objectives. Its
performance goals are to successfully guide and support all
projects to successful project objectives derived from the
portfolio and strategic plan. Its organizational goals are to
provide support to all projects and project practitioners in
the form of appropriate best practice leadership and just-
in-time services. The PMO’s objectives are to develop a
world-class best practice capability and capacity to assist all
statewide IT programs and projects and provide support and

Figure 1: Functions and Focus

guidance for State of Hawai'i departments. Figure 1 below
illustrates the functions and focus of the PMO.

PMO Functions. The PMO’s business services can be
summarized into three high-level functional responsibilities:

7. Guidance
2. Assistance
3. Oversight.

These high-level functions apply to three primary focus areas:
practitioners, practices, and management tools across the
State of Hawai i’'s government.

PMO Services. The PMO has the inherent responsibilities to
perform specific services. These services facilitate the key
high-level functions of guidance, assistance, and oversight.
The services are:

» Program and project management policy

- Best practice standards

» Oversight—project performance accountability

» Central tool management

» Central PM artifact repository management

- Portfolio project management/inter-project coordination
» Workforce assessment—practitioners and teams

» Training and education—curriculum identification, design and
development, and delivery

- Resource (Project Manager) coordination

'Source: The Standish Group’s report CHAOS Summary 2009, April 23, 2009. This report is an annual follow-up to the hallmark baseline
report, The Standish Group Report, 1994, that surveyed over 1,200 U.S. Information Technology (IT) users.
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2. INTRODUCTION

2.1 PURPOSE

The PMO of the OIMT provides project management planning and best practices
services to statewide IT initiatives.

As a trusted partner, the PMO vision is to facilitate, guide, and assist all State of
Hawai'i IT projects to success. In support of this vision, the PMQO’s responsibilities
include: administrative support to the project review process (Chief Information
Officer Council [CIOC]); coordination with department PMOs; and guidance,
oversight, and assistance to projects as outlined in Figure 2.

Figure 2: Domain of Responsibilities

« The PMO functional value proposition can be summarized as - Plans, designs, develops and/or coordinates PM training and
the following: educational requirements and curriculum

- |dentifies, develops, and coordinates organization-wide - Provides specialized just-in-time skillsets that would be
program and project management policy and best practice prohibitively expensive for any one project to develop

standards and procedures
- |dentifies and coordinates program and project manager

- Manages the enterprise management tool that supports both resources for enterprise programs and projects

the projects and the portfolio of project needs
2.2 ASSOCIATED DOCUMENTS

- State of Hawai'i PfM

- |dentifies, coordinates, and manages the cross-project
dependencies of all projects. In concert with Enterprise
Architecture (EA), this is inherently the PMO’s co-responsibility

to coordinate. - State of Hawai"i BPM
+ Coordinates with the Portfolio Management Office (PfMO) . State of Hawai'i PMM
regarding project, program, and portfolio objectives serving
the strategic plan + Clinger-Cohen Act (CCA) of 1996
 Provides project start-up capability needed for new projects, - ANSI Earned Value Management System Standard
bridging the initial gap for projects to get organized (ANSI/EIA-748-A), November 2006
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» Project Management Body of Knowledge (PMBOK® Guide),
ANSI/PMI 99-001-2004

- State of Hawai'i Business Transformation Strategy and IT/IRM
Strategic Plan, 2013

- Baseline of Information Management and Technology and
Comprehensive View of State Services (referred to as the Final
Report) prepared by SAIC

- Program and Portfolio Management Key Initiative Overview,
Gartner, July 201

3. MISSION, VISION, GOALS, AND OBJECTIVES

3.1 MISSION

The mission of the PMO is to provide program and project
management leadership, expertise, experience, and training

to teams for initiating, planning, and guiding implementations
and completions. The primary responsibilities are to manage
and control the constraints by ensuring plans are implemented
on schedule, within budget, and within scope. Maintaining
alignment to the strategic goals and mission of the State

of Hawai i is critical to successful program and project
management, whether projects are managed for the benefit
of a department or for statewide critical functions that benefit
the entire enterprise and surrounding community. Incorporating
program and project management administration with best
practice methods and standards that are either based on State
of Hawaii’s Strategic Plan or single in purpose and scope
ensure consistency is applied effectively and is scalable to be
administered across various sized projects.

3.2  VISION

Promote best practice standards and methodologies into a
program and project management discipline that advances the
core vision and mission of the State of Hawai‘i’s Strategic Plan
through comprehensive and iterative development comprising
education, training, and a set of guiding principles.

State of Hawaii Business and IT/IRM Transformation Plan

33  GOALS

The PMO’s outcome goals are that all projects achieve success.
Its performance goals are to successfully guide and support

all projects to success. Its organizational goals are to provide
to all project and project practitioners support in the form of
appropriate best practice leadership and just-in-time services.

34  OBJECTIVES

The PMO'’s objectives are to develop a world-class best practice
capability and capacity to assist programs and provide well-
planned projects that successfully deliver expected outcomes
within budget, on time, and aligned with program and portfolio
goals and objectives.
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4. PMO FUNCTIONS AND SERVICES

4.1 PMO FUNCTIONS

The PMO’s business services can be summarized into three
high-level functional responsibilities:

7. Guidance
2. Assistance
3. Oversight.

These high-level functions (shown in Figure 3) apply to
three primary areas of focus: practitioners, practices, and
management tools.

Figure 3: PMQO’s High-level Functions and Focus

4.2  PMO SERVICES

The PMO has the inherent responsibilities to perform specific
services. These services facilitate the key high-level functions of
guidance, assistance, and oversight. The services include:

» Project management policy

- Best practice standards—identification, development, and
coordination

» Oversight—project performance accountability

» Central tool management

- Central PM artifact repository management and archival
- Portfolio project management/inter-project coordination

- Workforce assessment—practitioners and team evaluation

State of Hawaii Business and IT/IRM Transformation Plan

- Training and education—curriculum identification, design and
development, and delivery

- Project support—guidance, coaching, mentoring, and just-in-
time assistance

- Resource (Project Manager) coordination

4.3  PNVO SUPPORT ROLE

Focus Areas: The PMO’s project management (business)
focuses on 1) people/practitioners, 2) professional practices,
and 3) management tools. Each of these focus areas have their
respective standards for performance and best practices.

Responsibility Domain: The PMO’s project management
responsibility domain for each service is unique, varying from
statewide to what’s defined by the respective Investment
Review Board (IRB). For example, the span of responsibilities
for project management policy and standards are statewide.
For direct project oversight, the span of responsibility is from
OIMT for enterprise infrastructure and mission systems to the
departments for performing oversight of their specific mission
and non-major systems. Department mission projects that are
well run remain within their oversight domain of responsibility
(refer to Figure 4 below).

The PMO will provide value across the State of Hawai'i by
specifically assisting with the following:

- |dentify, develop, and coordinate organization-wide project
management policy, best practice standards, and procedures.

- Manage the enterprise management tool that supports both
the project and the portfolio of project’s needs

- |dentify, coordinate, and manage the cross-project
dependencies of all projects in concert with EA.

» Provide project start-up capability needed for new projects,
bridging the initial gap for projects to get organized.

- Plan, design, develop, and/or coordinate PM training and
educational requirements and curriculum.

- Provide specialized just-in-time skillsets that would be
prohibitively expensive for any one project to develop.

- ldentify and coordinate project manager resources for
enterprise projects. For economies of scale, this is inherently
the PMQO’s responsibility to provide and coordinate.

Governance | PMO Development Plan | 11



Figure 4: PMO Responsibilities

Other Responsibilities: The PMO will administratively support best practice standards and policies. As seen in Figure 5,

the Project Review at the CIOC. Additionally; the PMO oversight is delivered via the integrated baseline review (at the
coordinates with Department Project Management Offices? and CIOC) program and Project Review activities. Project assistance
Project Offices (PO) as shown in Figure 5. The PMO provides is provided via the Project Management Planning Services
guidance, performs oversight, and provides assistance to (PMPS) program, and the Project Management Information
projects within their domain. Guidance is delivered via System (PMIS) management tool support.

Figure 5: The PMO Deliverables and Functions

2The PMO coordinates with department PMOs to identify and coordinate Project Manager resources for enterprise efforts.
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b. PMO MAJOR MILESTONES

5.1 FY-2012 PRIORITIES (MILESTONES)

Table 1: FY-2013 Priorities (Milestones)

2012 Priority 1: Project Management Office Start-up
2012 Priority 2: Central PMIS Tool (Project Guidance)

Initiate the integrated state-wide project and portfolio management tool, including process on
demand (POD).

2012 Priority 3: Planning (Project Assistance)

Complete OIMT project plans with scheduling to the 85% confidence level.

5.2 FY-2013 PRIORITIES (MILESTONES)

Table 2: FY-2013 Priorities/Responsibilities (Milestones)

2013 Priority 1: Mature the Project Management Office

Mature the Project Management Office with full capabilities to fully perform all PMO services and
capacity to fully support all projects (as needed).

2013 Priority 2: Central Tool Management (Guidance and Assistance)

Mature the PMIS tool (Phase 2), including loading key projects and their project artifacts onto the
PMIS, specifically charters.

2013 Priority 3: Project Review Process (CIOC) (Oversight)

Continue to mature the projects oversight, providing management and administrative support to
the start-up of the Project Review at CIOC.

2013 Priority 4: Project Planning (Assistance)

Expand PMOQ's capabilities and capacity (grow and mature), providing guidance and assistance
to priority projects.

2013 Priority 5: Project Execution (Assistance)

Oversee or directly manage OIMT projects. When necessary, take management receivership of
any project. Projects include OIMT projects.

14 | State of Hawaii Business and IT/IRM Transformation Plan Governance | PMO Development Plan



PMO Project Started

PMO Program Plan - Draft

PMM Framework and Planning Standards

PMO Program Plan - Authorization

CIOC Review and Planning Standards - Review Started
PMO Department Manual - Draft

PMPS Contracting Vehicle Starts

PMO First Hire

PMO Start-up Project Completed

6. PMO ORGANIZATION AND RESOURCES

Mature the PMO to baseline best practice capability and
capacity to support all projects.

The overall objective is to build and provide the following
PMO services for all projects through a series of objectives:

- Objective 1: Project oversight

» Objective 2: Central tool management

- Objective 3: Central PM artifact repository management
» Objective 4: Portfolio project management

» Objective 5: Human and team resource assessment and
coordination

» Objective 6: Training and education—planning, design,
and development

- Objective 7: Training and education—delivery and
delivery coordination

- Objective 8: Project support—guidance and just-in-time
assistance

» Objective 9: Resource sharing coordination

State of Hawaii Business and IT/IRM Transformation Plan

Date:

Date:

Date:

Date:

Date:

Date:

Date:

Date:

Date:
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1. CRITICAL SUCCESS FACTORS

Critical success factors (CSF) increase the probability of
success when management focuses attention in these areas.
This program’s CSFs are:

« All major projects (investments that have Development
Modernization Enhancement (DME) components are
registered, meaning they have signed project charters
(or authorizing documentation) and are authorized.

Performance Measure: A percentage of major projects
(investments that have DME components) have registered
projects, meaning they have signed project charters (or
authorizing documentation) and are authorized.

Most major projects (investments that have DME components)
have validated project plans, adhering to State of Hawai'i’s
OIMT policy.

Performance Measure: Percentage of major projects
(investments that have DME components) have registered
projects, meaning they have signed project charters (or
authorizing documentation) and are authorized.

All major projects (investments that have DME components)
continuously report project performance via the State of
Hawai i dashboard.

Performance Measure: A percentage of major projects
(investments that have DME components) have continuous
project performance reporting via the State of dashboard,
adhering to the reporting requirements.

Most major projects (investments that have DME components)
perform successfully within

+/- 20% of cost and schedule.

Performance Measure: Percentage of major projects
(investments that have DME components) performs
successfully within +/- 20% of cost and schedule.

16 | State of Hawaii Business and IT/IRM Transformation Plan
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8. ASSUMPTIONS AND BUSINESS CONSTRAINTS

» For FY-2013, the PMO will be fully resourced with the Program
Manager and 11 positions (FTE budget [$nnK]).

» For FY-2013, the PMO will be resourced with contract funding
($nnK).

» For FY-2013, the PMO will be authorized to set-up the Project
Review Process (CIOCQC).

8.1
ORGANIZATIONAL STRUCTURE, FUNCTIONS, AND SERVICES

Figure 6: PMO’s Target Structure (Positions, Services, Functions, and Grades)

Legend: (Green: FTE filled; Red: FTE vacancy)

The PMO’s internal organizational structure is represented by
Figure 6 above. (For a detailed descriptions of services, see
“Appendix E: Additional InformationAppendix E: Additional
Information.”) Note: To adjust to varying project management
demands, the PMO is organized to collaboratively leverage
available Departmental Project Manager resources (PMO

= red and Departmental = white) and leverages contract
support when needed via the reimbursable contract service
(PMPs=yellow) set up by the PMO. In summary, these positions
manage, coordinate, or perform the PMO services, listed as:

« Project management policy

- Best practice standards

« Oversight—project performance accountability
+ Central tool management

« Central PM artifact repository management

18 | State of Hawaii Business and IT/IRM Transformation Plan

- Portfolio project management/inter-project coordination
« Workforce assessment—practitioners and teams

+ Training and education—curriculum identification, design and
development, and delivery

» Project support—just-in-time assistance
- Resource (Project Manager) coordination

Externally, the PMO will administratively support the Project
Review at the CIOC. The PMO will execute decisions regarding
oversight, guidance, and assistance. The PMO will organize and
support projects for the oversight reviews. After the fact, the
PMO will perform the administrative and documentation follow-
up activities, manage integrated baseline reviews, support
project initiation and planning phases. Additionally, the PMO
has a coordination role with the Department PMOs. Regarding
projects, the PMO has oversight, support, and guidance roles.

Governance | PMO Development Plan



PMO Maturity Strategy. The PMO’s maturity strategy involves
further developing the best practice capabilities and capacity
to assist all projects. In Figure 7, the capability column shows
the staffing levels for foundational (minimum) and optimal
(fully developed/maximum) functionality. To perform all

8.2

FUNCTIONAL CAPABILITY
AND RESPONDING TO
CAPACITY DEMANDS

Discussion: Because of the potential for
many concurrent and interdependent
projects, capacity must be given
attention. Capacity is like bandwidth on
the network. The network must provide
functions (services); it also must have
bandwidth for efficient delivery of the
services. The PMO’s staffing will offer
all the necessary functions (capabilities)
based on the resources available. When
the PMO becomes fully functional, the
PMO needs the capacity to provide the

Figure 7: PMO Personnel Requirements

services on demand to all projects in

a scalable manner. As illustrated in the
capacity column of Figure 7, this can be
provided via outsourcing using indefinite
delivery/indefinite quantity (IDIQ)-like
contract vehicles.

To provide these types of services on-
demand through contracting to meet
oversight responsibilities, the PMO must
have minimal government staffing to
manage this program. The OIMT’s PMO
resourcing analysis conclusions align
with Gartner’s principal message of
being “lean and mean.” To minimally
support the hundreds of major and
non-major IT projects, the PMO requires
nn minimal staffing that includes the
Program Manager. To optimally support
the hundreds of major and non-major

State of Hawaii Business and IT/IRM Transformation Plan

services, there is a minimum staffing level necessary to get to
the foundational level. To get to the fully developed state, a
moderate increase in staffing will take the PMO to the optimal
capability level. Staffing beyond this point offers only minor
increases in capabilities.

IT projects, the PMO requires staffing

of the twelve FTEs. At the high end of
the spectrum, the PMO should not grow
beyond an optimized staffing level. The
strategy for providing needed capacity
leverages the IDIQ-like contract vehicles
that adjust to varying demands.

Figure 8 below shows the priority of
project management functions. These
functional priorities are related to
vstaffing levels and the development
of organizational maturity. The current
staffing level of three focuses on policy
and standards, better oversight, inter-
project coordination, and PM tool
support (refer to the red box in

Figure 8).
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Figure 8: PMO Functional Priorities and Maturity Strategy

When able to perform these functions, the organization

takes on more mature aspects of the Software Engineering
Institute’s Capability Maturity Model® (SEI-CMM). To perform

all PMO basic functions, the foundational staffing level needs
approximately nn additional FTEs. To perform all PMO functions
(capabilities) and to be fully responsive to all projects, the
optimal level needs approximately nn FTEs. Higher CMM
maturity and high organizational performance result from

developing all capabilities and developing capacity to deliver
these capabilities. Again, a small increase in staffing will take
the PMO from the foundational capability level to the optimized
capability level. Staffing beyond the optimized point offers only
minimal increases in capabilities. Beyond that point, increased
performance is realized by developing greater just-as-needed
capacity through IDIQ-like PM service contacts.

3 CMMi: Capability Maturity Model (integrated) ranking, in this case, indicates the project planning and control processes maturity.
CMM development was sponsored by the United State Air Force via the Software Engineering Institute (SEI) and detailed in Managing

the Software Process, 1989.
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8.3
PROJECT MANAGEMENT OFFICE FTES: POSITION STAFFING,
PERCENTAGE OF TIME FOR ASSIGNIVIENT AND VACANCIES

Table 3: Project Management Office FTEs: Position Staffing, Percentage of Time for Assignment

Portfolio Management Vacancy 100%

Policies & Standards (Guidance) and Program Management Vacancy 100% 1
Project Performance Accountability (Oversight) Vacancy 100% 1
Project Planning Services (Assistance) Vacancy 100% 1
Centralized Management Tools (Assistance) Vacancy 100% 1
Project Records/Artifacts Management (Assistance) Vacancy 100% 1
PM Workforce Assessment (Oversight) Vacancy 100% 1
Professional Development (Guidance) Vacancy 100% 1
Program Manager Vacancy 100% 5
Project Manager Vacancy 100% 1
Project Support (Assistance) Vacancy 100% 4
Program Specialist - Acquisition Vacancy 100% 1
Program Specialist - Risk Vacancy 100% 1
Program Specialist - BPR Vacancy 100% 1
Program Specialist - Communications Vacancy 100% 1
Program Specialist— Change Management Vacancy 100% 1
Program Specialist — Requirements Vacancy 100%

Program FTEs (supporting the optimal organization) nn nn

Planned
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9. RISK AND ISSUES

A risk is an uncertain event or condition that, if it occurs, has a positive or negative
effect on a Program’s objectives, scope, cost, schedule and/or quality. An issue is a

risk that has become a reality.

Table 4: Risks and Issues

Issue: Under-resourcing

Impact: delayed programs and personnel burnout

Issue: Contracting delays for procurements

Impact: Program delays and/or increase costs

Issue: Ability to get the cooperation and participation
of program representatives in IT project

1. Policies
2. Practices
3. Decision-making

Impact: Poor project performance

State of Hawaii Business and IT/IRM Transformation Plan

¢ Fill vacancies

 Get additional support through contractors

e Communicate and work with OIMT
Budget Office,

o Office of the Chief Information Officer (OCIO)
Business Office and Human Resources to get
approval to fill vacancies

* Prioritize work

* Manage workload expectations of senior
0CIO0 management

* Give staff flexibility to telework and
extend deadlines where it is not possible
to complete tasks

e Start requisition process as early as possible
and work closely with the State Procurement
Office (SPO)

* Engage and communicate to better understand
program interests

e Provide value proposition (needs) so they see
their interest in participation in the IT decisions

 Use the policy and contract vehicle to establish
objectives status and corrective actions

Governance | PMO Development Plan | 23



10. ROLES AND RESPONSIBILITIES

Table 4: Relationships and Responsibility Matrix

OIMT-PMO

CIO (OIMT-PMO Sponsor)

Project Review Process
(Cloc)

Project Sponsors

24 | State of Hawaii Business and IT/IRM Transformation Plan

* Project management policy

e Standards—identification, development, and coordination
 Qversight—project performance accountability

e Central tool management

* Central PM artifact repository management

e Portfolio Project Management—inter-project coordination

¢ Workforce assessment—practitioner and team evaluation

* Training and education—identification, design and development, and delivery
¢ Project support—guidance and just-as-needed and just-in-time assistance

* Resource sharing coordination

(For details, see “Appendix E: Additional Information.”)

e Authorizes PMO Program funding
¢ Presents program results to major stakeholders and other executive bodies.
* Facilitates resolution issues outside of the program

* Signs and authorizes project management policy

e Evaluates project performance results
* Develops and drafts project guidance and recommendations
* Resolves inter-project level issues outside of the program

 Develops, reviews, and/or comments on drafts policy

* Quality Assurance: validates project performance directly or via independent validation and verification (IV&V)

and integrated baseline review (IBR)

* Change Management: evaluates project change requests and develops/drafts change requests guidance and

recommendations

e Authorize program/project funding
¢ Present program results to major stakeholders and other executive bodies

e Facilitate resolution issues outside of the Program

Governance | PMO Development Plan



Relationships Responsibilities

Contracting Officer e Qversees contracts
* Manages task order solicitation.
e Supports contract administration.
e Administers competitive procurements

e Facilitates acquisitions)

OIMT Administrative Staff e Support program fund actions

e Support personnel actions

PMO Service Team Leader e Provides leadership for Subject Matter Expertise (SME)

* Actively participates in progress reviews to ensure critical program information is communicated to all
stakeholder organizations

* Facilitates resolution of program issues in stakeholder organizations

* Defines acceptance criteria

* Monitors and controls the work scope, quality, budget, risks, and schedule for the business stakeholders

* Manages the day-to-day work of the business stakeholders

e Leads, coordinates, and facilitates the business stakeholders’ planning and execution of tasks and deliverables
» Accountable for the success of the business stakeholders’ tasks and deliverables

* Ensures appropriately skilled program participants are available when needed

¢ Facilitates resolution of issues and elevates risks

Program Manager * Monitors and controls the scope, quality, budget, risks, and schedule
* Manages the day-to-day work of the program
e Defines and manages program risks
e Leads, coordinates, and facilitates their team’s planning and execution of tasks and deliverables
» Accountable for the success of team tasks and deliverables
* Ensures appropriately skilled program participants are available when needed
* Prepares and presents program reports to appropriate levels of management
* Facilitates resolution of issues and elevates risks

* Manages acquisitions

Solution Architect e Ensures all aspects of a solution are integrated, consistent, completes and correct
* Facilitates analysis of change requests

* Facilitates open communication between other Solution Architects to maintain complete and consistent
architecture decisions
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Stakeholders * As the executives from each organization who are impacted by the program, stakeholders authorize their
organization’s resources required to successfully complete the program

e Actively participate in progress reviews to ensure critical program information is communicated to stakeholder
organizations

* Facilitate resolution of program issues in stakeholder organizations

* Define acceptance criteria

Team Leaders ¢ Monitor and control the scope, quality, budget, risks, and schedule for their area
* Manage the day-to-day work of their area
e Lead, coordinate, and facilitate their area’s planning and execution of tasks and deliverables
* Accountable for the success of their area’s tasks and deliverables
¢ Ensure appropriately skilled program participants are available when needed

¢ Facilitate resolution of issues and elevate risks

All Program Participants * Complete assigned tasks and deliverables based on agreed schedule
¢ Act as SMEs for appropriate organizational function
* Provide status updates including issues and risks
* Provide actual hours worked per week by team
e Attend all scheduled meetings
* Be prepared to take some responsibility to educate others
¢ Communicate openly and assertively
* Respect opinions of others
* Agree to work toward consensus

¢ Commit to scope of the program
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11. PROJECT MANAGEMENT
FTES — OPERATIONAL REQUIREMENTS

Table 6: Project Management Office FTEs - Operational Requirements

Portfolio Management

Policies & Standards (Guidance) and Program Management
Project Performance Accountability (Oversight)
Project Planning Services (Assistance)

Centralized Management Tools (Assistance)

Project Records/Artifacts Management (Assistance)
PM Workforce Assessment (Oversight)

Professional Development (Guidance)

Program Management

Project Management

Project/Program Support (Assistance)

Program Support - Acquisition

Program Support - Risk

Program Support - BPR

Program Support - Communications

Program Support— Change Management

Program Support — Requirements

Program FTEs (supporting the optimal organization) nn nn
Planned
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12. CONTRACT SERVICES REQUIREMENTS

Table 7: Contractor Requirements

CIOC Program and Project
Review Services

e Status: Not in place
* Type: IDIQ

e Funding: via the project’s
sponsoring office

e Services: performs IBR to standards on
project at the end of planning, before
execution approval.

Project Management Planning
Services (PMPS)

o Status: Notin place
* Type: IDIQ

¢ Funding: via the project’s
sponsoring office

* Services: performs Project Planning
to standards on project.

Project Management Information
System (PMIS) Support

e Status: Notin place
 Type: BPA-Support Services
e Funding: Partial

e Services: performs support services for
the PM Management Tools (PMIS)

Contractor
* Project Planning
* Cost Estimating

e Systems Engineering & Architecture

Government Manager
* Project Planning

e Contacting

Contractor
* Project Planning
* Cost Estimating

* Systems Engineering & Architecture

Government Manager
* Project Planning

* Contacting

Contractor

e MS-Project Server
* SharePoint Services
e System Operations

* Project Management

Government Manager
* Project Planning

* Contacting

State of Hawaii Business and IT/IRM Transformation Plan

Contractor Ongoing/Operational

e Senior

Government Manager

e Senior

Contractor Ongoing/Operational

e Senior

Government Manager

e Senior

Contractor Ongoing/Operational

¢ Senior

Government Manager

e Senior
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Business Process Management
Professional Services

o Status: Notin place

e Type: BPM- Project Management and
Support Services

e Funding: Partial

e Services: performs support services
for the departments directly or via
OIMT Program

Contractor Contractor Ongoing/Operational
¢ Project Planning e Senior

* Business Process Methodologies (TOC,
Lean, Six Sigma, iTLS) Government Manager

¢ Cost Estimating e Senior

Government Manager
e Project Planning

e Contacting

13. DELIVERABLES

131 PRUGRAM SERVICE DEI_IVEHABLE - Portfolio Project Management—inter-project coordination

« Project management policy

» Standards—identification, development and coordination

- Oversight—project performance accountability

« Central tool management

- Central PM artifact repository management—management

of project artifacts and archives

132 PROGRAM DELIVERABLES

- Workforce assessment—practitioner and team evaluation

« Training and education— curriculum identification, design and
development, and delivery

« Project support—guidance and just-as-needed and just-in-time
assistance

- Resource sharing coordination

Table 8: Program Deliverables (Milestones)

2013 Priority 1: Mature PMO

2013 Priority 2: Central Tool
Management System

2013 Priority 3: Program and
Project Review Process (CIOC)

2013 Priority 4: Program and
Project Planning

2013 Priority 5: Program and
Project Execution

Mature the PMO with full capabilities to fully perform all PMO services and capacity to fully support all
projects (as needed).

Mature the PMIS tool (Phase 2), including loading key projects and their project artifacts onto the PMIS,
specifically charters and IRB authorizing records of decisions (RODs).

Continue to mature the project’s oversight, providing management and administrative support to the start-
up of the Project Review at CIOC.

Expand the PMOQ's capabilities and capacity (grow and mature), providing guidance and assistance to
priority projects.

Oversee or directly manage OIMT projects. When necessary, take management receivership of
any project.

30 | State of Hawaii Business and IT/IRM Transformation Plan Governance | PMO Development Plan



14. PROGRAM MANAGEMENT DELIVERABLES

- Weekly status reports
« Program reviews

- Departmental performance reporting

15. PROGRAM/PROJECT CONTROL

The items described in this section are required elements of
project and program control.

15.1  ACTION ITEM LIST

Project-related action items will be maintained and monitored
to ensure awareness of actions necessary for program success:

« PMIS development

- Project Review Board

152 ISSUELOG

A list of program issues will be maintained and monitored
to ensure awareness of actions necessary for the program’s
success:

- PMIS development

» Project Review Board

15.3  RISKREGISTER

A program risk register will be maintained and monitored to
ensure awareness of actions necessary for program success:

« PMIS development

- Project Review Board

154 DELIVERABLE REVIEW AND APPROVAL

Deliverable reviews will be conducted for all program
deliverables to ensure that they are complete, correct, and
consistent. Program participants and stakeholders will be asked
to participate in these reviews, which can be conducted via
email or in person. Review comments will be documented in a
Quality Assurance Review Comment Sheet. To sort documents

State of Hawaii Business and IT/IRM Transformation Plan

by date, the file name for each QA Review Comment Sheet will
be in the format of: YYYYMMDD QA Review Document Title.
Each of the identified comments will be categorized by type,
severity, and priority. The comments will be analyzed, and then
incorporated by the author of the deliverable as appropriate.
Comments not incorporated require an explanation back to the
reviewer. The final deliverables will then be approved by the
designated approvers. The completed Quality Assurance Review
Comment Sheets and the approved deliverables will be stored in
the OCIO CM Repository.

155 QUALITY ASSURANCE:

Quality Assurance activities will be performed to ensure quality
control processes are defined and followed. As the program
progresses, metrics will be provided on a weekly basis to
identify the number of Quality Assurance reviews conducted,
the number and priority of comments identified, and the
number of approved deliverables completed. If it is found that
the review and approval processes are not being performed,
then the identified issues will be escalated to the Program
Manager for corrective action. The goal of the monitoring
effort is to provide visibility on the status of the quality tasks
performed for the program.

The verification of program requirements, as documented in

the Requirements Traceability Matrix (RTM), will be performed.
The requirement verification methods include analysis,
inspection, demonstration, or testing. The method by which

the requirements will be verified will be documented in the test
plan. The results of the verification activities will be documented
in the RTM.

Privacy and Security. All program documents will be labeled For
Official Use Only in the header and footer. All Certification and
Accreditation (C&A) tasks and deliverables required before this
program’s solution can be implemented in production are part
of this program.
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APPENDIX A: PROGRAM SUMMARY DESCRIPTION

Program Management Office (PMO)

The PMO promotes and delivers management excellence based on best practice standards that
contribute to achieving the OIMT’s missions. The result is that the State of Hawai'i projects achieve
success and meet their respective performance goals that contribute to achieving the OIMT’s missions.

General goals:
1. Outcome Goals: projects achieve success, contributing to OIMT’s missions.
2. Performance Goals: the PMO support projects achieve their performance, cost, and schedule goals.

3. Organizational Goals: the PMO provides services and effective support to project and project
practitioners’ leadership to meet their goals.

PMO FY-2012 Goals (aligned to the above general goals):
1. Provide better project oversight and assistance though standardized tools and structure.
2. Initiate the PMIS) tool (Phase 1).

3. Provide guidance and assistance to priority projects; provide planning services to projects.

PMO FY-2013 Goals (aligned to the above general goals):
1. Continue to mature the project’s oversight capability though expansion of the program.

2. Continue to mature the program and projects oversight, providing management and administrative
support to the start-up of the Project Review at CIOC.

3. Mature the Project PMIS tool (Phase 2), including loading key projects and their project artifacts onto
the PMIS, specifically charters and authorizing RODs.

4. Expand the PMOQ’s capabilities and capacity (grow and mature), providing guidance and assistance to
priority projects; provide planning services to projects.

5. Expand PMQ's capabilities and capacities (grow and mature), providing project execution management
to priority projects; provide planning services to projects.

All OIMT mission and mission support offices.
Ongoing

Office of the CIO-PMO

Sonny Bhagowalia

Nicholas Harrigan
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APPENDIX B: PROGRAM SCHEDULE

2012 Priority 1: Mature the PMO

Mature the PMO with full capabilities to fully perform
all PMO services and capacity to fully support all
projects (as needed).

2012 Priority 2: Central Tool Management (Guidance
and Assistance)

Mature the PMIS tool (Phase 2), including loading
key projects and their project artifacts onto the
PMIS, specifically charters and IRB authorizing RODs.

2012 Priority 4: Project Review Board (PRB) (Oversight)

Continue to mature the projects oversight, providing
management and administrative support to the
start-up of the Project Review at CIOC.

2012 Priority 5: Project Planning (Assistance)

Expand PMO’s capabilities and capacity (grow and
mature), providing guidance and assistance to
priority projects.

2012 Priority 6: Project Execution (Assistance)

Oversee or directly manage OIMT projects. When
necessary, take management receivership of any
project. Projects include OIMT projects.
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APPENDIX C: PROGRAM FY-2012
COST ANALYSIS (SUMMARY)

11. Personnel Compensation

12. Personnel Benefits

13. Benefits to Former Employees
Sub-total, Comp and Benefits

21. Travel and Train

22. Transportation of Things

23. Communications

23.a. Rent

24. Printing

25. Other Services

26. Supplies

31. Equipment

93.a. Indirect

Sub-total, Other

Total

Note: the funding and gap analysis is as follows:

2012 Priority 1: Mature the Project Management Office

Mature the Project Management Office with full capabilities to fully perform all PMO
services and capacity to fully support all projects (as needed).

*Priority 1: Funding represents the overall analysis. The funding information below
represents aspects of the overall analysis.
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APPENDIX D: PROJECT MANAGEMENT SERVICE

E.1 Policy: Manage, develop, and coordinate Federal and State of Hawai i PM Policy.

Within the PMO, the Program Manager is responsible for understanding project management policy, regulation, directives and guidance;
and coordinates their appropriate implementation into State of Hawai'i policies, directives, and guidance. This includes project
management policy, regulation and guidance. This function supports the PMO’s oversight and all other functional responsibilities regarding
human resources, practice standards, and professional tools. It is inherently the PMO's responsibility; this provides one set of directives,
standards and guidance for all State of Hawai'i Bureau and Office PMOs and Project Offices. Leveraging economy of scale, this prevents
each project from developing policies.

E.2 Standards Identification, Development and Coordination: Manage, develop and coordinate project management
standards recognized by the Federal government and the State of Hawai i.

Within the PMO, the Program Manager is responsible for understanding project management standards; and coordinates the appropriate
translation of these directives into State of Hawai'i policies, directives, and guidance. This includes project management standards that
include to Project Management Body of Knowledge (PMBOK). This function supports the PMO's oversight, training development, and
training delivery responsibilities. This provides one set of directives, standards, and guidance for all State of Hawai'i Bureau and

Office PMOs and Project Offices. If performed at the project level, this would create inconsistent practices and reporting of planning

and performance.

E.3 Oversight: Policy and Standards Accountability: Manage and coordinate State of Hawai i project oversight activities to
assure adherence to policy and standards; monitor and track performance.

The PMO is responsible for evaluating project planning quality and due diligence; and provide continuous monitoring and tracking of
project performance. At the project planning stage, this includes managing and coordinating of the independent IBR. At the completion of
execution/development, this includes the post implementation review (PIR). Throughout the project this includes performance reporting
to the State of Hawai'i's portfolio management and governance structures. This function supports the policy and standards adherence
responsibilities regarding human resources, practice standards, and professional tools. This provides consistent and standardized project
oversight that meets State of Hawai'i requirements.

E.4 Central Tools Management: Manage and coordinate State of Hawai i enterprise project management tools.

The PMO is responsible for planning and managing common enterprise tools needed by all project offices. The managing of and training
for one PMIS provides a cost effective shared resource that supports a statewide portfolio repository. Central tools management function/
service strategy includes the PMIS, cost estimating tools, and team assessment tools. It will manage and coordinate the collection of
project performance information and project artifacts. This function supports the PMQ'’s central PM repository management responsibility.
Leveraging economy of scale, this provides central tool management for project planning, monitoring, and tracking and accounting. This is
prohibitively expensive for many projects to set up and manage.
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E.5 Central PM Repository Management: Manage and coordinate the collection of project performance information and
project artifacts.

By managing and coordinating the collection of project performance information and artifacts, the PMO is responsible to support the
reporting the State of Hawai'i's portfolio performance, maintaining project records for agency accountability, and lessons learned. This
includes periodic EVM information reporting, risk management, estimating and other planning artifact management responsibilities. This
function supports the PMO’s oversight and lessons learned responsibilities required by an IBR. Leveraging economy of scale, this provides
artifact management used for project accountability and lessons learned. This would be prohibitively expensive for all projects to set up
and manage.

E.6 Portfolio Project Management (PfM): Manage and coordinate the inter-project management and coordination.

The PMO'’s portfolio project management performs very important project initiation and inter-project coordination
services with a line of business (LOB), including:

- Project initiation phase analysis and support

 Project charting assistance

- Project and inter-project portfolio resource planning

« Acquisition planning and strategy development

- Project and inter-project portfolio execution tracking and oversight

- Portfolio PM repository coordination

This function supports the PMQ’s project oversight, repository management responsibilities, HR assessment and development functions,
performs inter-project coordination and dependency identification, and critical project initiation activities. Not performed at the project
level, PPM provides the important project initiation and inter-project coordination within a LOB

E.7 Human and Team Resource Assessment: Manage and coordinate the project manager competency and team maturity
assessment process.

The PMO performs the capability assessment of practitioners and project team required by best practices. This function supports the
PMO's project support, training planning, and training delivery responsibilities. Not consistently performed at the project level, the
practitioner and team assessment are better managed and more cost effectively performed at the enterprise level.

E.8 Training and Education - Planning, Design, and Development: Manage and coordinate the development of the
competency delivery process for practitioners and teams.

The PMO performs planning and design requirements of curriculum to be delivered based on competencies required by best practice
standards. This function supports the PMO's project support and training delivery coordination responsibilities. Leveraging economy of
scale, this provides standardized and consistent quality training and education planning; design and development that are not performed at
the project level.
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E.9 Training and Education - Delivery and Delivery Coordination: Manage and coordinate the training and education delivery
process for practitioners and teams.

The PMO coordinates the curriculum delivery of PM competencies required by best practice standards. Currently, the PMO co-manages
the delivery via outsourced contract administration. This function supports the PMO’s project support and leverages economy of scale,
providing standardized and consistent quality training and education delivery that is not performed at the project level.

E.10 Project Support - Guidance and Just-in-time/Just-as-needed Assistance: Provides special skillsets that projects require
for successful performance.

The PMO must provide and coordinate just-in-time and just-as-needed special skillsets for projects such as cost and schedule estimating,
EVM assistance, and risk management expertise. This function supports resource-sharing coordination. Leveraging economy of scale, this

provides standardized and consistent quality and a high level of planning due diligence expertise that is needed for short periods and not
cost effectively developed at the project level.

E.N Resource Sharing Coordination: Working with projects, helps projects plan and balance resources. It maximizes all of the
organizations’ usage of resources.

For mature organizations, the PMO coordinates the movement of project managers and other specialty resources to maximize the whole
organization’s resource demands. This function supports project support activities, helps the training and education functions, and assists
the PPM function. This function is level 4-5 of the CMM maturity levels. This is the PM function that has great value to the organization by
increasing performance and reducing costs.
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APPENDIX E: ADDITIONAL INFORMATION

Project Management Planning Standard: The PMO-developed
project management planning standard provides better
guidance to projects teams and prepares them for the required
IBR. The Project Management Integrated Planning Standard

is explicit guidance for developing a realistic, quality, mature
project plan. The planning standard includes: 1) artifact
standards (addressing what’s in the plan), 2) artifact quality
standards, and 3) the planning process standards. The Project
Management Planning Standard is the basis for State of
Hawai'i’s IBR Program, IBR Services, the PMPS, and the OIMT
Project Management Professional Development curriculum.

Integrated Life Cycle (ILC) Framework: The Integrated Life
Cycle Standards describe the State of Hawai 'i’s required life
cycle processes, their artifacts, and when and how decisions are
to be made (governance). The State of Hawai i’s ILC standard
components address the three phases of DME planning and
development and the operation and maintenance (O&M)
steady state. The three phases apply to all of the information
management (IM) disciplines including CIPC, Project
Management, Records Management, and Privacy.

Project Management Services: The PMO has set up two
contract vehicles to assist projects, the PMPS and IBR
Services. These contract services are complimentary to

State of Hawaii Business and IT/IRM Transformation Plan

the PMQO'’s responsibilities and goals of providing projects
guidance, oversight, and assistance.

Project Management (PM) Curriculum Enhancement and
Alignment: The PMO enhanced and aligned State of Hawai'i’s
PM curriculum. The enhancements incorporated State of
Hawai ' i’s Project Management Planning Standard and the ILC
guidance into the PM curriculum. The enhanced curriculum
offers a more relevant course design, providing students

with clear connection between best practice techniques to
State of Hawai i’s project planning standards and policy. The
restructured curriculum will offer a combination of required
project management courses and courses for both Program
and Project Managers.

Program Management Office (PMO) Operations: Within

the boundaries of resources, the PMO has actively worked
with State of Hawai'i’s IT projects to facilitate their success,
meeting State of Hawai i’s business goals. Existing and new
projects have benefited via the PMO’s guidance, assistance,
and consultation. Many of these projects had significant issues,
being considered for discontinuance (red-lining). The PMO
provided appropriate consultation and just-in-time support

to these projects, correcting issues and turning projects from
distress into successes.
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1.0 EXECUTIVE SUMMARY

1.1 BACKGROUND — THE VALUE CHAIN AND VALUE PROPOSITION

The business and Information Technology (IT) environment provides context for the size, scope, and complexity of the
transformation challenges and opportunities for the State of Hawai‘i. The Executive branch of Government of the State of Hawai'i is a
large $11 billion dollar business enterprise with 18 departments and 41,000 employees serving 1.4 million residents/citizens with 204
services across 34 lines of business (LOBs). The concomitant IT organization is a $157 million dollar (1.5%) enterprise with no central
IT Department and 746 IT staff fragmented across 18 organizations that support over 700 legacy systems and applications and one
LOB (six functions). Not surprisingly, Hawai‘i is mired in ineffective and inefficient paper-based, manual business processes with old
technology that does not promote interoperability, reliability, security, privacy, and maintainability. Therefore, Hawai‘i is not positioned
to capitalize on the promise of the 21st century’s information age.

The State of Hawai‘i’s Value Chain, shown in Figure 1 below, provides the State with
an actionable framework for redefining the IT organization. There are 204 services/
business functions across 34 LOBs in the portfolio that meet the State’s goals. These
outputs provide the real value to the organization. The value chain helps to identify
opportunities for streamlining business processes, integrating technology, and realizing
cost savings. The value proposition is simple: standardize the common shared services
— Bill Gates, Business @ the that can be used by all, and then optimize the mission-unique functions to serve citizens
Speed of Thought, 1999 more effectively and efficiently.

“Information technology can expect to
improve business processes about 10%.
However, redesigning a process and
then adding technology can
improve the process up to 90%."

Figure 1. Hawai‘i’s Lines of Business

5 | State of Hawaii Business and IT/IRM Transformation Plan Governance | IT Human Capital Management Strategic Plan



1.2 ACLEAR CASE FOR CHANGE AND
TRANSFORMATION

In September 2011, the state completed and released the
first-ever comprehensive assessment of its IT assets, policies,
and procedures in a baseline report. This was completed over

a period of four months (after the new CIO was in place). To
complete the report, over 200 individuals from 18 departments,
offices, and attached agencies were interviewed, and more
than 1,500 pages of notes and background material were
cataloged. The baseline report identified 204 business functions
and services delivered by State government employees in 18
departments and over 700 IT applications currently in use.

The report identified widespread symptoms of Information
Technology/Information Resource Management (IT/IRM)
challenges including: inefficient manual interfaces; minimal
enterprise integration and sharing; narrowly focused federally
funded solutions; limited use of IT/IRM to enable mission service
delivery; the condition of aging legacy systems (20+ years old);
the proliferation of all types of IT/IRM products and services;
and little business process coordination or information sharing
across departments (and programs). The symptoms are driven
by three root causes: 1) no coordinating authority for managing
information resources and technology across the State; 2) lack
of cross-cutting business process re-engineering (BPR); and 3)
deep cuts in resources and budget reductions in the State over
the past decade (up to 50%).

The 20 key recommendations and findings in the baseline
report provided the basis for the priorities, architecture, and
projects required for change. Four key themes emerged:

* Enterprise focus for projects

» Establish enterprise governance

* Re-engineer business processes

* Strengthen technical infrastructure

The need for change/transformation was echoed in reports

by the auditor: Audit of the State of Hawai‘i’s Information
Technology: Who's in Charge? (2009), Report of the Task
Force on Reinventing Government (January 2010), State of
Hawai‘i Information Technology Transition Document (February
2011), and the Baseline Assessment (September 2011).

State of Hawaii Business and IT/IRM Transformation Plan

1.3 NEW DAY VISION: NEW HOPE — NEW IDEAS —
NEW WAY OF DOING BUSINESS AND IT

The Governor has envisioned a new day in Hawai‘i with a New
Day Plan that is committed to three waves of change that
comprise a winning strategy for Hawai‘i: growing a sustainable
economy, investing in people, and transforming government.

“Automating a mess yields an automated mess.”

- Reengineering the Corporation
by Michael Hammer & James Champy (1993)

There is also a new sense of urgency in Hawai‘i—leapfrog to the
front with a Business and IT Transformation Plan that seeks to
reorganize government while striving for world-class excellence
with Aloha. The plan is to do a comprehensive make-over of
business and IT in several phases over several years.

This effort will:

» Operationalize the New Day Vision into an actionable,
measurable plan

* Help State agencies publicize and manage key activities

* Demonstrate State agencies’ responsiveness to State legislators
and to the congressional delegation in Washington, D.C.

* Result in one cohesive statewide, long-range vision that
drives the business and IT improvements

» Educate the public about State agency unity and progress in
transforming government
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2.0 INTRODUCTION

2.1 PURPOSE

The State of Hawai'i IT Human Capital Management Strategic Plan establishes the guidelines and principles that will define the
roadmap to establish a unified and progressive IT organization for the State of Hawai‘i. The Plan defines the stages that will be
taken to implement IT leadership and create and build on a foundation of strategic and thoughtful steps that combine the goals
of government and the community. The Plan is not just about technology—the goals, objectives, and performance measures to be
established will guide the use of information services in support of the State of Hawai‘i’s diverse missions and business objectives.
This plan sets the strategy for implementing the vision and describes the recommended next phases to establish an information-
enabled enterprise that benefits all the citizens, stakeholders, and employees of the State of Hawaii.

The purpose of this plan is to present the future state of the State of Hawai‘i’s IT organization and how it can best leverage IT

to assist agencies in the effective, efficient, and convenient delivery of programs and services to the residents and businesses

of the State. As the implementation phases roll out, the Plan is expected to evolve and adjust based on discovery and through
coordination with the other strategies such as the Enterprise Architecture (EA) Sequencing Plan.

2.2 SCOPE

The State of Hawai‘i IT Human Capital Management Strategic Plan has been developed to ensure that the necessary information
services are appropriately planned, invested in, and implemented based on a future information service environment that must be
secure, well-managed, and delivered by a highly skilled and trained workforce.

To define this Plan, first the As-Is state of IT in the State of Hawai‘i was examined. Before new technologies can be implemented,

it makes sense to re-examine and analyze the processes in use. Some of these processes were developed before the current IT
capabilities were available and before the State of Hawai‘i experienced its current growth and diversification. Care will be taken
throughout the system reorganization efforts to incorporate process improvements and assure that system support and development
is done in a way that achieves efficiency and promotion of business goals. This transformation effort has a set of objectives and
performance metrics that will be used to assess the success of the transformation and the continuity of the reorganization effort
going forward: functional organization, human capital management, implementation strategy, and funding considerations.

2.3 DOCUMENT OVERVIEW

The State of Hawai‘i IT Human Capital Management Strategic Plan describes the strategy, decisions, and executable roadmaps
that will be addressed in the next phase of this initiative.

The first part of this document is a review of the current environment and the strategic goals to be used to define the new
environment. Several phases will be implemented to build the foundation for the ultimate functional design and organizational
structure that is described along with the checks and balances that will be put in place to ensure its integrity and efficiency.

The next part of the document covers human resource considerations, especially the highly researched and defined reclassification
strategy. The reclassification plan is built on the past efforts of two initiatives to address IT in the State of Hawai'‘i. Those efforts
also defined the importance of recruitment strategy. The results are also leveraged in addressing staff recruitment and professional
development plans that will optimize the steps taken to develop a world-class IT department. All of these items, as well as business
and EA strategies, are utilized in the definition of the timelines and considerations for implementation of the plan.

The intended audience for this document is not limited. It is the goal of those involved with the State of Hawai‘i IT transformation
initiative to be transparent and welcoming to all contributors and stakeholders.

2.4 ASSOCIATED DOCUMENTS

- State of Hawai‘i Business Transformation Strategy and IT/IRM Strategic Plan, 2012

* Baseline of Information Management and Technology and Comprehensive View of State Services (referred to as the
Final Report), prepared by SAIC

* Federal Segment Architecture Methodology (FSAM)

State of Hawaii Business and IT/IRM Transformation Plan Governance | IT Human Capital Management Strategic Plan | 8



3.0  BACKGROUND




3.0 BACKGROUND

3.1 CURRENT AS-IS ENVIRONIMENT

The current IT environment is characterized by widely
distributed and duplicated resources, non-integrated systems,
non-standardized enterprise systems (e.g., email, purchasing,
etc.), and the lack of vision and leadership. There are 18
compartmentalized departments with siloed IT efforts and
limited centralized IT functions. Fundamental objectives and
service levels are undefined. Talented resources are hard to
obtain and retain. As a result, costs, efficiencies, and internal and
external customer service have suffered.

The 2009 Audit Report describes the State’s IT environment in
these terms:

» No clearly defined roles, duties, and responsibilities
for IT leadership

« A focus that is more operational rather than strategic

» Concentrates on the maintenance of the State’s data center
and computer networking, leaving departments without
guidance and direction

* Does not maintain up-to-date technology standards

» Does not enforce and monitor compliance with
technology standards

* Has not addressed nor provided guidance for critical processes
such as disaster recovery

» Does not offer relevant services and support to effectively
assist departments in carrying out their missions

» Does not ensure that IT investments are cost effective,
optimally utilized, adequately planned for future growth,
or have the operational flexibility to easily adapt to
changing requirements

State of Hawaii Business and IT/IRM Transformation Plan

3.2 STRATEGY FOR IMPLEMENTING THE VISION
(BEST PRACTICES AND INDUSTRY STANDARDS)

It was agreed that a strategy and implementation plan would
be created utilizing best practices and industry standards.
ClOs from other states who executed similar consolidation
efforts were contacted for their recommendations and guiding
principle solutions.

Key concepts identified to guide the initiative included the following:
* ClO leadership strategy
* Implementation strategy

« IT/IRM and business transformation strategy

3.2.1 CI0 LEADERSHIP STRATEGY

The CIO will provide IT/IRM leadership through the
following priorities:

= Develop, implement, and manage IT/IRM governance.
» Establish and enforce policies and standards.
» Create architectural requirements.

 Provide statewide IT/IRM investment oversight.
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3.2.2  IMPLEMENTATION STRATEGY

The initiative will follow a widely accepted and proven Performance Improvement Life Cycle (Figure 2) that the U.S. Federal Government
Office of Management and Budget (OMB) utilizes to allow Federal agencies to assess, report, and advance their enterprise architecture
activity and maturity. While originally identified for EA management, the ideals and approach of this process have been adopted and
incorporated into every aspect of technology and functionality as a best practice for assessing, designing, and implementing change.

Performance Improvement Lifecycle

Strategic
Results

Measure, Assess, and Improve

Figure 2: Performance Improvement Life Cycle

Each phase of the life cycle is comprised of integrated processes that, together, transform the defined top-down strategic goals and
bottom-up system needs into a logical series of work products designed to achieve strategic results. The Performance Improvement
Life Cycle is proven to provide the foundation for sound information and IT management practices, end-to-end governance of IT
investments, and alignment of IT investments with an agency’s strategic goals.

Architect Define current (baseline) and future (target) states, and plan to transition from the current to the future state, with a focus
on strategy, performance improvements and IT investments.

Invest Performance improvement opportunities identified during the Architect process are addressed through portfolio investment
and tactical solutions. This step defines the implementation and funding strategy for individual initiatives that are part of the
overall Plan.

Implement Projects are executed and tracked throughout the system development life cycle (SDLC). Achievement of the program/

project plan within acceptable variance for schedule and budget is measured and reported through Earned Value
Management (EVM) process. Performance is measured to determine how well the implemented solutions achieve the
desired outputs and mission outcomes, and provide feedback to all invested parties.
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3.2.3 [T/IRM AND BUSINESS TRANSFORMATION STRATEGY

The strategy for improving and transforming IT/IRM for the State of Hawai‘i will focus on business transformation while
incorporating the guiding principles surrounding human resource capital management. Business Transformation is a change
management strategy that aligns three separate initiatives: people, process, and technology.

Figure 3 identifies how these initiatives are brought together in the process. ClOs build effective IT/IRM through transforming
resources and management practices.

Figure 3 - Business and IT/IRM Transformation Strategy
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4.0 PROPOSED FUTURE
INFORMATION TECHNOLOGY
ORGANIZATION

A new, consolidated IT organization will be designed to address
the current technology management challenges faced by the
State of Hawai'‘i by:

» Centralizing maintenance of the State’s data center and
computer networking incorporating LOB applications

* Defining and maintaining up-to-date technology standards
» Enforcing and monitoring compliance with technology standards

 Establishing and providing guidance for critical processes such
as data backups and disaster recovery

» Offering relevant services and the creation of enterprise
solutions necessary to support and effectively assist
departments in carrying out their missions

* Establishing a customer service environment and
technological expertise that instills department managers’
confidence in the Department of IT’s (DolT’s) ability to provide
support for their applications

» Ensuring that IT investments are cost effective, optimally
utilized, adequately planned for future growth, and have the
operational flexibility to easily adapt to changing requirements

4.1 MISSION AND VISION OF THE DEPARTMENT OF
INFORMATION TECHNOLOGY (DOIT)

The DolT mission: To assist agencies in the effective, efficient,
and convenient delivery of programs and services to the public
through business transformation and IT modernization.

The DolT vision is a State where:

* The public engages with an open and transparent government.

» State employees, citizens, and businesses have convenient and
secure access to reliable information.

* Government processes are streamlined, integrated, and
implemented to meet the public’s service expectations.

« IT and information capabilities align and support business
needs, strategies, and outcomes.

* Innovation and continuous improvement are fostered.

42  GUIDING PRINCIPLES

The initiative’s guiding principles are clear and well defined:

» People first - Kuleana:
- Each job and role is valued.
- Everyone is accountable; everyone is responsible.
- Change management will be essential.

» Collaborative, open, and transparent - Laulima:
- Teamwork is achieved across all levels of staff among
departments and between branches of government.
- Central oversight is accomplished with local presence and agility.

« Effective and efficient - KGlia i ka Nu‘u (strive for the summit):
- The organization is built to last and adaptive to change.
- Best practice frameworks are followed.
- There is a phased implementation approach.

4.3  ROADMAP TO CONSOLIDATION

The remainder of this document lays out the strategies and
implementation timeline for instituting a new, consolidated

IT organization. A high-level view of the strategic roadmap

is described in this section. Several phases will create the
progression and interim structure that are the necessary
foundation for building the new, unified organization. Definition
of these phases includes the thoughtful consideration of impact
on stakeholders and identification of realistic task durations.
The ability to correctly identify all affected personnel and
organizations was key to defining the appropriate timeline.

The goal is an effective implementation without a negative
interruption to people, processes, and technology. A three-
phased approach was designed (see Figure 4 below).

Figure 4 - Roadmap to Consolidation (Three Phases)

State of Hawaii Business and IT/IRM Transformation Plan
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Phase 1—Planning and Developing; setting the groundwork:
* Assembling a key team of IT resources

* |[dentifying requirements

* Planning and strategizing courses of action

* Defining the technology framework

» Verifying strategies

* Obtaining approvals and sign-offs

Phase 2—Execution of Strategy; laying the foundation:

» Key positions filled

» Unification of efforts for existing and new IT resources

 Efforts cornerstoned and staged from ICSD

* Required legislation launched

» Teams assembled to work on key initiatives with the
Department of Human Resources Development (DHRD),
DNF, and the unions

* Funding procured

* Budget established

* Technology framework launched

* Program Management established

» Customer service structure in place

« Staffing finalized

» Detailed close-out steps and processes identified and are as
complete as possible

Phase 3—Launch and Implementation; finalizing the structure:
* Approval of legislation

* Completion of close-out steps and processes

» Establishment of new, consolidated DolT

These phases and their schedule have been defined to create
the most effective path toward establishing a consolidated,
progressive IT Department, the State of Hawai‘i DolT. The
complete journey of the initiative and the timeframes of
the key steps that have, and will, be taken are shown in
Figure 5 below.

Figure 5: Timeframe for Consolidation and Centralization Steps

The details for execution of this vision of consolidated IT and centralized IRM are described on the following pages.
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b.0 ORGANIZATIONAL
OVERVIEW

In this section, the organizational approach and strategy for
defining the new DolT organization is established. Two key areas
are addressed:

* Functional design
* Roles, responsibility, accountability, and authority

This overview will be the blueprint for the next phases of this
initiative, and the best roll-out methods for achieving the guiding
principles surrounding human resource capital management

will be used to direct the details of the implementation. The
organizational design must align with the three interconnected
and focused goals: people, process, and technology.

b.1  FUNCTIONAL DESIGN

The first building block of the IT Human Capital Management
Strategic Plan is to establish the functional design that would
best meet the culture, environment, and goals of the State.
The consolidation of IT departments of several states were
referenced and analyzed in order to follow best practices and
incorporate lessons learned. Several models were proposed
and modified in the course of this exercise, always keeping the
guiding principles in mind during the decision process. The
results of these deliberations are illustrated in Figure 6.

DEPARTMENT OF INFORMATION TECHNOLOGY (DolIT)

Customer Relationship

Customer Relationship Pollcv Plan, Architect
Management & Manage IT Portfolio

Imp ement IT
Pro rams

Operate, Manage & Secure

Figure 6. State of Hawai‘i IT Reorganization Functional Design and Technology Life Cycle

The functional design was created based on the Life Cycle Development Phases; it also emphasizes customer service. The philosophy of
support and delivery resulted in maintaining LOB IT resources within the departments, but designing a customer relationship function
with the IT Department to support the departmental resources in their daily responsibilities and support the departments in their overall

IT requirements and enterprise system needs.

Three key leadership areas within the new department address:
* Business transformation

* Operations

* Management services
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Department of
Information Technology
(State CI0)

The DolT, led by the CIO, is responsible for overseeing the IT/IRM plans that will govern IT for the State of Hawai'i.
The CIO0 will oversee information technology governance via the Executive Leadership Council, CIO Council,
and the IT Steering Committee.

Enterprise
Architecture (EA)

Enterprise Program
Management Office
(PMO)

Program Management
Office (PMO)

Portfolio Management

 Develop and maintain an EA roadmap for the State of Hawai'i.

«Develop and implement processes to review and ensure that projects and initiatives are aligned to and comply with the
enterprise architecture requirements.

Open Data Standards: The support and facilitation of the interoperability and data exchange among different software,
products and services.

Systems Integration: Develop, implement, and support the software that is used to connect and enable communication
between software systems and components.

Design, implement, and measure performance of Program Management Methodology, Tools and Reporting.

IT Policy, Procedures, and Standards: Define and implement the rules and framework to be followed enterprise-wide
(COBIT, ITIL, SDLC, and PMP).

IT Performance Management Framework: Design, implement and publish performance reporting (Dashboards and Metrics)
* Develop and implement Project Management processes and manage compliance to them

» Monitor the project portfolio to maximize performance and track interdependencies (Development, Modernization, and
Enhancement Projects [DME])

Business Process Improvement: The mapping and analysis of existing business processes to identify opportunities for
improvement either through functional reengineering, application of automated tools, or software solutions.

This group will be responsible for:

« T budget and capital planning

«IT procurement/acquisitions services

« |T asset management

« |T/IRM tactical planning

« Call for IT/IRM projects (project implementation selection)
« EA planning and execution
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Compliance
Management

Organizational Change
Management

Business

Services Office

Personnel and
Administration

Communications/
Legislative Relations

The definition, implementation, and enforcement of processes to ensure compliance to established operational guidelines,
requirements and/or legislative stipulations.

« Defines and executes change control processes to govern projects, initiatives, and implementations for the purpose of
change management, effective change roll out, and to minimize disruption to IT services or business processes

« Processes define the identification of change factors, analysis, prioritization, authorization, implementation plan design,
risk identification, testing, documentation, and roll out—all in a managed and structured delivery

Responsible for DolT's fiscal and budget management, DolT acquisition; and Business Continuity (development and
implementation of processes to protect the IT environment, ensure delivery of established IT service level agreements,
and protect business continuity).

« Execute departmental administration responsibilities
« Develop and implement personnel/IT training (user, applications, IT, professional development)

Responsible for legislative relations, communications and outreach, public information/Freedom of Information Act (FOIA),
and grant writing.

Department Services
(Associate CIO0)

The Department Services Office, led by an Associate CI0, will manage the IT relationship with all of the State’s

departments. The office is also responsible for the overall management of the DolT portfolio.
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Enterprise Shared
Services (Associate
Clo)

Enterprise Applications

Departmental
Application Support

Infrastructure Service,
Delivery and Support
(Associate CIO0)

Server and System
Management

End User Computing
Management

Data Center
Management

Service Management

Telecommunications
Management

Enterprise Security
and Privacy
(Associate CIO0)

Security Operations

Cyber Security
Controls

Identity and Access
Management

State of Hawaii Business and IT/IRM Transformation Plan

The Enterprise Shared Services Office, led by an Associate Cl0, will manage enterprise applications and the development
and implementation of applications for the rest of the State’s departments.

¢ Research, development, testing, implementation, evaluation, and management of enterprise applications (e.g., ERP,
geographic information system [GIS], Collaboration, and others) and the solutions resulting from management of the
Technology Refresh Plan (e.g., upgrades, migrations, new technology)

e Electronic records management and execution of business intelligence and analytics

Department application development and implementation.

The Infrastructure Service, Delivery and Support Office, led by an Associate CIO, will manage and support
the technologies of the State of Hawai'i.

Storage Management, System Administration, Database Administration, Departmental Application Support,
Enterprise Application Support

Support of laptops, desktops, mobile and smart phones.

Facilities Management, data backups, and disaster recovery

Service/Help Desk, user administration, network operations center

Networking (e.g., telecommunications, ISP, TIC), voice and video, land mobile radio, wireless

The Enterprise Security and Privacy Office, led by the Associate CIO, will define, develop, implement, manage, and monitor
the policies and procedures surrounding technological security for the State of Hawai‘i, as well as establish, monitor, and
enforce guidelines.

Security policy and procedures, security standards, infrastructure security, applications security, security compliance

e-Discovery (electronic format information requested for litigation), continuous monitoring, cyber security operations
center, information assurance (security and accessibility)

Develop, implement, and enforce identity and credential access management following industry best practices.
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b.2 ROLES, RESPONSIBILITY, ACCOUNTABILITY, AND AUTHORITY
b.2.1 DOIT CHECKS AND BALANCES

Checks and balances must be considered in any organizational design, but this is even more important for the DolT. DolT is responsible
for the health and advancement of the data, key business systems, and support technology that are required to keep the State of
Hawai‘i departments running and progressing. A description of the governance and structure that will be put in place is described below
and illustrated in Figure 7.

Figure 7: DolT Structure
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Role
IT Steering Committee
Executive Leadership

Council

CIO Council

Chief Information
Officer (CI0)

Deputy CIO

Business
Transformation
Officer

Chief Management
Officer

State of Hawaii Business and IT/IRM Transformation Plan

Responsibility
Assist the Cl0 in developing the State’s IT standards and policies

Implement a governance process to review and rank project requests and IT investments to determine which are best

suited to meet the State of Hawai‘i's needs. Oversight of the short-term and long-term business plans and budgets of all

departments in State of Hawai'i government.

Composed of Department ClOs that are responsible for the selection, control, and evaluation of IT investments. They will
advise the CIO on critical IT matters, assess IT initiatives in the budget review process, and conduct post-implementation

reviews of completed projects to benefit from lessons learned.

e Oversees all IT functions

* Develops and executes short- and long-term IT strategic plans

¢ Develops and executes short- and long-term IRM strategic plans
* Prepares annual IT budget

e Participates in the Executive Leadership Council (ELC)

e Leads the CI0 Council (CIOC)

e Chairs the IT Steering Committee

* Establishes and enforces the Enterprise PMO methodology and tools, and reports and manages the PMO

* Manages the selection, control, and evaluation of IT investments

* Develops, maintains, and facilitates implementation of a sound and integrated IT architecture

e Assesses, improves and implements IRM processes

e Ensures that projects and initiatives are managed in an efficient and cost-effective manner

* Ensure the integrity, availability, and confidentiality of DolT systems and their data

* Assesses technical personnel and ensures that a robust workforce of well-qualified IT professionals is maintained

* Responsible for business process improvement and reengineering

* Establishes and enforces Enterprise PMO methodology, tools, and reporting

e Ensures compliance to EA policies

« Establishes and enforces IT policy, procedures, and standards including COBIT (framewaork for IT management
governance), ITIL (aligns IT services with business needs), the System Development Life Cycle [SDLC] processes,
and the Project Management Plan [PMP])

* Defines and produces dashboards and metrics to measure the performance of DolT

* Ensures the efficient integration of enterprise systems

¢ Qversees administration of the DolT

» Establishes, oversees, and ensures compliance with processes and standards that verify and validate that requirements

and specifications are met for services and systems
¢ Defines and manages Business Continuity policies
¢ Defines and monitors organizational Change Management
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6.0 ORGANIZATIONAL CHANGE MANAGEMENT

The consolidation of IT resources will bring into play several very important endeavors
related to the driving component of this initiative—people. Considerations include:

* Organizational change management—promoting reassurance
and inclusion

» Reclassification—implementing freedom and fluidity of process
» Professional development—arming for success

» Recruitment strategy—search for missing pieces

These areas address people and process, two of the three keys
to IT excellence shown in the diagram.

This widely accepted paradigm stresses that each of these areas must be addressed when targeting organizational improvement. While
the strategies and direction of technological improvements is a big part of this initiative, the targeted first steps surround the functional
organization of IT staff, the processes surrounding their advancement, and the opportunities that will be made available to them.

6.1  OVERCOMING CHALLENGES WITH ACTIVE CHANGE MANAGEMENT

The majority of challenges that are faced are not related to technology or process. Rather, the most important and critical challenges
are based on the human impact of change. The transformation will have very tangible effects for many people. To ensure that the
uncertain and uncomfortable nature of change does not derail the project, a rigorous change management approach will be developed
(illustrated in Figure 8 below). Adopting a proactive approach to helping people transition allows for quicker identification of
roadblocks, fosters widespread support, and builds the momentum needed to drive the realization of the vision.

Figure 8: Active Change Management
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6.1.1 ORGANIZATIONAL CHANGE MANAGEMENT

Organizational Change Management (OCM) encompasses all activities aimed at helping an organization successfully accept and
adopt new technologies, strategies, and ways to serve its customers. Effective change management enables the transformation
of strategy, processes, technology, and people to enhance performance and ensure continuous improvement in an ever-changing
environment. A comprehensive and structured approach to organizational change management is critical to the success of any

project that will bring about significant change.

6.1.1.1 THE CYCLE OF CHANGE

Change is never-ending. It is unavoidable, continuous, and challenging. However, each generation of change has a clear beginning and end,
much like the beginning and end of a technology generation. The diagram in Figure 9 simplifies the complexities of change by dividing a

change generation into four phases.

Figure 9: The Cycle of Change

Phase I: Need For Change. Change begins when a vision for how
things could be better is identified. While Phase | is about 10% of
the effort of a change initiative, relationships formed during this
phase are crucial to the ultimate success of the project. In Phase |,
the goal is changing the underlying belief systems that determine
current performance and block performance improvements.

In this phase, the emphasis is working to convince others that
change is necessary.

Phase lI: Strategic Direction: Strategy for Change. Once everyone
believes that change is necessary, they usually ask, “How will we
make the change?” The answer is that the organization needs

an enterprise-wide strategy for change, and each organizational
segment needs a subordinate strategy that is tailored to its unique
operations and congruous with the enterprise strategy. Developing
an enterprise-wide strategy for change with supporting agency/
program strategies is about 15% of the duration of a typical change
management cycle.
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Phase lllI: Tactical Planning—Coordinating the Change
Management Plan with the Implementation (Deployment) Plan.
This phase involves coordinating the steps that will be taken as
the definition of the Change Management Plan moves forward,
and how that plan will be coordinated with the Implementation
(Deployment) Plan that is being defined during this phase.
Defining the details will be expected to take 25% of the change
management cycle.

Phase IV: Implementation of Change. The bulk of the time and
expense, about 50%, of a change management initiative lies in
implementation. Most significant organizational changes will
impact business processes, technologies, and the workforce
simultaneously. From vision to implementation, the change
cycle for this initiative will have the same duration as the
expected implementation cycle, a full-scale implementation
of five years.
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6.1.1.2 THE CHANGE MANAGEMENT PROCESS

John Kotter’s book entitled Leading Change divides the process of change into the eight stages illustrated in Figure 10.

Implementing &
Sustaining the Change

Engaging & Enabling
the Organization

7) Don’t let-up

3) Get the vision right

Create a Climate
For Change

2) Build guiding teams

1) Increase urgency

Figure 10: Eight Stages of Change Management

These stages have been adapted to meet the State of Hawai‘i's
culture and the goals of the initiative. As the figure shows, the
process of change begins when the need for change is identified,
and the change is completed when it becomes a habit that

is “anchored in the culture.” Successive stages of the change
process cannot begin until the status of the preceding stage is at
least yellow.

The importance of proceeding through the steps in order
cannot be understated. Many organizations feel the need to
show results, to get past the planning stages and into action.
However, unless the case for change has been thoroughly made
and an enterprise-wide sense of urgency exists, Kotter stresses
that the action will tend to be confined to the small group of
true believers. The rest of the organization will resist the change,
either due to complacency, perceived self-interest, or cynicism.
Rushing ahead without laying the proper foundation for success
is a sure-fire plan for failure.

Enterprise change adds a new dimension to the eight stages of
change. Specifically, it is typical for the organizational element
who originally established the sense of urgency for change to
be a few stages ahead of other organizational elements with
respect to the change process.

Stage 1: Establish a Sense of Urgency
Proposed actions:

1. Identify and communicate the value of the change, as well
as the consequences of avoiding the change. This has been
done via the Auditors Report and the SAIC report. Press
releases and industry communications have been issued.

State of Hawaii Business and IT/IRM Transformation Plan

2. Increase the visibility of the initiative. This has been done via:
* Website postings: intranet and internet
* Press releases
 Industry communications

3. Constant communications. Information will continue to be
issued as the initiative progresses to encourage understanding
and involvement and give the State of Hawai‘i as a whole a
reason to care about it. Performance metrics will be instituted,
publically published, and delivered to the leadership to make
the extensive inefficiencies of the current situation more real
and the solution more tangible.

Stage 2 - Create the Guiding Principles and Leadership
Potential actions:

1. Determine the best strategy to establish trust in the initiative
leadership and goals. The initiatives, goals, and guiding principles
have been established based on the input and guidance of all
areas of the State of Hawai‘i and outside contributors. These
have been published, followed, and maintained:

» People first

« Collaborative, open, and transparent processes

- Effective and efficient strategies, implementation and
management based on proven best practices and industry
standards

2. Define a common goal. What should be accomplished needs
to be established. The critical aspect is that everyone agrees
on the goal. Even if no consensus arises as to the process
or the method, at least the various organizations are not
working at cross purposes. The common goal must also be
defined as specifically as possible.
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The common goal has been established through two
previous, but cut short, initiatives and the consensus that this
initiative must succeed and must address the problems that
have been commonly recognized.

. Take visible actions and make sacrifices. The end result

of change will always involve the termination of certain
investments against the wishes of their supporters. Sacrifices
will have to be made in terms of money and control. In order
to create unity across the various departments and agencies,
it must be established early on that all the sacrifices will not be
either in vain nor administered unfairly. To establish trust and
win consensus, every stakeholder needs to show that they are
willing to bear some of the cost themselves. By voluntarily and
publicly ceding some degree of self interest in pursuit of the
greater good, the leaders will demonstrate to each other and
to their own people that they are serious about the changes,
and are willing to do what is necessary to make them real.

This action has been fulfilled via the strict adherence to the
guiding principles of this initiative as the strategies of this
report have been identified.

4. Rework the vision and strategy to be clear, concise, and
compelling. Finally, the output of this phase is a document.
The vision (where we are going) and strategy (how we
are getting there) should be written down and distributed.
Agreeing on a common vision means little if it cannot be
published and referenced. Ultimately, the guiding principles
and leadership will have developed a statement that clearly,
concisely, and convincingly spells out what needs to be
accomplished, and the plan for achieving those goals.

This action has been fulfilled via this report. It is recognized
that the process will continue to evolve as it moves forward.

Stage 4 - Communicate the Change Vision
Once the vision is established, there are a number of ways to

Stage 3 - Develop a Vision and Strategy communicate it.

Potential actions: . )
Potential actions:

1. Develop vision to be compelling picture of future ) . )
P P 9P 1. Publish the vision/strategy prominently on the

performance. Start at the end and work backward. What
does the goal look like? What is it we hope to achieve? Again,
the goal needs to be as specific as possible and can evolve
over time. The key is that the processes established are just
that-processes that are the means by which we move the
organization from the as-is state to the to-be state; they are
not the goal in and of themselves. Whatever the decision is,
it should be ambitious, but also realistic and achievable, and
it then must be a constant refrain from the leadership of how
the State of Hawai‘i intends to do business from this point
forward. This action has been fulfilled via this report.

. To foster broad debate, distribute the draft vision statement
widely. While the leadership makes the decisions and sets
the policy, there are many smart people throughout State
government who can contribute greatly to defining the future
state. A static and unchanging goal is almost no better than
no goal at all. Once the initial vision has been established,

it must be publicized, and feedback should be welcomed.
Changes in circumstances, technology, and mission priorities
will necessitate occasional re-visioning. By incorporating
feedback into the new vision, not only will the stakeholders
feel a greater sense of ownership in the process, but the
objectives of the process will be stronger. This action has
been fulfilled via this report.

. Devise strategy that can be applied throughout the
organization. One leadership tenet that holds especially true
in this case is “Tell your people what to do, not how to do
it.” Even when the goals of all the different organizations
and stakeholders within the State of Hawai‘i are aligned,

the processes by which those goals are achieved can vary
greatly. Personnel, culture, mission, and resources all play
into the best way to accomplish a goal, and no one-size-fits-
all approach will be successful everywhere. As long as the
desired results are clear and consistent, the ways and means
employed to achieve those ends should be flexible.
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organizational website.

2. Take the vision/strategy on road shows throughout the

organization. Nothing makes an impression quite like a personal
appearance. Site visits to the stakeholders’ home bases by
leadership is an important part of the communication strategy.
Not only does a personal visit demonstrate the importance

of the topic to the leadership, it is much more likely to be
listened to than a passive web posting. Finally, proclaiming the
vision in person allows the leadership to answer questions and
address concerns in the field immediately, helping to foster
understanding and buy-in.

. Explain inconsistencies between vision and current actions.

Few plans are ever executed without complications. However,
when unique circumstances or emergent priority shifts

cause the execution to deviate from the plan, there is a high
potential for people to become disillusioned with the plan
itself. If our leaders are not following their own guidance, why
should we? It is critical that inconsistencies be explained in
order to preserve morale and commitment to the goal.

. Address nay-sayers and their reservations. In any

organization, and with any change, there are bound to be
those who resist. Sometimes these people can be persuaded
to get on board for the big win, but other times they are not
looking to be a part of the solution. Regardless of the cause
for their resistance, their concerns need to be treated as
valid, as indeed they often are. It is sometimes the case that
the most recalcitrant obstructionist has a valid point that the
true believers had not thought of. To encourage fence-sitters
to believe and trust leadership rather than fall in league with
the malcontents, even those few who refuse to adapt must
be treated fairly and their concerns addressed.
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Stage 5 - Empower broad-based action

Once the vision has been established and communicated, it is
time to let the people do their job. It is now leadership’s role to
facilitate, rather than direct, their actions. Certain steps can be
taken to enable the process and reinforce the behaviors that
contribute to the goals of the organization.

Potential actions:

1. Remove obstacles perceived by many to impede progress. No
strategy, no matter how well planned, can anticipate all potential
roadblocks. Also, certain obstacles can appear which had not
existed before. It is important that once the momentum for
change has been painstakingly built, it is maintained. It is here
that leadership must actively find ways to remove or alleviate
the obstacles and burdens that impede progress toward the
goal or risk losing the support of the people who are needed
execute the plan.

2. Align HR practices (e.g., hiring and promoting) with the vision.
When people change their normal way of doing business,
they expect to see some benefit. Likewise, when they see
others who have not adapted, yet suffer no repercussions,
they begin to doubt the organization’s commitment to its
stated goals. Awards and promotions, or the lack thereof,
can provide both the carrot and the stick to help drive the
behavior that engenders success.

3. Align processes and training programs with the vision. No
major change will be taken seriously if it is not reflected in
the day-to-day experience of those involved. We cannot
expect our goal to be successful if those it affects are left to
figure it out for themselves, or if they can routinely ignore it.
Anyone involved in the IT consolidation initiative should be
trained and involved in the changes.

4. Address supervisors who resist the required changes. There
are few things more frustrating than trying to follow a higher-
level policy when one’s immediate supervisor does not
support it. In order for our goal to become engrained in the
culture, it must be as firmly established as security clearances
and dress codes. Resistors are entitled to their own opinion,
but their actions must be in alignment with the organization.

Stage 6 - Create short-term wins

Success breeds more success. Short-term wins not only move us
closer to the desired goal, they are also useful as a motivating
tool. Identify and publicly proclaim these wins to show that the
process is working, and more successes will follow.

Potential actions:

1. Identify and plan specific short-term wins (i.e., six months).
Some successes will come naturally, others unexpectedly.
However, there are some interim goals that can be planned

State of Hawaii Business and IT/IRM Transformation Plan

4.

in advance, striven toward, and achieved. Setting short-term
goals makes problems more achievable, and achieving those
goals gives participants a sense of accomplishment that
makes the next goal more attainable.

Examples of early wins and demonstration of competence
were identified in the State of Hawai‘i Business and IT-IRM
Transformation Strategic Plan (Version 2) and proposed
through a series of smaller projects executed during the
planning phase. These projects fell into four categories:

» Triage projects are required immediately to fix
unrecoverable, high-impact failures in critical systems that
are currently at a high probability of failing.

« Pilot projects are required near-term involving high-impact,
low-cost enhancements to the existing system that radically
improve employee productivity, are synergistic with long-
term EA, and can demonstrate future vision now.

* BPR projects are focused on defining, measuring and
reengineering business processes for more efficiency and
automating with IT/IRM as required.

= Major initiatives are large IT/IRM projects that are flagship
initiatives for the State, represent key administration
priorities (either already underway or launching prior to July
2013 implementation), and need management/governance
according to the strategic plan.

. Assign managers responsibility to achieve short-term wins.

While short-term wins may be natural or even unexpected,
they are rarely accidental. They are the result of a determined
effort by a finite set of people. Identify the managers

whose roles put them in a position where they are capable

of achieving success, then make it clear that success is
expected. The likelihood of success is much greater when it
becomes personal: “my job” instead of “everybody’s job.”

. Publicize, celebrate, and reward short-term wins. Even for

those not directly involved in the win, seeing that success
is recognized and rewarded provides motivation for their
own effort. For those who are directly involved, public
recognition makes the hard work and sacrifice worth it, and
will encourage continued success.

Provide evidence that sacrifices are linked directly to the
wins. As discussed earlier, change can upset the status quo
in terms of money and control, and sacrifices of one, the
other, or both will be required by everyone. Show a direct
link between the money that was taken away from such-
and-such system and given to IT procurement, or training, or
whatever the departments need to underline the importance
of the effort and the benefit being derived from it.
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Stage 7 - Consolidate gains and produce more change
After a certain level of success has been achieved, keeping the

momentum going is the next challenge before complacency sets
in. The success must be expanded, the bar raised higher, and the

impetus that produced the original achievement maintained.
Potential actions:

1. Involve a larger number of organizational segments in
change. Very often, it is only specific segments of the

Stage 8 - Anchor new approaches in the culture

Now that we have achieved the goals we set out to accomplish, we
must not allow the organization to forget what was accomplished
and revert to the status quo. The changes we initiated so long ago
are now a part of the normal course of business. To ensure that we
do not backslide, there are some steps we can take.

Potential actions:

1. Graft new practices onto valuable aspects of the old culture.

organization that have led the way in establishing change.
Once a track record has been established and lessons have
been learned, the next logical step is to reach back to the
lagging segments and bring them into the fold. They will
have seen that the sacrifices of the trailblazers have been
rewarded and that their initial reluctance was unfounded. The
specter of uncertainty will also be greatly diminished by this
point, and their original objections or concerns will have been
largely addressed.

Continue to generate and publicize short-term wins
frequently. Final success rarely comes in one fell swoop, but
rather in many small victories. In order to maintain the sense
of urgency and keep interest high, the practice of recognizing
these victories is even more important than before so that
attention remains focused on the goal. Continue to make a
point of celebrating success.

Delegate management roles to low organizational levels.
What was once a new initiative, requiring high levels of direct
involvement of the upper echelons of leadership, is now
becoming standard practice. The big problems have largely
been solved, and all that remains is execution. The top levels
can afford to shift some (but not all) of their attention to
new problems, and allow the routine decisions to be made
at lower and lower levels. This is in itself a success; the new
process is now routine. It also serves as yet another means
to provide a sense of ownership and accountability, both of
which will yield even more success going forward.

. Eliminate unnecessary process interdependencies. Lean

engineering principles tell us that any process can be improved
and streamlined almost indefinitely. Certain process steps that
were necessary early in the change process will be able to be
eliminated, bottlenecks relieved, and redundancies reduced.
Continually refining the process also demonstrates that what
matters is the result of the process, not the process itself.
Furthermore, by removing unnecessary or now-irrelevant
interdependencies between process steps or organizations, the
process becomes more flexible, can be applied more widely,
and requires fewer resources.
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Although we instituted major transformational change, there
are many aspects of the old culture that should be maintained.
Where it is possible and appropriate, it is time to fold the new
processes into the old so that our transformational effort
becomes an almost invisible part of everyday life.

. Evolve ineffective, old cultures. Organizations must

continually evolve to adapt to new circumstances. While
valuable parts of the pre-existing culture should be preserved
and adapted, the parts that no longer serve the mission need
to be eliminated.

. Interview new hires from perspective of the vision and

strategy. Does this potential hire agree with the goals of the
organization, and will he or she act in a way that promotes
the success of the organization? By ensuring a good cultural
fit at the outset, and communicating the priorities and goals
of the organization up front, leadership can help to ensure
that the hard-won culture shift becomes permanent.

. Incorporate vision and strategy into succession planning.

Personnel changes in leadership positions are a fact of life in
the State of Hawai‘i, and most change initiatives are intended
to outlast their original sponsor. Often, the “new sheriff in
town” has his or her own priorities and goals to achieve

that may or may not agree with those of the predecessor.

In many respects, this is a welcome change and serves to
re-invigorate a stagnant culture. However, not everything can
change, and the years of work that went into establishing the
new paradigm should not be discarded lightly. The outgoing
leader should take steps to ensure that the new one agrees
with the most important goals and will continue to support
them alongside the new initiatives that will surely follow. This
also means that the vision and strategy must be defined

with the future in mind, and cannot be a narrow or personal
definition suited only to the current powers that be.
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6.1.1.3 CURRENT STATUS OF THE EIGHT STAGES

The table below outlines the current status of the eight stages of the Change Management process.

Establish a sense of urgency Green The current level of urgency driving the initiative is supported and participated
in by all levels of the State of Hawai'i. Specifically, the Legislature, department
leaders, OIMT members, the CIO, and representatives from multiple departments
on the People and Organization Working Group are all engaged.

2 Create the guiding principles Green The Leadership Team, the People and Organization Working Group, a core OIMT
and leadership staff, and the CIO have been assembled, established, and engaged.

3 Develop a Vision and Strategy Green This report represents the development of the vision and strategy of this initiative.

4 Communicate the change vision Green Besides the issuance of this report, its strategies and goals will be also

communicated via other means.

5 Empower broad-based action Green Detailed steps and participants will be defined in the next stage (the Tactical
Planning stage) of the initiative’s three stages of Strategic Direction Towards
Implementation (Strategic Direction — Tactical Planning — Implementation).

6 Create short-term wins Green Part of the Tactical Solution planning will incorporate short-term wins.

1 Consolidate gains and Green This will be a natural progression of the implementation and change
produce more change management plans.

8 Anchor new approaches Green Going forward, this will be a process of implementation and management.

in the culture
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1.0 HUMAN RESOURCE
CONSIDERATIONS

The strategies outlined for human resource considerations were
developed based on the valuable work done in two previous IT
reorganization efforts undertaken in 2000 and 2004. This work
is highlighted and utilized as the foundation of the strategy in the
“Reclassification Considerations” section. The sections that follow
on “Recruitment Strategy” and “Professional Development” are
based on this foundation.

1.1 RECLASSIFICATION CONSIDERATIONS

When defining the functional design of the new DolT, care was
taken to make sure that it would incorporate:

* Best practices
« A vision for growth and advancement
* An efficient, agile, and responsive IT environment

« All of the parameters established via the To-Be
requirements studies

It was determined that a best-of-the-best structure was the
goal, and the focus would be on functionality and not on the
current organization or positions. Based on the extensive
work done in previous reorganization efforts, reclassification
requirements were identified as a key component necessary
to create a nimble IT organization that can be attractive to a
talented and committed workforce.

An important first step was leveraging the previous efforts for
reclassification of IT positions. The first was undertaken in 2000,
and a second was launched in 2004. In both of these initiatives,
the goal was to identify the proper strategy that would lead

to retention of existing employees as well as successful new
employee recruitment. The issues identified and strategies

for resolution have changed little since these first efforts;
unfortunately, they did not have the administration support,
fiscal climate, or political environment to enable them to move
forward. It is the work, results, and recommendations of these
prior initiatives that will be the foundation that this initiative will
build on.

1.1.1 WHY THIS EFFORT IS DIFFERENT

In the face of the historic attempts at IT reorganization, it must
be pointed out why this initiative is different and how it has
been designed for success:

From the SAIC report:

» Strong gubernatorial and Legislative support and critical
prioritization with the passage of Act 200 and Act 84 (HRS 27-43)
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« |dentification and hiring of the State’s first CIO
 Establishment of OIMT

* Department and IT leaderships’ overwhelming recognition
of the need to enhance IT solutions to conduct the business
of the State and service the citizens more effectively and
efficiently

» Creation of an /T Strategic Plan

» Establishment of an IT Steering Committee to support the CIO
and IT governance activities

* Mandated annual briefings to the Legislature regarding the
status of IT and progress against the /T Strategic Plan

These actions provide evidence that the State is now ready to
take the next steps in addressing IT needs and opportunities
with both commitment and focus.

1.1.2 CURRENT RECLASSIFICATION
STRATEGY DEFINITION

The strategy for the current reorganization is to leverage the work
delivered from the second IT reclassification initiative (incorporating
the best of the first initiative) and the lessons learned from a very
successful broadbanding effort at the University of Hawai‘i. The
University had encountered the same issues that the State of
Hawai‘i IT has continued to face.

The initiative will include close cooperation between the developing
Department of Technology, the DHRD, and the Hawai‘i Government
Employees Association (HGEA) to finalize a flexible and attractive
IT recruiting, hiring, and retention strategy. A summary of this
strategy and approach is below.

1.1.3  CHALLENGES/PROBLEMS

Multiple departments and stakeholders identified several IT
staffing challenges through surveys and discussions conducted
by the reclassification initiatives that preceded this effort:

« Difficult to recruit and retain good employees with the
desired competencies

» Pay not competitive with private sector
* Good performance is not recognized or rewarded
« Certifications are not recognized, rewarded, or encouraged

« Classification challenges:

- Takes too long (classification specs become outdated
because work in the occupation changes frequently)

- Inflexible and restrictive traditional position classifications

- Inability to add value for IT expertise that requires a
broad spectrum of responsibilities; in particular, for
those statewide systems that have cross-jurisdictional
responsibilities and requirements
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- Constant updating of or the need to update class
specifications as means to address overall compensation
(total reward program)

- IT positions are only one of several classes of positions in
their professional series, and other professional classes must
be considered.

» Restrictions in granting higher pay levels
* Funding challenges

* Challenges in the State of Hawai‘i environment, including
human resource turnaround time for IT recruitment
announcements and screening

1.1.4 RECOMMENDATIONS

The following recommendations outline the strategy proposed
for a successful reclassification effort:

* Modernize the IT classification system:
- Simplify the classification tiers, including broadband.
- Update classification and job descriptions.

» Design a successful recruiting process:

- Incorporate the Professional Recruiting Office (PRO). PRO
is a pilot project created by DHRD to complete the entire
recruitment process, from application to hire, in a few days.
Launch a creative marketing campaign.

- Recruit by resume:

* Investigate using the NEOGQOV system.

» Take care to identify the necessary supplemental questions
needed to determine if minimum requirements are met.
Resumes are often too brief and lacking in specific job
information to make a fair and consistent determination of
eligibility/ineligibility. The lack of complete information in a
resume can lead to disparate treatment and inefficient
hiring decisions.

- Re-engineer and simplify the screening and selection process.

Introduce waivers from minimum qualifications.
* Federal and State law guidelines must be followed.
- Hire and recruit above minimum wage levels.

* The current flexible hiring rate pilot project for certain IT

positions should be expanded.

- Pay for performance based on compensable factors.
Encourage obtainment of recognized certifications and
reward them.

* Implement a funding strategy.

1.1.5  BENEFITS

* Improves recruitment and selection

* Simplifies and expedites classification
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» Ability to reward professional growth and exceptional
employee performance attracts individuals who are motivated:
- Promotes employee excellence
- Saves money and provides an incentive to complete projects
that result in savings for the State

- Creates efficiencies and encourages the performance of
additional responsibilities

- Promotes excellence in employee performance and
boosts morale

» Tangible demonstration of the Administration’s philosophy to:
- Motivate State workers to perform at a high level
- Reward and recognize them for their ideas and contributions
to the organization

* Empowers managers and provides them with a tool to
manage operations

* Employees have opportunities for career track options:
- Enables flexibility to move from band to band (vertical
mobility) and across bands (lateral mobility)

1.2 RECRUITMENT STRATEGY
1.2.1  APPROACH

Recruiting qualified IT employees can be a challenge for
many reasons:

« Skilled resources are in high demand.

» Candidates without ties to the State of Hawai‘i may not
consider it a long-term destination.

* It can be difficult to validate a candidate’s credentials in such a
fast-paced field.

*« Commitment to guiding principles and cultural fit can rule out
candidates.

An effective approach to recruitment can help the State of Hawai'i
successfully compete for limited technical employee resources.

To maximize its competitive advantage, the State must choose
the recruiting method that produces the best pool of candidates
quickly and cost effectively for each position to be filled.

With a typical hiring cycle taking several weeks to complete,

all efforts must be made to recruit in an expedited manner. Not
counting the prep work going into position advertisement, once
an open position is published, it can take six to eight weeks to
notify and screen applicants, and a week or more to conduct
interviews and make a decision regarding a job offer. After the
decision is made, the selected candidate should be expected to
give a two-week notice to his or her previous employer, and the
first week of employment is often consumed with on-boarding
activities such as new hire orientation, benefits overviews,
training, and getting acclimated to the new position. This
process can leave vital positions vacant for months.

Governance | IT Human Capital Management Strategic Plan



1.2.2  RECRUITMENT PLAN STRATEGIES

« I[dentify the roles and/or positions to be filled.

» To accurately determine recruitment needs, clearly define all
requirements for job openings:
- To discourage all but the best applicants from applying, include
specific employee requirements in the position’s description.

» Assign salary and organizational placement to the positions
based on industry research and internal guidelines:
- Establish a starting salary within the predetermined range.
- The cost of the position must consider professional growth,
certification maintenance, the impact of future raises,
and compensation.

» Determine sources of funds for the cost of the recruitment
process and the cost of supporting the new position:

- This must be addressed before the recruitment process begins.

- Budget definition will drive the recruitment plan decisions.

* Determine key position requirements and avoid candidates
that do not fulfill them.

« ldentify recruitment sources:
- Hiring from within
- DHRD recruitment
- Employee referral program
- Professional organizations
- Alumni associations
- Graduate placement programs
- Armed forces (dependents)
- Media (e.g., newspaper, radio, television)
- Trade magazines
- Websites
- Internet job sites
- Social media outlets

» Select the appropriate recruitment sources for each position:
- Considerations include the cost of the recruitment channel,
convenience, speed, workforce demographics and trends,
appropriateness for position, and the target audience.

- ldentify the target population/audience for the position.
- Avoid under-recruitment (no viable candidate pool is
generated) or over-recruitment (flood of applications).

» Determine and launch recruitment efforts.

» Establish guidelines for testing and validation of credentials:
- Interviews will include the Technical Lead.
- To verify the candidate can troubleshoot, diagnose, and
repair as needed, conduct a hands-on test.
- Verify past work experience.

» Determine how candidates and resumes will be reviewed and
establish timelines for each of the following:
- Who will the resume/application be submitted to?
- Who will review the application?
- Who will verify the credentials of the candidate?

State of Hawaii Business and IT/IRM Transformation Plan

- Who will the interview the candidate?
- How will interviews be conducted:
* In person and/or by phone
* Provide candidates an opportunity to learn more about the
position, the environment and the culture (avoid acceptance
without knowing about aspects that might affect long-term
job satisfaction, or refusal without knowing about some of
the job’s attractive attributes).
* Interview new hires from perspective of the vision and strategy:

- Does this potential hire agree with the goals of the
organization, and will he or she act in a way that promotes
the success of the organization?

- By ensuring a good cultural fit at the outset, and
communicating the priorities and goals of the
organization up front, leadership can help to ensure
that the hard-won culture shift becomes permanent.

- Who will create and deliver job offers to selected candidates?
* Preserve recruitment lessons learned—remain competitive as
an employer:
- Continually evaluate the process of attracting, obtaining, and
retaining talented IT employees.
- Factors to consider when defining recruitment goals and
the strategies:
* Evaluate current and future workforce needs.
* Understand the Department’s strengths and weaknesses.
 Establish strategies for achieving and maintaining diversity
in the workplace.
* Gather and analyze feedback from new and
transitioning employees.

1.2.3 ESTABLISH A RECRUITING CULTURE

It is important for hiring managers to remember the human
aspect of this process. Although defining roles and screening
applicants can be a tedious task, mistreating potential
employees can be a detriment to the reputation of the State
as an employer. Before any job openings are posted or any
resumes are considered, the following must be determined and
adhered to:

» Determine the candidate submission deadline:
- In fairness, applications submitted beyond the deadline
will not be considered for the job opening unless no other
candidates meet the qualifications of the posting.
- Applications submitted after the deadline may be kept on file
for future openings.

» Determine the interview deadline:
- Interviews for qualified candidates must be scheduled quickly.
- It is poor business practice to cancel or reschedule
interviews, and doing so can be detrimental to the reputation
of the State as an employer.

» Determine the final selection deadline:

- Hiring managers must adhere to the final selection deadline.
- Prolonging a vacancy can cause undue burden on existing
employees and allow job seekers time to be recruited by
another source, causing the State to miss opportunities to

hire the most qualified candidates.
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* Final decision and employment offer:
- The individuals who are designated to make the final
decision in the hiring process must be available to authorize
the employment offer by the established deadline.

» Determine the start date (and end date [if contract employee]):
- The employment offer must include a start date and any
prerequisites required of the future employee.
- An end date must be included for all contract employees.

Establishing communication expectations to and from potential
employees can ease some of the frustration of the screening
and hiring process. It can also help promote confidence in the
hiring process for both the applicant and hiring department.

1.3 PROFESSIONAL DEVELOPMENT
1.3.1  OVERVIEW AND APPROACH

During the reorganization it will be expected that multiple
employees will be found to have redundant skillsets, while other
areas of expertise are left unfilled. A skillset void can also be
created by moving an employee off a particular team or by
changing the employee’s role within the organization. The voids
can be addressed by either hiring a new employee or training
an existing one. There are three key reasons why training is the
preferred solution:

« It is less expensive to train good employees than find new ones.

* Employees will benefit from training both personally
and professionally.

» Effective training of existing staff is essential to developing and
retaining a qualified workforce.

To maintain productivity and employee morale, all skillset voids
will be addressed quickly. Combining the appropriate technical
resources into one centralized department will bring together a
wealth of knowledge and experience. This should be leveraged
as a source of training and sharing of knowledge between

IT staff. Intradepartmental training is a great opportunity for
existing employees to gain new skills at little cost to the State.

When outside training resources must be utilized, there are
several to choose from: online training, software-based training,
classroom, and private companies.
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1.3.2  TRAINING PLAN STRATEGIES:

« |dentify required skillsets—existing and future:
- ldentify and document competencies/skills required for each
job description.
- Maintain a current inventory of skills.
- Address overall career development issues as well as
skill-specific training issues.

» Perform a skillset gap analysis—existing and missing:
- Day-to-day: support, development, and management
- Strategic growth: identify implementation timelines
and allocation commitments in such areas as
technology innovation.

* Conduct a training needs analysis:

- Align IT training needs with business goals.

- Use self-directed tools, such as individual development plans,
to give employees responsibility in assessing their
development needs.

- Ensure that management training is included (e.g., leadership
and project management).

- Identify and prioritize cross-training and begin to incorporate
it. (Identify the most critical specialties and niche areas of
expertise; having a single person that is trained or qualified
for a needed skill is a risk).

» Select training sources:
- Consider cost, availability, duration, success rates, and
compatibility with the resources to be trained
- Intradepartmental training opportunities (resources within
the department train other department resources)
- Internet
- Classroom

» Create a training timeline:

- Involve critical stakeholders, such as top management,
business unit managers, subject matter experts, human
capital staff, and end users in planning IT training.

- Prioritize training.

* Launch training:
- Use a single portal to give staff and managers access to
training and career development information.
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1.3.3 TRAINING NEEDS ANALYSIS

As shown below, identification of training needs will be done by assessing current skillsets to determine gaps and any single points
of failure, and also to establish the order in which training should be conducted.

Knowledge Area None/Little Average

First priorityT |
Second priority
Third priority
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6.0 IMPLEMENTATION STRATEGY

The Implementation Plan was developed based on:
* Legislative and legal requirements and their lead times
* Departmental processes and lead times

« State of Hawai‘i culture

» As-Is and To-Be functional designs
* Incorporation of short-term wins

» Lessons learned from reorganizations conducted
in other states

Based on the acceptance of the strategies outlined in this document, the implementation steps would be defined in the

timeframes in Figure 11.

0 to 6 months

Immediate: Create the Department of
Information Technology

Short Term: Establish & Implement
DolT Organization, People, Processes
& Technologies

Medium Term: Create & Implement
the Model

Long Term: Maturing the Model

6 months to 1 year 2to 3years 3to5years

Figure 11: Implementation Strategies and Timeframes

8.1  IMMEDIATE STRATEGIES AND TIMEFRAMES
(THE FIRST SIX MONTHS)

Begin the consolidation process:
* Submit the /T Strategic Plan.

* Develop a recruitment strategy to address how existing IT
professionals at departments will be transitioned to DolT in
terms of the LOB concept and reporting structure.

» Continue Governance via the ELC, CIOC, and
IT Steering Committee.

« Establish Organizational Change Management.
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8.2  SHORT-TERM STRATEGIES AND TIMEFRAMES
(SIX MONTHS—ONE YEAR)

Define strategies and tactical plans for establishing and
implementing the consolidated organization, people, processes,
and technologies:

* Begin the tactical planning process:
- Business Transformation Office (BTO)
- Operations
- Management Services
- Department Services
- Enterprise Shared Services
- Infrastructure Service, Delivery, and Support
- Enterprise Security and Privacy
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» Create a Program Management Office (PMO) and Development,

Modernization, and Enhancement (DME) projects.

* Begin to implement enterprise solutions:
- Enterprise Resource Planning (ERP)
- email consolidation [Quick Win
- Tax modernization
- Help Desk
- Expand use of ICSD Internet Board [Qikick Win

* Begin to implement infrastructure solutions:
» Data center (e.g., NOC, CSOC, Help Desk)

- Adaptive computing environment

- Networking [Qikick Win

- Mobile, wireless, and radio

- Shared services applications (rapid application prototyping)

- GIS
« Establish fiscal/budget management.
» Develop enterprise architecture (EA).

» Establish business transformation initiatives (two or three):
- Contract vehicle, agency business transformation,
and tracking

» Create portfolio management:
- Establish IT/IRM tactical planning.
- Implement a call for IT/IRM projects.

8.3  MEDIUM-TERM STRATEGIES AND TIMEFRAMES
(TWO-THREE YEARS)

Create and implement the model:

» Hire key executives:
- Business Transformation Office (BTO)
- Operations (Deputy CIO)
- Management Services (CMO)
- Department Services
- Enterprise Shared Services
- Infrastructure Service, Delivery, and Support
- Enterprise Security and Privacy

= Before ICSD can be folded into OIMT/DolT, revise the statute
to authorize OIMT/DolT to employ civil service employees.

» Create a Customer Relationship Model (CRM):
- Service Level Agreements (SLAs)
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» Create a security policy and procedures.

» Create an IT policy, procedures, and standards (COBIT, ITIL,
SDLC, and PMP).

* Create an IT performance management framework
(dashboards and metrics).

* Implement Compliance Management.
» Establish Disaster Recovery.

» Create Enterprise Program Management (office, methodology,

tools, and reporting).

» Establish electronic records management.
» Consolidate network resources (facilities, budget, and people).

» Data center:
- Establishment of Data Center 2
- Consolidation of Data Center 2 resources (NOC, CSOC, and
Help Desk; and facilities, budget, and people)

» Adaptive computing environment:
- Implement next generation solution
- Consolidation of adaptive environment resources (facilities,
budget, and people)

* Network:
- Implement next generation solution
- Consolidation of network resources (facilities, budget,
and people)

* Mobile, wireless, and radio:
- Implement next generation solution
- Consolidation of mobile, wireless, and radio resources
(facilities, budget, and people)

» Shared Services applications:
- Departmental legacy application retirement/
consolidation/modernization (150)
- Implement next generation solution
- Consolidation of Shared Services applications resources
(facilities, budget, and people)

* GIS:
- Implement next generation solution
- Consolidation of GIS resources (facilities, budget, and people)

» Establish business transformation initiatives (six)

Governance | IT Human Capital Management Strategic Plan



8.4  LONG-TERM STRATEGIES AND TIMEFRAMES
(THREE-FIVE YEARS)

Maturing the model:

» Create the department (Legislative statute).

* Integrate ICSD and all of the new, consolidated initiatives into DolT.

» Create open data standards.

* Applications:
- Support application development.
- Incorporate department legacy application retirement/
consolidation/modernization (300).

 Establish identity and credential access management.
* Implement research, development, testing and evaluation.
« Establish business transformation initiatives (12).

» Data Center:
- Establishment of Data Centers 3-5
- Consolidation of Data Centers 3-5 resources (NOC, CSOC,
Help Desk; facilities, budget, and people)

» Adaptive computing environment:
- Implement next generation solution

* Network:
- Implement next generation solution

* Mobile, wireless, and radio:
- Implement next generation solution

* Shared Services applications:
- Implement next generation solution

* GIS:
- Implement next generation solution

State of Hawaii Business and IT/IRM Transformation Plan
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9.0 FUNDING CONSIDERATIONS

The initiative cannot be implemented without appropriate
funding. The funding and budget plans must be designed in an
open, collaborative manner that will manage expectations and
also allow for the correct timeframes needed to generate and
fulfill each funding strategy.

Key funding considerations for the new IT Department:

- Personnel/staffing:
- Executive management positions
- Supporting roles

 Professional development/training

* Program initiatives

» Organizational Management program
* Technology and Infrastructure

* Administrative expenditures:
- Facilities/office space
- Miscellaneous

» Collective bargaining

10.0 CONCLUSION

The State of Hawai‘i IT Human Capital Management Strategic Plan was developed through the efforts and input of current and past
State of Hawai'i stakeholders. Concern was expressed at all levels that, despite the dollars allocated to IT and IT-related activities, the
State was not maximizing its use of technology and was not benefitting from IT in terms of productivity improvements, cost savings,
effectiveness, or efficiencies to the extent that other state governments, private industry, and the Federal government experience.
The inefficiencies and potential risks affecting the business missions of the State of Hawai‘i clearly identified the criticality of moving
forward and establishing a focused, progressive, effective, and agile DolT.

This Plan has outlined the key areas for reorganizational success and the direction that the next phases will take to further define
and implement them. An effective technology platform will launch rewards in all areas of State of Hawai‘i business that will result in
the ultimate goal: better service for the citizens and businesses of the State of Hawai'i.

State of Hawaii Business and IT/IRM Transformation Plan
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EXECUTIVE SUMMARY

BACKGROUND

The IT Acquisition Strategic Plan identifies discreet and actionable steps to be taken by the State to immediately begin to
optimize the management of IT services and programs, including the planning and acquisition process for the State. The
ultimate goal is to deliver on the policy direction of state leadership - act to modernize the state technology infrastructure and
make Hawaii a model for the nation. The plan identifies an appropriate IT acquisition life cycle model to best meet long term
needs of the State for IT acquisitions, one that works in concert with overall state acquisition practices of the State.

METHODOLOGY

The IT Acquisition Strategic Plan has been developed to ensure that four key variables - people, processes, policies and technology
- as related to the acquisition of IT goods and services are aligned to provide for an effective and efficient acquisition life cycle
model that drives value and outcomes in state technology acquisition initiatives.

To develop the plan, a series of review efforts captured the current state of IT acquisitions for Hawaii. With the current state
identified, industry and government best practices, along with the current practices of other states as relates to IT acquisition were
examined. Leveraging this work, a set of holistic recommendations were developed to close the gap, culminating in the following
plan that provides a prioritized matrix of initiatives and discreet, actionable projects.

RECOMMENDATIONS

For Hawaii to transform and modernize as envisioned by state leadership, there must be a call to action to all levels of government
across the islands to come together to implement the following key initiatives:

1. Establish mechanisms to allow all public entities to benefit from the collective volume of the State
2. Optimize the State acquisition process

3. Maximize state purchasing power through a comprehensive IT contract portfolio

4. Establish acquisition review practices that reinforce enterprise architecture and governance

5. ldentify, prioritize and execute on shared service initiatives that create the foundation of success for Hawaii in
the decades to come

The plan provides an overview of each initiative and a set of discrete, actionable projects to meet the goal of each initiative. The
overarching target outcome of these initiatives and projects is to make IT acquisitions put resources to work in a way that is faster,
better and cheaper; achieving any one of these outcomes is good, two of them would be great, and all three of them would move
Hawaii to first tier in the nation, and that is the goal of this plan.

IMPLEMENTATION

To move the state from the current “As Is” state to the envisioned future state model for IT acquisition, the plan compiles and
sequences the recommended projects providing a timetable for implementation of the projects associated with the key initiatives.

State of Hawaii Business and IT/IRM Transformation Plan Governance | IT Aquisition Strategic Plan | 6
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1.0 INTRODUCTION

1.1 PURPOSE

The IT Acquisition Strategic Plan identifies discreet and actionable steps to be taken to address short-term gaps necessary to
streamline and optimize the IT acquisition process for the State, and identifies an appropriate IT acquisition life cycle model to
best meet long term needs of the State for IT acquisitions. This plan seeks to work within the existing acquisition framework of
the State to transform IT acquisition practices wherever practical, and to work in concert with the State Procurement Office in
areas of mutual responsibility.

State leadership has stated with high clarity through creation of the CIO office, and legislative directives, the need for expedited
implementation of business reengineering and foundational technology initiatives, and specifically establishes intent for an
expedited procurement approval process for IT projects that are funded for fiscal year (FY) 2013 as outlined in Act 222.

The purpose of the plan is to establish the strategy regarding the future state of IT acquisition for the State of Hawaii, the
operational impact of that strategy, and establish intended outcomes to maximize the outcomes from public funds dedicated
to moving the state forward.

12 SCOPE

The IT Acquisition Strategic Plan has been developed to ensure that four key variables - people, processes, policies and technology
- as related to the acquisition of IT goods and services are appropriately aligned to provide for an effective and efficient acquisition
life cycle model that drives the greatest value for IT acquisitions for the State.

Figure 1: Key Variables of Acquisition

State of Hawaii Business and IT/IRM Transformation Plan Governance | IT Aquisition Strategic Plan | 8



1.2.1 PEOPLE

The roles, organizational structure, and authority of individuals
that impact the state function of IT acquisition.

1.2.2 POLICY

The formal policy directing the function of IT acquisition, which is
comprised of legislative and statutory direction, formal executive
branch direction from the Governor, administrative policy, and
other documented requirements that extend administrative
policy such as policy circulars, directives and memos.

1.2.3 PROCESS

The prescribed sequence of interdependent activities
performed by people to operationalize policy in the function
of IT acquisition.

1.24  TECHNOLOGY

The use of automated tools and systems to enforce policy and
optimize the efficiency of people in their efforts to complete
process activities related to IT acquisition.

1.25 METHODOLOGY

In order to develop an accurate “As Is” state of IT acquisitions,
current policies, procedures, process documentation, and statute
related to the IT acquisition process were reviewed. In addition,
numerous interviews were held with management and staff at OIMT
and the State Procurement Office (SPO), along with members of
the IT Acquisition Work Group and other state agency and local
government stakeholders. Lastly, the technical infrastructure in
place to support the IT acquisition function was assessed.

9 | State of Hawaii Business and IT/IRM Transformation Plan

To support plan development , review of best practices relevant

to the current state for Hawaii were examined, along with the
current practices of other states as relates to IT acquisition.

From this review, an initial target future state model for the

State was developed along with initial recommmendations. These
recommendations and the initial target future state model were
presented to many of the same stakeholders from the current state
phase of work for comment and feedback.

Lastly, the gap between the current state and the target future state
was assessed to identify discreet actionable projects that would
help the State to move from the current state to the target future
state. This effort culminated in this plan and provides a prioritized
matrix of initiatives, and associated projects, to be implemented by
the state, including descriptions, policy considerations and possible
technology requirements for each initiative.

1.3 DOCUMENT OVERVIEW

The IT Acquisition Strategic Plan describes the outcomes from
the work described above, with emphasis on a prioritized matrix
of initiatives, and associated projects, to be implemented by

the state, including descriptions, cost estimates, associated cost
savings and/or process efficiencies, policy considerations and
possible technology requirements for each initiative.

1.4 ASSOCIATED DOCUMENTS

» State of Hawai ‘i Business and IT/IRM Transformation Plan,
September, 20712

* Baseline of Information Management and Technology and
Comprehensive View of State Services (known hereafter as
the “Final Report”) prepared by SAIC and State of Hawai’i,
September, 20171
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2.0 BACKGROUND

2.1 [TACQUISITION LIFE CYCLE

For the purposes of this document, the concept of the Acquisition Life Cycle is defined as a process that connects business need
with fair and effective methods to acquire goods and services needed to fulfill those needs. Initial stages build best practices

to prioritize, plan, and procure goods and services. Vendors and projects are managed to deliver outcomes and meet scope
commitments. Individual contracts and the overall contract portfolio are optimized through performance assessments that inform
future acquisitions. Figure 2 provides a visual overview of the IT Acquisition Life Cycle and key functions performed in each phase.

Figure 2: IT Acquisition Life Cycle

2.1.2  PRIORITIZE

The Prioritize phase is a process of establishing broadly
applicable strategy and reviewing individual needs to
determine alignment with the priorities of the state. From this
phase agencies seek to identify priorities for legislative review
and approval and eventual inclusion in the state budget, and
post appropriation work in coordination with the state CIO to
regarding overall timing and sequence of initiatives.

2.1.3 PLAN

The Plan phase is a process of defining the specific need and
the appropriate fulfillment method for provisioning the goods
or services needed. This phase includes review of state shared
services and shared infrastructure alternatives, both existing
and scheduled. If necessary for the acquisition method chosen,

11 | State of Hawaii Business and IT/IRM Transformation Plan

entities will develop requirements for the goods or services
during this phase. The phase also typically encompasses the
completion of purchasing processes, such as requisitioning,
budget verification and gathering of required approvals,
necessary to acquire the goods or services.

2.1.4 PROCURE

The Procure phase is the process of acquiring the needed goods
or services through an open, competitive process. To complete
this phase entities, working in conjunction with the central
procurement authority, will develop a solicitation document,
release the document, receive vendor responses, evaluate those
responses and complete discussions and or demonstrations
necessary to award a contract. Careful attention should be
placed in this phase to develop risk mitigation strategies that are
appropriate for the services to be procured.

Governance | IT Aquisition Strategic Plan



2.1.5 MANAGE

The Manage phase is a process of monitoring and tracking
contracts and the associated vendors to be certain requirements
and contract terms and conditions are being met, risk mitigation
strategies are being reviewed and reconciled, assets management,
vendor invoices are correct, and payments to vendors are being
made in a timely manner.

2.1.6  OPTIMIZE

The Optimize phase is a process of reviewing outcomes of
individual contracted initiatives to assess vendor performance,
return for the State and overall determine lessons learned.

In addition to individual contract performance reviews, in

the optimize phase the overall contract portfolio should be
consistently reviewed on a spend category basis to ensure
that the state has an appropriately managed contract portfolio
in place, to ensure an efficient and competitive process of IT
acquisition, with the best possible pricing, product availability,
and favorable terms and conditions.

2.2 CURRENT STATE

The following provides a synopsis of relevant factors regarding
people, policy, process and technology in regards to the current
state of IT acquisition for Hawaii.

2.2.1 PEOPLE

The roles and responsibilities regarding overall State procurement
iThe roles and responsibilities regarding overall state
procurement is established via Chapter 103D of the Hawaii
Revised Statutes (HRS), referred to as The Hawaii Public
Procurement Code (HPPC), Part Il defines the procurement
organization for the State. At the highest level is the
Procurement Policy Board, a seven member board that is made
up of following members:

« Comptroller;

« A County Employee with significant high-level procurement
experience; and,

+ 5 members appointed by the Governor.

State of Hawaii Business and IT/IRM Transformation Plan

The Board has the statutory authority and responsibility

to adopt rules, consistent with the HPPC, governing the
procurement, management, control, and disposal of any and
all goods, services, and construction. The Board also has the
power to audit and monitor the implementation of its rules
and the requirements of the HPPC, but is not able to exercise
authority over the award or administration of any particular
contract, or over any associated dispute, claim, or litigation.

The HPPC also establishes the State Procurement Office
(SPO) and tasks the entity with assisting and advising state
governmental entities in matters related to procurement,
including the development of:

- A statewide procurement orientation and training program;
» A procurement manual for all state procurement officials; and,

« A procurement guide for vendors wishing to do business with
the State.

The statute directs that the administrator of that entity,
appointed by the Governor and housed at the Department
of Accounting and General Services (DAGS), shall also act
as the Chief Procurement Officer (CPO) for the executive
branch agencies.

The final layer of the procurement organization for the State is
the Chief Procurement Officer (CPO). As defined in the HPPC,
Hawaii has broadly delegated authority for procurement to 21

CPO’s at all levels of government.

Governance | IT Aquisition Strategic Plan | 12



Figure 3 provides an overview of the state acquisition organizational structure. Each orange shaded box represents

a statutorily identified CPO for the State.

Figure 3: State Acquisition Organizational Structure

*Qutside direct purview of the State CIO, who oversees the
Executive Branch IT/IRM Only (Act 200)

In 2008, the State faced a significant budget shortfall, and
as a consequence of the ensuing cuts in the state budget,
the SPO had a significant reduction in force, leading to
discontinuance of several projects and staff resources. This
reduction led to the SPO restructuring various procurement
services, delegating projects and services it was handling
on behalf of the executive branch agencies to the executive
branch agency administrators, a major shift in acquisition
policy and process for the State. The SPO role was refocused
to act primarily as a monitoring and oversight entity, with a
focus on providing applicable training, while enforcing the
ethics and integrity of the procurement process.

The executive branch agency administrators, to whom the
procurement responsibilities were delegated, were by and large
not prepared to receive it, and did not have the appropriate
staff or infrastructure to support the function. Under direction
of Department Directors, this led to further delegation of the
procurement authority by agency administrators to lower level
managers, supervisors and staff in each entity. While there

are exceptions within executive branch agencies, in almost

all stakeholder interviews it was consistently reported that
procurement authority resides with line staff personnel, and is
one of many other duties they are required to perform as part
of the daily work.

13 | State of Hawaii Business and IT/IRM Transformation Plan

The procurement function is definitely professionalized
within SPO and DOE with consistent standards compared to
other states. Despite resource cuts and de-centralization of
acquisition functions over time, SPO has done a good job in
trying to establish and manage a professional IT Acquisition
environment with an “equity in process” framework with
established-but-rigid acquisition practices.

However, the function of acquisition within the 18 Departments
and attached agencies in Hawaii is not professionalized (i.e.
career IT acquisition professionals) is a manner consistently
found in most other states. The procurement function is not
provided centrally as an administrative function of the agency.
There is no specified job classification or career path for
procurement professionals in agencies.

The SPO has developed and provides training on the
procurement process, the training is extensive, can overwhelm
line staff tasked with the duty, and is heavily focused on the
Procure phase of the Acquisition Life Cycle. Due to a focus
that does not extend into planning activities described in the
Acquisition Cycle, the training does not address the requisite
knowledge necessary to navigate the entirety of processes
required to complete acquisitions.

Governance | IT Aquisition Strategic Plan



2.2.2 POLICY

Official acquisition policy for the State of Hawaii is broadly
dispersed in numerous sources. As an example, the following
are the identified sources of policy related to acquisition of
goods and services for the State:

+ The HPPC (HRS Chapter 103D);
+ Hawaii Administrative Rules (HAR), Chapters 3-120 to 3-132;

» Procurement Circulars (87) issued by the Administrator
of the SPO to transmit policies, procedures, directions,
and instructions;

« Procurement Directives (9) issued by the Procurement
Policy Board to transmit the Hawaii Administrative Rules
and policies; and,

« Comptroller’s Memos (9) issues by the Department of
Accounting and General Services.

Due to resource shortages and the highly delegated nature
of the procurement function, and the early implementation
steps toward a cooperative contracting program, there

is a great deal of effort involved in creating multi-entity
contracting efforts, and in some cases conflicting policy
regarding the establishment of broadly available statewide
contracts for use by all state entities. The administrator of the
SPO, as CPO for the executive branch agencies, may establish
contracts required for the executive branch, and in some cases
based on initial participant scope, other entities in the state.
While today in Hawaii these are referred to as “statewide”
contracts, this definition is inconsistent with how the term

is used in other States. Additional governmental entities,
including other state governmental entities and any level

of political subdivision within the state, must enter into an
individual agreement with SPO on each individual Contract.

State of Hawaii Business and IT/IRM Transformation Plan

Cooperative contracting is directed by statute (HPPC, Part
VII. Cooperative contracting is defined as a, “procurement
conducted by a public or external procurement unit with one
or more public procurement units, external procurement units,
or nonprofit private procurement units.” SPO issued a MOA
to each CPO jurisdiction to amend the current process seeking
individual CPAs, providing essentially a ‘blanket approval’

to use any optional contracts issued by SPO. This recently
established process by SPO allows for each CPO jurisdiction
to be party to go forward with term contracts through a
memorandum of understanding, changing the prior process

of requiring each entity to sign an agreement for each
individual sourcing event. This is a very positive step.

Aside from the new memorandum of understanding process
described above, entities not included in the initial solicitation
document are not allowed to utilize the contract.

In this model the lead entity, which can be the SPO or any
other delegated agency or CPO, is then responsible for
working with all cooperative entities to gather requirements
and data for the solicitation - a process which if not managed
by procurement and project managers experienced in multi-
stakeholder procurements is an arduous task to manage
and drive to and effective solicitation. Due to resource
shortages resulting in this delegated procurement structure,
and complex cooperative contracting processes, the State is
challenged in its ability to aggregate statewide volume for the
purpose of seeking the best pricing and terms for contracts
across all governmental entities.

Governance | IT Aquisition Strategic Plan | 14



Further limiting the ability of the State in acquisition is the
limitations on the use of cooperative contracting vehicles
established outside of Hawaii. The act of the acquiring

of goods, services, or construction using another agency
contract without prior public notice and intent to participate
is often referred to colloquially as “piggybacking” (HAR 3-128,
3-128-2). This rule precludes the use of existing state, federal
and cooperative contracts even in circumstances where the
initial contract contemplated use by other entities, such as
the State. While piggybacking as a process must be carefully
managed to allow for fairness in the process, current state
interpretation regarding this option precludes the use of
contracts established via robust competition where it was
clear to the vendor community that the solicitations would
be marketed to states, including federal contracts and
others established by states or reputable cooperative
purchasing programs.

Another key policy [HRS §103D-310(c)] that affects IT
acquisition in current state is the requirement for vendors to
certify compliance with state laws governing business in the
State prior to award. For this process, vendors are required to
establish an account on the Hawaii Compliance Express (HCE)
system to register for compliance. This system must be used
for all acquisitions $2,500 or above. The HCE system is quite
capable and won recognition within the National Association
of State CIOs (NASCIO) when launched. While important

for ascertaining vendor compliance with State and Federal
tax and business related financial obligations, the process is
viewed as an impediment to doing business with the State,
and a deterrent to local, small and minority businesses.
Registration with the system requires the payment of a nominal
fee, and although automated, the process is described by both
vendor and agency stakeholders as inordinately cumbersome
and lengthy due to concatenated delays in other departments
in the process (e.g., workload in DoTAX may affect priority).
As noted, this is generated through state statute, and
optimizing this statute based on user experience is a

matter that could be considered by state leadership.

In regards to IT acquisition, the recent state restructuring
regarding the establishment of a state CIO is in part a result
of a desire to be more proactive in the establishments of
services than is previous models, in which the state ICSD had
been primarily responsible for planning and initiation of IT
services and related contracts. Previous models resulted in

a limited statewide technology contract portfolio, especially
concerning IT services. Contracts that do exist are primarily
commodity goods leveraging external contract vehicles, such
as hardware and software. Agencies that go to market and
achieve success in the contracting process cannot share that
success due to piggybacking limitations.

15 | State of Hawaii Business and IT/IRM Transformation Plan

Act 200, the law that recently established OIMT and the
position of the State CIO, provided the CIO authority

to direct executive branch agencies (excluding certain
agencies given special status as indicated in Figure 3, such
as University of Hawaii, Department of Education, the Health
and Human Service Commission, charter schools, and the
Office of Hawaiian Affairs) regarding technology, including

a provision requiring review of all IT related procurements.
The law also directs the CIO to act in an expedited process
regarding addressing several of these issues, and establishing
new services in the current fiscal year to improve several of
the issues addressed above. In development of this report
the CIO and the CPO have established a memorandum of
understanding to collaborate to move Hawaii forward on
several of these key topics and in support of the change
envisioned in this report.

Act 222 provides the CIO with responsibility and authority
(in concert with the SPO) to acquire and implement the
supplemental budget projects in Fiscal Year (FY) 2013 in an
expeditious manner to demonstrate progress and investigate
new ways to improve the IT acquisition process. Additional
budget execution guidance from the Budget and Finance
Director in FY 2013 provides the CIO with the requisite
authority to oversee and approve all IT acquisitions in the
executive branch of the State of Hawai’i (subject to general
provisions in Figure 3).

Governance | IT Aquisition Strategic Plan



2.2.3 PROCESS

Acquisition processes in the State are much like those in most
states; numerous and hard to navigate without clear direction.
Examples of the varying types of procurement processes that
must be understood by buyers in the State include:

» Small Purchases
-Under $5k
-$5k to $15k
-$15k to $100k

- Large Purchases
-Invitation For Bids
-Request For Proposals

- Sole Source
- Emergency
- Professional Services
« Exemptions

The SPO maintains a helpful web portal (http:/www.spo.
hawaii.gov/) with access to various procurement policy
documents, presentations and forms, which provides a
foundation to build on for defining acquisition practices.

For administrators with responsibilities that span all aspects
of the Acquisition cycle described in Section 2.1, a substantial
amount of the synthesis of the various pieces of related policy
is left to the agencies to incorporate, and in many cases the
interpretation of policy may vary substantively from agency
to agency.

Processes preceding the Procure phase in the Acquisition Life
Cycle at the State are highly manual. For example, at this time
there is a lack of a comprehensive strategic planning process
for IT acquisitions that drives transparency into the planned
initiatives and projects at agencies, and makes certain they are
aligned with IT priorities of the State. Also directly affecting
the agency buyers is a highly manual process to initiate the
acquisition process that requires the manual completion of a
six-part multi-color purchase order form and a non-automated
circulation of the form for review and approvals.

Once responses are received, buyers are responsible
for completing remaining Procure phase processes and

State of Hawaii Business and IT/IRM Transformation Plan

coordinating with various external entities to navigate post-
Procure phase processes. The first of these processes is a
vendor negotiation process lead by an Attorney General
staff assigned to support the agency. These negotiations are
often focused on vendor efforts to create exceptions to the
State standard terms and conditions. This process is often
lengthy and cumbersome because the standard terms and
conditions used in solicitations today are more appropriate
for non-technical projects, such as construction, and are not
contemporary with terms and conditions for the types of
goods and services being acquired through IT acquisition.

The lack of a comprehensive contract portfolio, especially
in regards to IT services, means that negotiations are
frequently required and the effort drives no ongoing
residual value due to the lack of an enterprise contracting
approach; so each contract interaction retreads and
retreads the same ground, agency by agency, political
subdivision by political subdivision.

Before a contract can be executed, buyers must submit
contract documentation to DAGS for certification, through
what is referred to as the Pre-Audit process. This process
occurs after all contract processes have been completed,
including negotiation and contract signature by all parties,
often leading to significant rework, delays and the need for
further negotiation of terms or new signatures in cases where
issues are raised in the Pre-Audit review.

The overall lack of guidance and direction and time required
to complete these complex processes for acquisitions often
limits the ability of buyers to expend funds appropriated to
the agency in a timely manner. This not only leads to the
inability of the agency to meet the policy objectives of the
legislature and Governor, but also often leads to the lapsing
of appropriated funds.
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2.2.4 TECHNOLOGY

Further exacerbating the difficulty of the acquisition process is the lack of automation of key administrative processes such
as requisitioning, purchasing approvals, purchase orders, invoice processing and payment. Each of these processes appears
to be different at each agency, based on their established administrative hierarchy, and with few exceptions, are entirely
manual processes.

An example of these manual processes is the continued use the six-part multi-color purchase order form by numerous state
agencies that requires the use of a typewriter or strike printer to complete. The form has apparently been automated by
DAGS and has been made available to some state entities, but is either restricted in use or has not been widely available for
all agencies to use. In addition, the automation is limited to completion of the form and still requires the form to be printed
and distributed for approvals.

The current state financial system either does not support or has not implemented automated tools to support these functions.
The SPO maintains a website (http://www.spo.hawaii.gov) that houses policy documents and forms, and allows agencies to
post their solicitation documents. The website also provides detailed contract and vendor information, for which it has received
national recognition in an emerging category in a recent report by OMB Watch, a non-profit research and advocacy group
(http://www.ombwatch.org/upholdingpublictrustreport). This clearly indicates that SPO has achieved recognition and been
helpful and transparent despite many resource shortages. Given more resources, automation of acquisition and purchasing
processes is a natural next step and evolution of the site into an Enterprise Resource Planning (ERP) system with acquisition
management capability.

The SPO website does maintain a link to access the current eProcurement system, HePS. HePS, or the Hawaii eProcurement
System, is an outsourced hosted solution that was implemented in 2001 with no upfront capital that provides government
entities automation for some elements of the procurement function, including: posting of solicitations; notification of posting
to registered vendors; and posting of bid responses by vendors.

The system is required for use by the set of executive branch agencies as described in Figure 3 and is available for use by other
government entities in Hawaii. It is used primarily for Small Purchases ($15k to $100k), but can be used for larger acquisitions.
Most state entities use it for to open the solicitation up to the largest possible vendor pool and not limit it to only registered
vendors in the HePS system. Clearly, the ERP Acquisition module (when implemented) will facilitate additional use and posting
of all acquisitions in one integrated system and process.
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3.0 BEST PRACTICES

3.1 BEST PRACTICES

To identify potential IT acquisition models to be use by the
State of Hawaii for a target future state, best practices in

the area of acquisition, are where possible IT acquisition
specifically, were reviewed. Examples of the research reviewed
include research from the following entities:

- Gartner
- IT sourcing and eProcurement research reports

- National Association of State Procurement Officials (NASPO
-2011-12 Survey of State Procurement Practices
-NASPO Guide to IT Procurement

- American Bar Association
- ABA Guide to State Procurement

- National Association of State Chief Information Officers
(NASCIO)
-IT Procurement Reform Initiative (in coordination with Tech
America and NASPO)
- 2010 State CIO Survey

A.T. Kearney
- 2011 Assessment of Excellence in Procurement Study

Table 1: Current and Future State Summaries by Architectural Layer

State Reviewed

Oregon
0SPO website
EISPD website

Texas
TPASS website
DIR website

Virginia
DGS/eVA website
VITA website

eProcurement solution.

Michigan
DTMB website

Minnesota
MMD website
MN.IT website

Georgia

DOAS website
GTA website
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- Pew Center for the States
- States Buying Smarter: Lessons in Purchasing and
Contracting from Minnesota and Virginia

- Federal Acquisition Regulation

3.2 PEER STATE REVIEW

Another means of identifying possible models for a target future
state for the State of Hawaii is to review to the people, policy,
process, and technology of peer states. For the peer state
review, efforts were made to choose states that were either
similar in nature and organizational structure to Hawaii, or had
best practice aspects in IT acquisition. The focus of the review
for each state, focused on the following items based on the
current state assessment:

- Policy related to the procurement structure including the roles
of the central procurement office and central IT office;

- Policies related to cooperative purchasing, and piggybacking;

- People and organization related to the procurement, and
where
applicable IT procurement, functions; and,

- Technology utilized in the state to facilitate the acquisition life
cycle process. [DAGS/ICSD ]

Table 2 provides an overview of the states reviewed and the
reason each state was chosen for the review.

Significance to Hawai'i

Closest in organization and procurement code to Hawaii. Member of the Western States Contracting Alliance (WSCA).

A leading state in Cooperative Contracting acquisition. Provides a useful model of IT acquisition strategic planning.

Considered a leading state in IT acquisition and organization. Also has deployed a best in state government

Similar in organization to Hawaii regarding acquisition models. Currently in the midst of transforming IT
and IT acquisition and acquiring an eProcurement solution.

Considered a leading state in IT acquisition. Has deployed a best in state government eProcurement solution. Sponsoring
state to the IT hardware and software contract for WSCA currently in use by Hawaii.

Considered a leading state in acquisition of all types, including IT acquisition. Has deployed a best in state government
eProcurement solution. Provides a useful model for IT shared services deployment.
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All of these states were reviewed in the research performed
for the peer state review; a comparison of all states reviewed
is provided in Table 3 in Section 3.3. Three states are
spotlighted below for comparative purposes.

It is important to note that states selected were chosen to
represent different best practices. These states have more
substantive investment of resources, in terms of personnel
and technology investment, in the procurement function
than does Hawaii. As such the comparisons below are not
intended to draw negative comparison to Hawaii, rather to
present best practices in action to illustrate what is possible
through a combination of optimizing people, policy, process
and technology. Additional resources of similar size, scope
and caliber would be required for SPO and CIO to compare
equitably with these “best practice” and “benchmark” states.

Hawaii is a member of the Western States Contracting
Alliance, and maintains close ties with the member states,
which are typically considered to be relevant peers. As
such the comparison begins with Oregon, perhaps the
most highly relevant state for Hawaii comparison overall
for reasons noted below.

3.2.1 OREGON

Oregon was chosen to review because it was seen as the closest
peer to the State of Hawaii, as it was closest in organization and
procurement code to Hawaii. It was also chosen due to it being
a member of WSCA, a key cooperative contracting mechanism
utilized by the State of Oregon for pricing and vendor lists.

ROLES

Oregon recently updated its procurement code in 2005, utilizing
the 2000 American Bar Association (ABA) Model Procurement
Code - the same model code utilized by Hawaii for its HPPC.
Like Hawaii, Oregon has a highly delegated procurement model.
The Oregon State Procurement Office (OSPO) is similar in scope
and authority as that in Hawaii, and has the exclusive authority
to establish statewide contracts that are broadly available to all
state agencies - even though its authority is limited to executive
branch agencies. The OSPO can also delegate this ability to
agencies, when it benefits the state. The key exception is that
the administrator for OSPO is the Chief Procurement Officer for
the State.

The central authority for IT for the state is the Enterprise
Information Strategy and Policy Division (EISPD). The
administrator for EISPD is the State CIO, and is responsible
for providing leadership for state government in enterprise
information technology management, strategic planning and
policy. Like procurement, IT management is highly delegated
in the state with CIO’s in each state agency. To facilitate
coordination and cooperation, the state has established a CIO
Council that advises the State CIO and acts as a forum for all
agencies to collaborate in the management of IT resources
across state government.

State of Hawaii Business and IT/IRM Transformation Plan

Both the OSPO and the EISPD are housed at the Department
of Administrative Services (DAS) which facilitates cooperation
and coordination in the area of IT procurements. Over the past
several years, the Department of Administrative Services (State
Procurement Office, Enterprise Information Strategy and Policy
Division, State Data Center), Department of Justice, and various
state agencies have partnered to put multiple Statewide IT
Contracts and Price Agreements in place.

POLICY

Oregon policies related to cooperative purchasing and
piggybacking provide an interesting case study. Oregon and
Hawaii started with the same model code, and the statutory
language relating to cooperative purchasing is nearly identical.
The interpretation in Hawaii is vastly different from that
Oregon. Instead of requiring agreements on each contract for
cooperative purchasing, Oregon has chosen to establish the
Oregon Cooperative Procurement Program. This program is
open to qualified agencies and organizations as specified in
statute, and provides access to:

- State contracts to purchase goods and services;
» Procurement training opportunities;

- Unlimited advertising on the Oregon eProcurement system
(ORPIN); and,

- Designated State of Washington contracts through
a reciprocal interstate agreement.

State entities meeting the qualifications to be a member of
the program complete a program application, and pay a fee,
ranging from $50.00 to $5,000.00, based on the entity’s
annual budget. Entities also complete and sign a participation
agreement that sets the terms and conditions for the member
services provided by the State.

PEOPLE

OSPO is comprised of the CPO and 39 staff members, which

is four times larger than the Hawaii State Procurement Office
(SPO), whose scope of responsibility has broader jurisdictional
responsibility (i.e. Hawaii SPO encompasses all government
jurisdictions, including DOE, UH, the Counties, Judiciary,
Legislative Branch, etc.). The OSPO staff is generally organized
into major spend categories, including a team of seven (7) staff
dedicated to IT procurements. By comparison, Hawaii SPO has
a much smaller staff (due to major resource cuts) with a much
broader responsibility.

With a substantial delegation of procurement to agencies, most
agencies in Oregon establish an administrative services division
that includes a dedicated procurement section with dedicated
procurement staff. Some larger agencies also have specialized
procurement staff focused on IT procurements.

These staff are trained and certified by the OSPO who offers
five (5) different certifications and certificates that are based
on an employee’s role and level of authority for procurement.
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They track training and credentials in a credentials database and
require certified employees to complete continuing education to
maintain their certifications.

TECHNOLOGY

The State of Oregon has an internally developed sourcing tool,
Oregon Procurement Information Network (ORPIN), which has
been in use since 2005. The current ORPIN provides state entities
and cooperative program members the ability to post bids and
search existing contracts. In addition it allows vendors to register
and receive notifications of current solicitation opportunities.

The State is in the process of implementing ORPIN 2.0 utilizing
the SciQuest solution currently under contract with WSCA. The
effort began in October, 2011. The state anticipates an autumn
2012 go live implementation timeframe. The first phase is focused
on procure to pay backroom processing and catalog support. The
next phase of the effort will replace ORPIN. The state of Oregon
(and Hawai i) will be utilizing new functionality available through
WSCA - the eMarket Center - to leverage catalogs available
through that marketplace for contracts they use.

3.2.2 TEXAS

Texas was chosen to review because it has separated out
procurement authority for IT to the State CIO Office and is
considered a leading state in the area of IT of cooperative
contracting. Both factors provide insight to Hawaii when
considering an appropriate future state model.

ROLES

Texas is a large state, with a highly decentralized model of
government, which requires a highly delegated model for
acquisition in the state. The procurement authority in the state
is divided between two entities, segmenting out authority for
IT procurement to the State CIO Office.

Authority for state purchasing for non-IT goods and services
is the purview of the Texas Procurement and Support Services
(TPASS) division of the State Comptroller’s Office. TPASS

is also responsible for establishing policies and procedures

for all statewide acquisition and in that role takes a holistic
view of the Acquisition Life Cycle providing training and
certification and publishing manuals providing guidance to
buyers in all phases the life cycle.

Authority for State purchasing for IT goods and services

is the authority of the Texas Department of Information
Resources (DIR). The director of this agency is the State CIO
and is responsible for statewide leadership and oversight for
management of government information and communications
technology. DIR has established and manages a statewide

IT strategic and procurement planning, reporting and
budgeting process.

Over a two-year period in the state DIR and state agencies
develop IT strategic plans that are used to develop reports
to state leadership and the legislature. The reports help to
develop requests for the budget for IT expenditures and
enable DIR to have a consistent view of what agencies are
buying. In addition, DIR also has authority for review and
approval of certain IT procurements, with an established
project planning process with review gates for high dollar
IT acquisitions.

Figure 4: Texas Planning, Reporting, and Budgeting Framework
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Both the state procurement office and the CIO procurement
division are very active central procurement authorities for
the state and run highly regarded procurement organizations
that provide valuable state contracts to state government
and cooperative program members. It should also be noted
that with small exception, statewide contracts established by
both procurement entities are mandatory use for all executive
branch state agencies and permissive use for all other state
and cooperative entities.

POLICY

Texas policies related to cooperative purchasing and piggybacking
provide comparisons to the State of Hawaii in strategic planning.

Both TPASS and DIR maintain broad cooperative purchasing
programs. TPASS manages the Texas CO-OP Purchasing Program,
a program that currently has over 1,900 members. The program
was established through legislation and stipulated that the
following entities are able to be a member:

« Local governments (municipalities, counties, school districts, etc.)
- Special districts
« Mental Health Mental Retardation (MHMR) community centers

« Assistance organizations (non-profits receiving state funds
through a current state contract or grant)

« Texas Rising Star Providers (as certified by the Texas Workforce
Commission)

To sign up to be a member of the cooperative program, entities
complete and submit an application with proof of eligibility along
with an annual $100.00 flat fee. Once approved, members have
access to the statewide contract portfolio. In addition, members
are provided access to automated tools provided by the State to
facilitate procurement, including the ability to post solicitations
to the state marketplace and access to TxSmartBuy, an e-catalog
purchasing system for state commodity contracts.

DIR does not maintain a separate cooperative program. Instead
their cooperative program is defined in statute and implemented
through use of special contract language. They are provided the
authority in statute to include terms in a procurement contract
entered into by the agency that allow the contract to be used by:

- Another state agency;

« A political subdivision of the state;

- A governmental entity of another state; or,
« An assistance organization.

Any entity meeting these criteria is able to access the portfolio
of contracts managed by the agency.

The state policy related to piggybacking is defined in the Texas
Administrative Code (TAC) and stipulates that TPASS is allowed
to piggyback on other contracts if it determines that entering
into an agreement would be in the best interest of the state. This

State of Hawaii Business and IT/IRM Transformation Plan

form of contracting is used sparingly at the state and is often only
used when the original solicitation was bid with language that
contemplated use by other states. Typically these contracts are
developed by state or national cooperative purchasing programs
such as U.S. Communities or National IPA.

TPASS has also established a specific program for inclusion of the
U.S. General Services Administration (GSA) schedule contracts

for use by state and cooperative entities called the Texas Multiple
Award Schedule (TXMAS). This program allows vendors with GSA
contracts to apply to be included in the TXMAS program, making
their GSA schedule contract, pricing and terms available to entities
wishing to use the contract.

PEOPLE

Although Texas has a highly delegated procurement model,

as noted above it also has highly active central procurement
authorities with large contract portfolios. TPASS maintains a
staff of 45 full time equivalents (FTE) that are organized into 3
main groups:

« Purchasers (Non-IT goods & services)
- Contract Managers
- Program Managers (HUB, COOP, etc.)

This staff maintains and manages procurement related
programs for over 200 state agencies and 1,900 cooperative
purchasing entities and a contract portfolio of over 200 state
term contract representing several thousand line items of
products and services and billions in spend. The division also
supports two unique state procurement groups, the Council
on Competitive Government and Strategic Sourcing, who have
unique and broad procurement authority in the state.

DIR maintains a staff of 30 FTE that are focused on IT
procurement that are organized into 4 main groups:

» Enterprise Contracting
- Contract Establishment
- Contract Performance
« Program Analytics

This staff maintains and manages over 750 technology
contracts with over $1.3 billion in sales. DIR estimates that
through this contracting program they generated more than
$171 million in taxpayer savings in FY 2009.

With a broad delegation of procurement authority to agencies,
most agencies in Texas establish a dedicated procurement
section with dedicated procurement staff. Some of the larger
agencies have dedicated IT purchasers within this section.
Purchasing is a job classification with a defined career path
driven by the level of training and certification one receives.
An employee’s training level determines what level of
procurement authority they are granted.
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All staff that perform procurement in the state must be trained
through a training program developed and administered by
TPASS. TPASS offers two training tracks - Procurement and
Contract Management - and three (3) different certifications.
They track training and credentials in a credentials database
and require certified employees to complete continuing
education to maintain their certifications.

All procurement staff in the state must be trained through

a training program developed and administered by TPASS.
TPASS offers two training tracks, Procurement and Contract
Management, and three different certifications. They track
training and credentials in a credentials database and require
certified employees to complete continuing education to
maintain their certifications.

TECHNOLOGY

Texas has several systems in place to support the acquisition
processes. The state has a central ERP and financial system
that support the administrative purchasing functions such as
requisitioning, purchasing approvals, purchase orders, invoice
processing and payment.

Outside of the central ERP and financial system, TPASS
maintains several automated tools that support procurement
and purchasing functions for state agencies and cooperative
program members. The state has not implemented a true
eProcurement solution, but has over time built automated
tools to provide functionality often found in an eProcurement
solution. The systems maintained by TPASS include:

« Electronic State Business Daily (ESBD) - a system for posting
and managing solicitation opportunities. ESBD is used by
all state agencies and some of the cooperative program
members. ESBD also provides entities and vendors the
ability to search for current posted opportunities using
several search functions.

Central Masters Bidder List (CMBL) - a master database used
by State of Texas purchasing entities to develop a mailing list
for vendors to receive bids based on the products or services
they can provide to the State of Texas. CMBL allows for vendor
registration and self-service of their vendor profile and requires
that vendors pay an annual registration fee of $70. The system
can be searched by vendors to identify small or HUB businesses
they may want to partner with.

TxSmartBuy - a system that provides e-catalogs for state
commodity term contracts. TxSmartBuy can be utilized by

all state agencies and cooperative program members for state
contract searching, side-by-side pricing comparison (if
multiple vendors), and order placement. Upon placement

of an order the system sends a PO directly to the vendor.

In addition to these systems, TPASS maintains a very
thorough and useful website providing links to all of these
systems and other relevant information such as state contracts
not available for use on TxSmartBuy, the State Procurement
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Manual, State Contract Management Guide, Training and
Certification (including class registration), and other
procurement related documents.

Because agencies utilizing DIR contracts use TPASS systems
for much of their acquisition processing, DIR has not built and
deployed any additional automated tools for procurement. The
department maintains a website with a section dedicated to
its ICT Cooperative Contracting program that provides users
with a catalog of all ICT contracts. The catalog website can be
used to search products, services and/or vendors and provides
users with detailed information on the contracts, vendors and
ordering procedures.

3.2.3 VIRGINIA

Virginia was chosen to review because it has separated out
procurement authority for IT to the State CIO Office and is
considered a leading state in IT acquisition and organization.
Additionally, Virginia has what is considered to be one of the
best eProcurement solutions in the nation. Like Texas, the
Virginia example provides insight as to possible alternative IT
Acquisition operating models any state might consider for
the future.

ROLES

Similar to Texas, Virginia employs a procurement organization
model that separates procurement authority for IT and non-
IT acquisitions. The Department of General Services (DGS),
Division of Purchases and Supply is the centralized purchasing
agency for non-IT materials, supplies, equipment, printing,
and nonprofessional services required by any state agency or
institution. In addition to its procurement authority, the division
publishes a Procurement Manual that sets policy and process
for state agency procurements, establishes standards and
specifications for goods and services and maintains eVA,

the eProcurement solution for the state.

IT acquisitions are the authority of the Virginia Information
Technology Agency (VITA), the State CIO’s office. The primary
roles of the agency include:

- Governance of the Commonwealth’s information
security programs;

« Operation of the IT infrastructure, including all related
personnel, for the executive branch agencies;

» Governance of IT investments; and,

« Procurement of technology for VITA and on behalf of other
state agencies and institutions of higher education.

In addition, the agency supports the Information Technology
Advisory Council that is responsible for advising the CIO and
the Secretary of Technology on the planning, budgeting,
acquiring, using, disposing, managing, and administering of
information technology.
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POLICY

Virginia does not maintain a special cooperative purchasing
program but instead has taken its statutory authority to
establish availability of contract to other governmental entities in
the state. State contracts must stipulate up front if local entities
are authorized to use the contract, and if they do, local entities
can utilize the contract; there is no requirement for local entities
to enter into an agreement to use the contracts. Similar to Hawaii,
agencies can also work together for cooperative purchasing
efforts, but there is no formal agreement process required to act
in a cooperative manner for acquisitions.

Virginia statute permits piggybacking allowing a government
entity to use any contract issued by another governmental
entity. The statute stipulates that the original contract must
have included language that included and option for other
organizations to “ride,” “bridge,” or “piggyback” the contract
as awarded, even if they did not participate in the original
solicitation. Policy requires that any entity entering into a
piggyback situation, should establish a separate contract and
not rely on the piggyback contract, since there is no other legal
relationship involved. Both DGS and VITA provide guidance
to agencies for how to evaluate piggyback and cooperative
contract opportunities for use and strictly controls its use by
requiring reviews and approvals.

PEOPLE

With a central procurement authority at both DGS and VITA,
both maintain ample staff resources focused on acquisitions.
The Department of General Services maintains a significant
staff to support the procurement of non-IT goods and services.
The specific FTE count could not be determined, but it appears
that there over 40 FTE performing direct procurements or
supporting the acquisition process and eVA. Specifically, the
staff is broken out into the following high-level groups:

* Purchase Management
- Statewide Contracts and Services
- Single Agency Contracts Support

» Bid Receipt and Analysis

» Contract Compliance

* Competitive Negotiation

* Training and Development

* eProcurement Bureau (eVA Support)

Within each Purchase Management group, staff is organized
into sector managers responsible for managing specific
categories of goods or services.

For acquisitions, VITA maintains a staff of 22 FTEs dedicated
to IT procurement alone! The staff is broken into groups
responsible for Strategic Sourcing and Contract Management.
The Strategic Sourcing group is responsible for establishing
competitive IT contracts; the Contract Management group

State of Hawaii Business and IT/IRM Transformation Plan

is responsible for managing some of the larger contracts to
be certain customers are receiving goods and services as
stipulated in the contract, and vendor(s) are meeting contract
requirements, including reporting to the contract manager.

Like most states, Virginia delegates some procurement authority
to state agencies for contracts that are agency specific, or not
already contracted for under statewide contracts. Because of
this, most agencies establish a dedicated procurement section
with dedicated procurement staff. Some of the larger agencies
have dedicated IT purchasers within this section. Purchasing

is a job classification in the state with and defined career

path driven by the level of training and certification you have
received. An employee’s training level determines what level

of procurement authority they are granted.

All staff that perform procurements in the state must be trained
through a training program developed and administered by
DGS through their Virginia Institute of Procurement (VIP).
There are two certifications offered, requiring completion of

a three-day or seven-day training program with testing. The
certification required is based on the employees role and
purchasing authority at the agency. They track training and
credentials in a credentials database and require certified
employees to complete ongoing continuing education to
maintain their certifications.

TECHNOLOGY

Virginia has deployed what is considered to be one of the most
robust eProcurement solutions in state government to date.
“eVA”, Virginia’s online, electronic procurement system is a
central tool for accessing all statewide contracts, including DGS
and VITA contracts, that provides users with:

» Support for purchasing processes from requisition to receipt
of goods;

* Support for procurement processes from bid to award;
» Hosted and punch-out catalogs;

* Vendor registration and acceptance of state Terms
& Conditions;

* Purchasing Data Warehouse and a Bl solution for spend
analytics and performance management; and,

* Procurement related documentation and training.

In addition to being used by state entities, eVA is available for
full implementation and use by local governments at no cost.
Since implementation, eVA has processed over three million
orders and $31 billion in spend and is estimated to save the state
over $300 million annually in process efficiencies and reduced
costs of goods and services. The system currently supports
nearly 1,000 online catalogs, 171 agencies, 575 localities, over
53,000 vendors and over 22,000 users.
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3.3 PEER STATE COMPARISON

Table 3 below provides a comparison of all the states reviewed in the research for the peer state review for specific components of
research that are potentially pertinent in considering an appropriate future IT Acquisition model for the State of Hawai "i.

Table 2: Peer State Comparison

Oregon

Virginia

Minnesota

* Michigan is currently in the process of evaluating responses to an eProcurement solution solicitation.
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4.0 TARGET FUTURE STATE

4.1 CALLTOACTION

4.1 Call to Action

For Hawaii to transform and modernize as envisioned by state
leadership, there must be a call to action to actively implement
the following key initiatives:

1. Establish mechanisms to allow all public entities to benefit
from the collective volume of the State

2. Optimize the State acquisition process

3. Maximize state purchasing power through a comprehensive
IT contract portfolio

4. Establish acquisition review practices that reinforce
enterprise architecture and governance

5. Identify, prioritize and execute on shared service initiatives
that create the foundation of success for Hawaii in the
decades to come

The following sections provide an overview of each initiative and
a set of discreet, actionable projects to meet the goal of each
initiative. The overarching goal of these initiatives and projects
in the long run is to optimize IT acquisitions by making them
faster, better and cheaper; if we are to meet any one of these
goals - good, two of them - great, all three of them - fantastic.

INITIATIVE 1: ESTABLISH MECHANISMS TO ALLOW ALL
PUBLIC ENTITIES TO BENEFIT FROM THE COLLECTIVE
VOLUME OF THE STATE

Hawaii statute allows for cooperative purchasing, and recent
policy changes to allow for a standing memorandum of
understanding to participate in go forward sourcing events is an
important step to implementing this capability. As an island state,
Hawaii has unique considerations regarding issues such as supplier
diversity, product availability, and redundancy to name a few.
Limitations on the ability for collective action that are not imposed
in other states should be rethought and optimized. The state’s
new process should be fully implemented and communicated,

and practices of other states in the management of cooperative
contracting programs should be reviewed in order to determine
the most optimize the process once it is put into practice.
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PROJECT 1.1: PILOT OPTIMIZED COOPERATIVE
PURCHASING PROGRAM FOR IT ACQUISITION

to build a way forward. The IT acquisition arena provides an
ideal environment to test additional best practices of other
states, including:

- A simple membership application for interested entities to use
to apply for membership to the program and to collaborate on
future purchasing needs;

« A one-time agreement for each member to enter into, that
mimics the current cooperative agreement form used;

- Rules, as necessary, to establish the program and define
eligible entities that can be members of the program; and,

« If a nominal fee should be charged for membership (if
statutory allowed) to help support administration, marketing
and training regarding the program.

PROJECT 1.2: OPTIMIZE THE RULE
FOR CROSS ENTITY CONTRACT USE

Although piggybacking in the long term is not as effective as
other means of contracting, the current inability to consider
the use of this contracting method, given the gaps in the
current contracting portfolio, is a detriment to the State. It is
recommended the State revaluate HAR 3-128, Sec. 3-128-2, and
amend it to enable piggybacking in limited situations where
contracts have incorporated language anticipating the use of
the contract by another state or governmental entity. The CIO
and CPO should work together with the goal that the high
majority (80%) of purchasing should still go through state-
competed contract portfolio, or through alliance-competed
contracts to which Hawaii is a party (such as WSCA). As
complement to this state based procurement, the State should
allow for the use of the following contracts (for the remaining
20% as required):

- Federal contracts and GSA Schedule contracts;

» Other state contracts bid with published piggybacking
provisions; and,

- Other cooperative contracts that were competitively bid with
piggybacking provisions

To provide assurances that piggybacking is appropriately
leveraged, the State should establish a defined process that
requires submission for approval with an analysis of contracting
method, pricing and terms prior to entering into the contract.

It should be noted that if a cooperative contracting program

is established in the state, it will greatly eliminate many of the
issues related to piggybacking.
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PROJECT 1.3: ESTABLISH AN IT
ACQUISITION COORDINATING COMMITTEE

To seek collective acquisition opportunities in IT acquisitions,
OIMT should establish an IT Acquisition Coordinating Committee
that meets regularly to discuss IT acquisition needs amongst
key stakeholders and representative entities and with OIMT
management and staff. The committee can also be an excellent
forum for identifying problems or issues that have an impact
across agency lines. To be sure to include all state entities in this
committee it may be wise to establish multiple subcommittees
for large agencies, small agencies and/or local government. It is
recommended that the State use the State Agency Coordinating
Committee in Texas or the CIO Council in Virginia as models for
structure and organization of this committee.

INITIATIVE #2: OPTIMIZE THE
STATE ACQUISITION PROCESS

Hawaii currently has a lengthy, resource intensive and manual
process for acquiring goods and services. Much of this has been
brought about by resource cuts to SPO (and other agencies),
and the resulting delegation of authority to Agencies, who do not
have the appropriate staff, support infrastructure or technology
supporting the process to effectively and efficiently spend state
budget funds to meet the policy objectives of the legislature
and state leadership. To align with acquisition processes of other
states, Hawaii must identify and implement opportunities to
optimize processes in the Acquisition Life Cycle. Hawaii must
consider adding critical resources and consolidating functions

in the IT Acquisitions lifecycle within the SPO and OIMT.

PROJECT 2.1: CREATE A DEDICATED PURCHASING/
SOURCING GROUP AT 0IMT

Although this project should ideally be a statewide effort, in an
effort to establish the necessary support infrastructure to meet
the legislative mandate for IT acquisitions in the current FY; it is
recommended that OIMT move immediately to create a dedicated
purchasing/sourcing capacity. Responsibilities that need to be
addressed include:

» Complete required purchasing processes to acquire IT goods and
services for OIMT;

« Identify needs and develop requirements for statewide IT contracts;

- Manage statewide IT contracts in a category manager
approach; and,

« Provide assistance and guidance as SMEs for other non-statewide
IT acquisitions.

State of Hawaii Business and IT/IRM Transformation Plan

Given the scope of work and the aggressive timelines, this requires
an IT Procurement Manager and six to eight additional sourcing
analyst resources, with the following core skillsets:

» Procurement and strategic sourcing;

« |IT shared services procurements;

» Spend analytics and performance management;
+ Business process reengineering; and,

- Contract management.

This dedicated sourcing group will not only enable OIMT deliver on
the short-term directives of the legislature and Governor, but will

also provide OIMT with the ability to execute on longer-term efforts
toward establishing a comprehensive statewide contract portfolio for
IT goods, services, and shared services that are critical to the State.
The CIO should be resourced at a scale similar to other leading states
in IT Acquisitions.

PROJECT 2.2: CREATE A DEDICATED IT
PROCUREMENT SUPPORT GROUP AT SPO

For the same reasons OIMT should implement a sourcing
planning group at the agency, it is highly recommended that
SPO would add a dedicated IT procurement support resources.
These resources should be tasked to assist OIMT in a buyer
capacity in the procurement of statewide IT goods and
services and assist agencies and other governmental entities

in utilization of state IT contracts. At a minimum, this should
include be a couple of dedicated resources in the short term,
potentially adding more resources as an additional supplement
once the two year bid schedule described below is completed.
The SPO should be resourced at a scale similar to other leading
states in IT Acquisitions.

PROJECT 2.3: DEVELOP AN IT ACQUISITION
AND CONTRACT MANAGEMENT GUIDE

Due to special requirements for IT acquisitions and the need

to provide specialized guidance to buyers, it is recommended
that OIMT develop an IT Acquisition and Contract Management
Guide. The Guide should be a single authoritative source for the
entirety of the Acquisition Life Cycle processes (prioritize, plan,
procure, manage and optimize) for IT acquisitions and should
seek to compile, in an easy to follow way, all state policies and
processes. The goal of the document should be to translate the
policy to process - “can do”/”can’t do” into “should do”/“how
to.” The guide should include a process flow chart to assist
buyers in all process steps required to complete a purchase and
should reflect all the different acquisition process, including

all special and exception processes and special practices
related to IT acquisitions. Additionally, as projects outlined in
this plan related to IT acquisition planning and governance are
implemented, these processes should be incorporated into

the Guide as well.
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PROJECT 2.4: REVIEW AND UPDATE
ACQUISITION TEMPLATES

The goal of this initiative is to make the work of the buyer more
effective and efficient. One means of helping buyers be more
efficient is to provide them with tools that minimize the level

of effort required to complete the process. One tool set that is
especially helpful in the Acquisition Life Cycle is templates that
provide direction and structure to the work.

It is recommended that the State identify, catalog and prioritize
the review, and update and/or development of acquisition

related document templates to facilitate the acquisition process.

Examples of templates that could be created by the State
include, but are not limited to:

« RFP Template for IT Goods and Services

 IFB Template for IT Goods and Services

- Standard Terms and Conditions for IT Goods

- Standard Terms and Conditions for IT Services

« |IT Special Terms & Conditions
- Hardware
- Software
- Services

- Maintenance

These templates, if built and designed properly, will help the
buyer to navigate the acquisition processes and make sure that
necessary steps are completed that limit rework.

PROJECT 2.5: AUTOMATE THE CREATION
AND PROCESSING OF PURCHASE ORDERS

Although the implementation of Project 2.7 below will address
the underlying concerns driving the need for this project, the
implementation of an eProcurement solution is a long-term
solution. The manual processing of purchase is a current concern
that may be addressed through implementation of a short-term fix
while efforts are progressing to a longer-term solution. As such,

it is recommended that the State do a short term assessment of
automation of the creation and processing of purchase orders.

In review of the current state it was noted that DAGS had
developed a tool for creation and completion of the purchase
order form. The broad use of the tool was not evident, as numerous
stakeholders noted frustration with the completion of the six-part
NCR purchase order form that required the use of a typewriter

to complete.

Deployment of an ERP Acquisition Module will address this issue
in the long run, but in the short-term, the State should seek to

eliminate use of the 6-part forms and rapidly assess the ability to
deploy a uniform solution for creation and completion of Purchase

29 | State of Hawaii Business and IT/IRM Transformation Plan

Orders for use by all agencies. This assessment should consider
the viability of the use of available short term options as a potential
solution, and should seek to incorporate an automated workflow
process for reviews and approvals of the Purchase Order as well.

Deployment of a solution will to lead to efficiencies in the creation
and completion of the Purchase Order and eliminate unneeded
costs associated with the use of the six-part form and the
antiquated equipment required to complete it.

Deployment of an ERP or eProcurement solution will address
this issue in the long run, but in the short term, the State should
seek to eliminate use of the six-part form and rapidly assess the
ability to deploy a uniform solution for creation and completion
of purchase orders for use by all agencies. This assessment
should consider the viability of the use of available short-term
options as a potential solution, and should seek to incorporate
an automated workflow process for reviews and approvals of
the purchase order as well.

Deployment of a solution will to lead to efficiencies in the
creation and completion of the purchase order and eliminate
unneeded costs associated with the use of the six-part form
and the antiquated equipment required to complete it.

PROJECT 2.6: REVIEW AND OPTIMIZE
CONTRACT REVIEW PROCESSES

In the review of current state, stakeholders regularly expressed
their frustration with processes that followed the identification
of a successful vendor in evaluations. These processes included
development of terms and conditions, contract execution,
vendor compliance and contract pre-audit.

It is recommended that the State review these processes and
seek to identify opportunities for process reengineering and
optimization. This project should include developing clear
guidance to buyers for each process for incorporation into the
Procurement Guide identified in Project 2.3 above. Examples of
specific issues raised in these processes that should be reviewed
included:

- Attorney General State standard terms and conditions;
+ DAGS pre-audit and encumbrance process;

- Contract execution and signature requirements;

« Use of e-signatures for contracts;

- Vendor compliance via use of the Hawaii compliance Express
(HCE) system; and,

« Prompt payment of vendors.
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PROJECT 2.7: PRIORITIZE AS A FOUNDATIONAL PROJECT
THE MODERNIZATION OF STATE FINANCIAL AND
PROCUREMENT SYSTEMS

The majority of the inefficiencies in the acquisition life cycle in
Hawaii stem from the lack of deployed automated systems to
support the acquisition processes. As such it is recommended
that the State immediately prioritize as a foundational project
the deployment of modern automated systems that support
the acquisition process, including the modernization of the
state financial and procurement systems. As part of this project,
the State should consider the migration of HePS

into a more complete ERP Acquisition module solution.

The state is in the early stages of development of a business
case and functional requirements for an Enterprise Resource
Planning (ERP) solution. A key component of this ERP solution
is the incorporation of Acquisition as a line of business,

either as a module from an ERP system, or leveraging one of
several options for integrating a stand-alone eProcurement

or eAcquisition system. ERP is often a significant deployment
effort and because of the focus on ERP as a state financial
system of record, procurement or acquisition is often not an
initial module to be deployed. In its ERP business case, the state
should assess both options, the deployment of eProcurement
as a component of ERP or as a separate

system, to determine which is best suited to meeting the
needs of the State.

Figure 5 provides an overview of an eProcurement Maturity
Model that represents the value that an eProcurement solution

y/
/f:outract
Portfolio
~ Optimization

Figure 5: eProcurement Maturity Model

can provide to the organization and the role it may play in a
target future state. In developing a business case and functional
requirements for an eProcurement solution the State should
seek to deploy a solution that, at a minimum, seeks to deploy
the first two levels of maturity with a long-term vision of
implementing a solution that reaches the remaining levels of
maturity in the model.

In doing this, the State can implement a solution that
automates acquisition processes and uses technology to
enforce the acquisition policies and rules of the State. Some of
this functionality may be provided directly in an eProcurement
solution, or it may be incorporated in the ERP solution and
integrated with the eProcurement solution in a way that
provides seamless end-to-end processing.

INITIATIVE #3: MAXIMIZE STATE PURCHASING POWER THROUGH A COMPREHENSIVE IT CONTRACT PORTFOLIO

Another means of making the acquisition process effective and efficient, and helping buyers to expediently acquire the goods and
services they require, is to establish a comprehensive portfolio of broadly available statewide contracts. A well designed portfolio of
contracts should seek to maximize state spend under management which allows buyer to:

» Acquire needed goods and services in an expedited manner by not having to solicit for every need; and,

« Focus acquisition efforts on unique or more complex agency specific needs.
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Figure 6: Reducing Acquisition Effort
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Figure 6 below provides an overview of the impact the
implementation of this initiative will have on reducing the
acquisition effort of buyers at the State. Today the State performs
a substantial amount of acquisition initiatives “from scratch,”

i.e. starting in effect with a blank piece of paper. The middle

line demonstrates what impact the implementation of Project

2.4 above would have on the process, providing buyers with
templates and tools to expedite the acquisition process. With a
broad statewide IT contract portfolio in place, buyers are able

to focus on development of a statement of work, an accelerated
determination process, and the ability to execute a purchase
against an already solicited, negotiated and awarded contract set.
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Transitioning the acquisition focus from “Acquisition from Scratch” to utilizing master contracts for goods and services that can
be commoditized has two major positive impacts. For low complexity contracting areas, a comprehensive program of vendor
contracts and state driven term contracts puts a substantial portion of the state spend under management. It also frees up the
resources needed to pursue the large requirement based bids that provide an opportunity to transform the state, and emphasizes
those as a professional discipline. This shift over time creates appropriate emphasis on both transactional acquisitions, and
transformational acquisitions. These concepts are presented as a model in Figure 7.

Figure 7: Transactional vs. Transformational Acquisition

PROJECT 3.1: DEVELOP AND EXECUTE ON A TWO YEAR
SOURCING PLAN TO ESTABLISH A COMPREHENSIVE
STATEWIDE IT CONTRACT PORTFOLIO

Before the State can establish a comprehensive statewide

IT contract portfolio, it must identify contracting gaps and
prioritize these opportunities. It is recommended that the State,
lead by the CIO and OIMT, develop a two year sourcing plan to
establish a comprehensive statewide IT contract portfolio and
then work diligently to execute against the plan.

The first step in developing a comprehensive IT contract
portfolio is to review the current IT contract portfolio at the
State and determine what gaps exist. To accomplish this in the
current environment the State will need to analyze existing
statewide and agency IT contracts, vendor reports for existing
contracts, and overall IT spend for the State.

With this information the contract gaps can be identified,
and with the help of state leadership and key stakeholders,
contracting opportunities identified can be prioritized toward
the development of a prioritized two year sourcing plan to
execute against. Focus for the two year plan should be on
identifying contracting opportunities that maximize spend
under management (see Figure 7) for IT goods and services.

Contracts should be solicited to allow for use by all state
government entities, and non-state entities, to allow for the
greatest aggregation of volume to drive the best pricing and
terms for the State. Contracts should also be fully negotiated
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and have fixed contract terms and conditions to eliminate the
need for renegotiation at each purchase against the contract.
Because these contracts will be used for the procurement of IT
infrastructure at the State, they must support the goals of OIMT
for state IT standards and architecture and be mandatory use
for executive branch agencies (with exclusions noted in Figure
3) under the newly created authority of the CIO.

PROJECT 3.3 ESTABLISH PERFORMANCE MEASURES FOR
STATE IT CONTRACT PORTFOLIO AND VENDORS

The establishment of a comprehensive contract portfolio, while
a major step forward for the State, is not enough on its own.

In the longer-term, the State must be able to measure the
performance of the contract portfolio to know if the portfolio is:

1. Meeting the needs of the buyers;

2. The right mix of contracts;

3. Competitively priced in the market; and,
4. Meeting the policy objectives of the state.

Examples of the performance measures the State should seek
to track and monitor include, but are not limited to:

- Efficiencies driven through establishment of contract portfolio
- How much is going through the contracts?
- How much time to complete purchases on
existing contracts?
- How much time to complete steps in the
procurement process?
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- Quality of the contract portfolio
- How well is the contract portfolio meeting the needs of
state entities?
- Do we have the right contracts?

- Is the pricing on the contracts competitive with other
available options?

- How do we enforce state policy through our
contracting efforts?
- Are we contracting with small business, minority business,
local business, etc.?
- How often do entities go off-contract or do
special procurements?

- Are we getting multiple valuable responses to bids?

With this information the State will be able to identify spend
patterns, procurement patterns, perform comparative
benchmarking and track performance of the contracts and
vendors under contract in a way that enables them to make
management decisions on the contract portfolio.

INITIATIVE #4: ESTABLISH ACQUISITION REVIEW
PRACTICES THAT REINFORCE IT PRIORITIES, ENTERPRISE
ARCHITECTURE AND GOVERNANCE

OIMT is establishing a governance and portfolio management
process that will ensure that all acquisitions of information
technology are reviewed to be in compliance with the
Enterprise Architecture (EA). There are three tiers of reviews:

« Tier 1: Minor Acquisitions (<$100,000) - Reviewed by OIMT
for compliance with priorities, EA, and security and privacy.
Acquisitions in full compliance will be approved by CIO.

= Tier 2: Medium Acquisitions ($100,000 - $1,000,000) or non-
compliant Minor Acquisitions - Reviewed and approved by CIO
Council.

= Tier 3: Large Acquisitions (>$1,000,000) - Reviewed and
recommended for approval by CIO Council, approved by
Executive Leadership Council.

The EA establishes the standards and patterns for the
envisioned future state of the State’s business and IT/IRM
environment. The EA reflects the priorities established in the
IT Strategic Plan. Because mission, business, and technology
needs and capabilities can change, proposed acquisitions
that deviate from the established EA may be approved on

a case-by-case basis. The EA will be updated to reflect the
new information, and will also be updated periodically in
consultation with the CIO Council and Executive

Leadership Council.

It is important to note that the B&F Director (de facto CFO),
ClO, Comptroller and CPO of the State of Hawai i have no
visibility as to the actual expenditures or associated breakout
for enterprise IT with requisite detail and business intelligence/
analytics. Consequently, there is no ability to mitigate
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duplication of effort, explore synergy opportunities, verify
alignment with business needs, and realize cost efficiency and
mission effectiveness on an enterprise scale. This situation
needs an urgent fix.

PROJECT 4.1: DEVELOP AND IMPLEMENT A FORMAL IT
STRATEGIC PLANNING PROCESS THAT INCORPORATES IT
ACQUISITION PLANNING

In order for the State CIO to have transparency into the
planned initiatives and projects at agencies, and to make
certain they are aligned with IT priorities of the State it is
recommended that the State establish a formal IT strategic
planning process that incorporates IT acquisition planning as
a key component of the process.

The strategic planning process should at minimum include the
development of the following:

- State IT Strategic Plan that establishes the IT roadmap
and priorities for the State;

« Agency IT Strategic Plans that identifies anticipated
technology initiatives of the agency and speaks to how
the initiatives align with the priorities established in the
State Strategic Plan; and,

- Call for Projects that identifies anticipated agency IT
projects for the coming biennium.

It is recommended that each strategic planning

component be performed in a recurring manner on an
established schedule that aligns with and facilitates the
budget planning process. To be effective the process must not
be obtrusive and complicated for agencies to complete and as
such templates for the completion of each component should
be developed that delineate the required information agencies
must provide and that are simple and easy to complete and
submit. Where agencies are already completing strategic
plans, the IT strategic plan can simply be incorporated into the
larger strategic plan.

PROJECT 4.2: DEVELOP AND IMPLEMENT A PLANNED
ACQUISITION SCHEDULES PROCESS

To help the State CIO and OIMT stay abreast of the anticipated
needs of the agencies for IT goods and services it is
recommended that the State develop and implement a Planned
Acquisition Schedule process. The Planned Acquisition Schedule
is a rolling 12 month forecast of technology purchases that

is updated on regular intervals always with a 12 month view.

This process is valuable in helping provide the State CIO with

a comprehensive view of overall IT needs of the State that
enables the State CIO to determine the need for spend category
prioritization and project contract portfolio reach.

Like the IT strategic planning process, to be effective the
process must not be obtrusive and complicated for agencies.
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As such the process should require agencies to provide the
minimum level of information necessary to gain a comprehensive
view of anticipated IT acquisitions. Additionally, templates for
the schedule should be developed and provided to agencies that
delineate the required information agencies must provide and
that are simple and easy to complete and submit.

Like the IT strategic planning process, an effective process
must not be obtrusive and complicated for agencies. The
process should require agencies to provide the minimum

level of information necessary to gain a comprehensive view
of anticipated IT acquisitions. Additionally, templates for the
schedule should be developed and provided to agencies that
are simple and easy to complete and submit and delineate the
required information they must provide.

PROJECT 4.3: DEVELOP AND IMPLEMENT POLICY
RELATED TO CIO REVIEW OF IT ACQUISITIONS

Current policy requires that the State CIO review and approve
certain IT acquisitions of executive branch agencies. To make
certain this process is efficient and effective and meeting the
policy objectives of the State, it is recommended that the State
ClO develop and implement policy related to the review of IT
Acquisitions. The policy should set expectations and timelines
for agencies and should seek to highly constrain and eliminate
emergency reviews.

Once enterprise architecture standards are established and
supported through a comprehensive statewide contract
portfolio, the process should also create pathways for agencies
to bypass review for acquisitions using the contract portfolio or
meeting established standards.

INITIATIVE #5: IDENTIFY, PRIORITIZE AND EXECUTE
ON SHARED SERVICE INITIATIVES THAT CREATE THE
FOUNDATION FOR SUCCESS FOR HAVVAII IN THE
DECADES T0 COME

While Initiative 3 sought to establish a comprehensive contract
portfolio of IT contracts for the state, those contracts are
focused on addressing the standard IT goods and services
needs of state entities. However, there are certain areas in IT
where the whole is greater than the sum of the parts - referred
to as shared services.

A shared service is the consolidation and provision of a
common service by a central state entity that is utilized by
other state entities. In this model, redundancy of resources and
expenditures across state entities is eliminated and replaced
with a model where funding and resourcing for the service is
shared across state entities with the providing department
effectively becomes an internal service provider.
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To elevate the IT organization, it is recommended that the
State begin efforts to identify and prioritize opportunities for
shared services and execute to establish these shared services
for the State under the auspices of the State CIO and OIMT.
Implementing this initiative will move the State into the modern
area of technology service delivery and create a foundation for
success for Hawaii for decades to come.

PROJECT 5.1: DEVELOP AND EXECUTE ON A TWO YEAR
SOURCING PLAN TO ESTABLISH A SHARED SERVICES
PORTFOLIO UNDER THE CIO

Before the State can implement shared services, it must identify
where shared services opportunities exist at the State. Toward
that end, it is recommmended that the State CIO and OIMT

work with state leadership and state and local stakeholders to
identify and prioritize shared services opportunities toward the
development of a two year sourcing plan to execute against.

Examples of shared services areas the State should consider
include, but are not limited to:

- Data Center Services

+ Cloud Services

» Telecommunication (Landline and Wireless)

» Networking

- ERP

+ Enterprise Email

- Data Warehousing/Business Intelligence and Logistics

- GIS data and systems
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b.0 IMPLEMENTATION STRATEGY

The following tables compile and sequence the project work described in the Section 4.0 providing a timetable for implementation
of the projects associated with the key initiatives required move the state from the current “As Is” state to the envisioned future
state model for IT acquisition.

5.1 IMMEDIATE STRATEGIES AND TIMEFRAMES (THE FIRST SIX MONTHS)

1.1 Pilot optimized cooperative purchasing program for IT acquisition.

1.2 Optimize the rule for cross-entity contract use.

2.1a Create a dedicated purchasing/sourcing group at OIMT.

22 Create a dedicated IT procurement support group at SPO.

2.7 Prioritize, as a foundational project, the modernization of state financial and procurement systems.
3.1a Develop a two-year sourcing plan to establish a comprehensive statewide IT contract portfolio.

5.2 SHORT-TERM STRATEGIES AND TIMEFRAMES (SIX MONTHS—ONE YEAR)

3.1b Execute on the two- year sourcing plan to establish a comprehensive statewide IT contract portfolio.
5.1a Develop a two-year sourcing plan to establish a shared services portfolio under the CIO.

23 Develop an IT Acquisition and Contract Management Guide.

24 Review and update acquisition templates.

25 Automate the creation and processing of purchase orders.

26 Review and optimize contract review processes.

5.3 LONG-TERM STRATEGIES AND TIMEFRAMES (ONE-THREE YEARS)

5.1b Execute on the two-year sourcing plan to establish a shared services portfolio under the CIO.

1.3 Establish an IT Acquisition Coordinating Committee.

41 Develop and implement a formal IT strategic planning process that incorporates IT acquisition planning.
42 Develop and implement a Planned Acquisition Schedules process.

43 Develop and implement policy related to CIO review of IT acquisitions.

3.2 Establish performance measures for State IT contract portfolio and vendors.

2.1b Create dedicated purchasing/sourcing groups at state agencies

N/A Work with SPO on a detailed assessment of State acquisition policy and process."

'This project is not specifically identified in the plan as the plan was focused on IT acquisition only, but is a project the State should seek to implement
in the long-term.
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6.0 FUNDING CONSIDERATIONS

Many of the projects that are outlined in the plan, while requiring personnel resources to execute do not require significant outlays
of funds to implement as they are business process reengineering efforts. While typical methods of funding projects outlined in
this plan would be general revenue funds or bonding mechanisms, the State has an available funding mechanism is has not yet
implemented related to procurement - administrative fees.

Administrative fees are fees that are assessed and paid to the State on statewide contracts. They are meant to generate revenue
for the State to offset costs associated with administrative function of procurement, but in this case could also be used for costs
associated with the reengineering efforts and technology deployments such as eProcurement and/or ERP. Administrative fees can
be applied in several approaches to include:

- Fee paid by vendors based on total purchases with the vendor;
- Fee paid by vendor based on dollar value of the purchase order (with caps); or,
- Fee paid by the agency based on dollar value of the purchase order.

The majority of states use some sort of administrative fee to support the central procurement function and the IT procurement
function (where applicable). The most common approach seen in states is to assess a vendor fee in either of the first two models
outlined above. Vendors are then able to factor this into their pricing and build it into the bid responses provided to the State for
contracts where the fee will be applied. In some cases the fee is sent directly to the state and simply retained as part of general
revenue, in other cases it is directed to the procurement entity and in yet others it is some combination of the two. In all cases, it
derives significant revenue to the State.

To be an effective revenue source for the State, the fee must be both reasonable and defensible. To meet both criteria the fee must
not be excessive such that it deters vendors from wanting to do business with the state or causes unacceptable cost models for
agencies, and should be based on an analysis of current and future revenue needs so as not to be viewed as a cash cow.

1.0 CONCLUSION

This plan represents a call to action to move Hawaii to be a model for the nation in IT acquisition strategy, and the work begins
today. Mahalo.
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APPENDIX A: CI0/CPO COORDINATION FACTORS MEMO

KEY CIO-CPO COORDINATION FACTORS

Statement of Understanding Related to Technology Procurement in Hawai‘i

CPO has the statutory authority to establish statewide contracts:

» Statewide is defined as the Executive Branch agencies

* Any additional entities - even if the contract is established by CPO - must be specified in the document under
the administrative policy regarding “piggybacking”

* Agencies may establish co-operative contracts, but only within and among named parties

* Agencies have an option to request that SPO lead a statewide contract (Form SPO-018)

« » CPO indicated there would be scenarios where they would be willing to designate an agency to lead a statewide
contracting effort - in effect, enable the statewide contracting authority to be led by an agency with a specific expertise
if it advanced the state goals and purpose

CIO has the authority to direct Executive Branch agencies regarding technology:

» Oversees statewide information technology governance

» Develops, implements, and manages statewide information technology governance

» Develops, implements, and manages the state technology strategic plans

* Develops and implements statewide technology standards

 Legislation pending signature indicates that foundational elements of the technology strategic plan “must”
be implemented in 2012-2013

* The same legislation described expedited procurement regarding these initiatives as “essential”

Technology direction is within the designated authority of the CIO, yet making true change in technology strategy and vendor

behavior requires statewide contracting:

= With individual agency technology acquisition, success in one agency’s T&C’s/price/scope/etc. does not translate to
any other agency’s success

* Hawaii, with its unique characteristics, has an clear need for a coordinated technology vendor management strategy

« Coordinated vendor management strategy can only happen with buying strategy supported by enterprise architecture and new
shared service offerings.

* The limitations described above (including piggybacking limitations) mean that technology contracts should be established
with broad scope from the beginning to benefit as many agencies as possible as architecture converges

ClO and CPO can coordinate their authority and areas of expertise in a way that powers the future state technology strategy:

» CIO should have the subject matter expertise and resource base to develop, and coordinate a contract portfolio
comprising the technology spend of the state

* ClO bid development should reinforce state acquisition policy

» CPO should coordinate with the CIO to release solicitations under the authority of the CPO in order to make them statewide contracts

* ClO should be responsible for the outreach necessary to interested parties outside of the executive branch consistent with state
piggybacking policy

» « Recent examples of this type of collaboration: State Portal Contract and Network Equipment
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APPENDIX B: CIO/SPO AGREEMENT

AGREEMENT OF RESPONSIBILITY BETWEEN
State Procurement Office
and
Office of Information Management and Technology
Regarding the
Planning, Design, Procurement and Contract Management

of

Information Technology Goods and Services

August 2012

The Primary (P) entity is responsible for initiating and completing the tasking.
The Secondary (S) entity is responsible for assisting the effort.
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PLANNING, DESIGN, SOLICITATION DEVELOPMENT

General

Overview/background P TBD by OIMT
Goals and objectives P TBD by OIMT
Obtaining all applicable approvals P TBD by OIMT
Operational IT standards P TBD by OIMT
Sco'pe o'f Serwc'es /pr'OJect conflg'u.ratmn, s\./sterns p TBD by OIMT
design, integration & interoperability specifications

Service prioritization P TBD by OIMT
Geographic location(s) involved P TBD by OIMT
Insurance requirements DAGS, Risk Mgmt. P TBD by OIMT

S
Provide SPO RFI
details/content, B
Request for information (RFl), as applicable HAR §3-122-9.02 review RFl responses Release RFl and TBD by OIMT
and incorporate into receive responses
procurement,
as applicable
Hardware, software, services

Lease vs. purchase P TBD by OIMT
Product description, functional specifications P TBD by OIMT
Technical capabilities P TBD by OIMT
Software licenses P TBD by OIMT
Warranty information for service P TBD by OIMT
Maintenance requirements (annual maintenance cost) P TBD by OIMT
Installation requirements P TBD by OIMT
Consultant services P TBD by OIMT
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PLANNING, DESIGN, SOLICITATION DEVELOPMENT
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Activities

Procurement Requirements
OIMT to coordinate procurement requirements with SPO

Method of procurement determination
* Competitive sealed bidding (IFB)

* Competitive sealed proposals (RFP)
* Professional services

¢ Small purchase

* Sole source

e Emergency

Timeline: Release of solicitation;
offer/proposal submittal deadline,
contract execution, notice to proceed

Determination of type of contract, i.e.,
fixed-price, cost-reimbursement, cost incentive,
performance incentive, time and materials, labor
hour, quantity, installment

Single or multiple awards, and the basis
of the awards

Term of contract, including extension periods

Provisions for early termination and renewals

Encumbered or open-ended contract

Method of payment: e.g., unit rate, fee for service,
deliverables/milestones

Allowable contract price adjustments

Bid security, contract performance bond,
payment bond, as applicable

Preferences, i.e., software development,
tax preference

Public Procurement Notice

Pre-bid/pre-proposal conference schedule,
as applicable

PLANNING, DESIGN, SOLICITATION DEVELOPMENT

Reference

HRS §103D-301

HAR §3-122-16

HAR chapter 3-122
subchapters 5 and 6

HAR §3-122-135

HAR §83-122-145 and
3-122-146

HAR §3-122-7
HAR chapter 125

HAR §83-125-21 and
3-122-7

HAR §3-122-102

HRS §103D-309
HAR 883-122-21 and
3-122-46

HAR §3-125-2

HAR chapter 3-122
subchapter 24

HAR chapter 3-124

HAR §3-122-16.03

HAR §3-122-16.05
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Responsible Entity Approximate
Primary (P)/Secondary (S) Completion
oMT SPO Period

Coordinate with SPO
S P
S P
S P
1-2 weeks
S p SPO t(-J
coordinate
with OIMT
S P
S P
S P
S P
S P
S P
S P
P
S P
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PLANNING, DESIGN, SOLICITATION DEVELOPMENT

Competitive Sealed Proposals
e Evaluation committee selection
* Basis of evaluation

* Proposal evaluation criteria w/assigned points

PROCUREMENT PERIOD (FROM POSTING OF PROCUREMENT PUBLIC N[]TICE)

Competitive Sealed Bidding

Procurement public notice released

Pre-bid conference, as applicable

Addenda issued, as needed
* Responses to questions

» Changes to specifications, scope of work, provisions

Receipt, opening and recording of offers
Evaluation of offers

Award of contract

Posting of award

HAR §3-122-45.01

HAR §3-122-52

HAR §3-122-52

2-3 weeks

HAR §3-122-16.03

HAR §3-122-16.05

HAR §3-122-16.06

HAR §3-122-30

HAR §3-122-33

HAR §3-122-33

Procurement
Circular 2010-01

State of Hawaii Business and IT/IRM Transformation Plan

* Min. 10 days
(single step)

e Min. 15 days
for 1st phase
and 10 days for
2nd phase
(multi-step)

Sufficient time
before to allow
offerors to
review
solicitation and
sufficient time
after to prepare
offer

Sufficient time
before submittal
deadline for
offeror(s) to
prepare proposal

1-2 days
Varies
Varies

Within 7 days
from notice
of award
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PROCUREMENT PERIOD (FROM POSTING OF PROCUREMENT PUBLIC N(]TICE)

Competitive Sealed Proposals

Procurement notice released

Pre-proposal conference, as applicable

Addenda issued, as needed :

¢ Responses to questions

* Changes to specifications, scope of work, provisions
« Best and Final Offer (BAFQ), as applicable

Receipt and registration of proposals

Proposal evaluation by evaluation committee,
based on established RFP criteria

» Offeror interviews/product demonstrations/site
visits, as applicable

Discussion with offeror(s), as needed
Best and final offers, as needed

Award of contract

Posting of award

Debriefing, upon request by offeror

HAR §3-122-16.03

HAR §3-122-16.05

HAR §3-122-16.06

HAR §3-122-51

HAR §3-122-52

HAR §3-122-53

HAR §3-122-54

HAR §3-122-57

Procurement Circular
2010-01

HAR §3-122-60
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Min. 30
calendar days

Sufficient time
before to allow
offeror(s) to
review
solicitation and
sufficient time
after to prepare
offer

Sufficient time
before submittal
deadline for
offerer(s) to
prepare proposal

1-2 days

Depending on
procurement
complexity

and number

of proposals
received -
Average 1 month

Varies
2 weeks
Varies

Within 7 days
from notice
of award

Average 1 week
after completion
of evaluations
(within 7 days)
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PROCUREMENT PERIOD (FROM POSTING OF PROCUREMENT PUBLIC NUTICE)

Protest prior to receipt of offers

Protest of award

Procurement Officer written decision on protest - -

Protest Appeal - Department of Commerce
and Consumer Affairs, Office of Administrative
Hearings (DCCA-0AH)

CUNTHACT EXECUTION, MANAGEMENT, AND PAYMENT

DCCA-0AH

Contract Processmg
Draft contract review by Deputy Attorney General Varles
Contract term discussions with potential contractor(s) Varies
Contract Execution
* By Contractor(s)

« By Office of the Attorney General (approval as to form) 5weeks

¢ By SPO Procurement Officer (PO)

Certification/encumbrance for IFB/RFP/Sole Source;
forms (A-47, C-41, transmittal to DAGS, Pre Audit)

Varies
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CONTRACT EXECUTION, MANAGEMENT, AND PAYMENT

Departments and Agencies Involved with the
Process of Contracting with the State

Approximate

Activities Completion Period

Contract Period

Inventory

* Assign inventory tags to equipment

e Enter equipment into inventory system
Contract Payment

Contract Administration

Contract Management

Contract Performance and Fiscal Monitoring
Contract Performance and Fiscal Evaluation
Contract Amendments/Extensions

Responsible for the compliance with HRS chapter 103D,
Hawai'i Procurement Code

Promulgates the Hawai‘i Administrative Rules (HAR) and
issues Procurement Directives, as required

Disclosure of government records

Requires applicable code of ethics for government
employees and officers

Contracting Requirements

Verification prior to award and upon final payment on
Hawai'i Compliance Express (HCE) to obtain Certificate
of Vendor Compliance for:

¢ Internal Revenue Service (IRS),
 Department of Taxation (DOTAX),
 Department of Labor and Industrial Relations (DLIR), and

 Department of Commerce and Consumer Affairs (DCCA)

Obtain Certificate of Insurance, as applicable

Obtain bid/performance/payment bonds, as applicable
(required for construction)
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OIMT and DAGS, Inventory Mgmt.

OIMT and DAGS, Inventory Mgmt.

OIMT and Department of Accounting and General Services
oIMT

0IMT/SPO

oIMT

oIMT

0IMT/SPO

SPO

Procurement Policy Board (PPB) HRS chapter 103D

Office of Information Practices (0IP) and PO
- HRS chapter 92F

State Ethics Commission and Purchasing Agency
HRS chapter 84

SPO

HRS §103D-310(c)

SPO

SPO
HRS §103D-324
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Term of contract
Term of contract
Term of contract
Continuous

Term of contract
Term of contract
Term of contract

Term of contract

Continuous

As required

As required

As required

Required upon award

of contract

Within 10 days to
execute contract

Within 10 days to
execute contract



OTHER RELATED ADMINISTRATIVE REQUIREMENTS
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OTHER RELATED ADMINISTRATIVE REQUIREMENTS

AARON S. FUJIOKA Date SANJEEV BHAGOWALIA Date
Administrator and Chief Procurement Officer Chief Information Officer
State Procurement Office Office of Information Management & Technology
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1 EXECUTIVE SUMMARY



1 EXECUTIVE SUMMARY

In 2010, the Office of the Governor introduced a New Day
Plan designed to take a fresh look at many of State’s most
significant investments with the aim of enhancing efficiency
and effectiveness in key areas. The Information Technology
(IT) program was an investment focused on early in the new
administration. The State’s IT program supports a complex,
diverse, and multifaceted mission and has been identified
as requiring enhancements to its IT security component. In
recognition of the need to provide these enhancements, the
State’s IT management has undertaken efforts to address

IT security and compliance areas that need enhancement

to provide the additional protection to sensitive State

and personal information by refocusing its resources and
reevaluating its goals. The result of this re-evaluation is
reflected in the following plans: Information Assurance

and Cyber Security Program Management, the Information
Assurance and Cyber Security Strategic, Information
Assurance and Cyber Security Governance, Disaster
Recovery and Continuity of Government, and Privacy.

This document presents State’s Information Assurance and
Cyber Security Strategic Plan supporting this initiative.
Strategic plans covering all aspects of business, IT, and
information resource management (IRM) have also been
developed and identified as Phase Il transformation efforts.
Although the projects and the strategy have been well vetted,
they are subject to change pending final approval of State’s IT
Governance Plan.

The Information Assurance and Cyber Security Strategic
Plan, referred to as the Plan, has been prepared in response
to the Chief Information Officer Council (CIOC), Enterprise
Leadership Council (ELC), and the Enterprise Architecture
Advisory Working Group (EA-AWG) as a vital component

of the State of Hawai i Business and IT/IRM Strategic
Transformation Plan. The Plan is a direct result of briefings
provided to the Chief Information Officer (CIO) addressing
improvement of the Information Resources Management of
information assurance and cyber security within the State.
Under the leadership of the CIO, the Information Assurance
and Privacy Advisory Working Group (IA&P-AWG), hereafter
referred to as the authors, prepared this document. This Plan
recommends both a strategic and tactical approach to IT
security improvements using a risk management framework
that addresses current and future needs of the State’s
security posture while recognizing the technical, financial,
and cultural needs of State’s organizational subcomponents.

State of Hawaii Business and IT/IRM Transformation Plan

The Plan includes initiative and project recommendations that
specifically focus on enhancements and advancements that
address specific security needs and establish a long-term
(three-to-five year) strategic direction for the Information
Assurance (IA) and Cyber Security (CS) Program.

As noted earlier, the strategy outlined in this Plan is a
companion document meant to complement the Office of
Information Management and Technology’s (OIMT’s) IT/

IRM Transformation Architecture. The IA and CS Strategic,
Program Management, Continuity of Operations and Disaster
Recovery, Privacy, and Governance plans identify much of the
foundational structure. The management roles, responsibilities,
and oversight functions; risk-management processes;
compliance, security, and efficiency goals; and foundational
program and project management processes necessary

to support the strategic direction and tactical efforts are
identified in this Plan.

In preparing the Plan, the authors evaluated the current state
of IA and CS within the State at the department, division,

and branch levels. Using legislated requirements, educational
studies, industry and government best practices and planning
documents, department and organizational commitments and
lines of business (LOBs), and the experience and knowledge
of the team members to build a list of prioritized initiatives,

a strategy was developed that will help to focus State’s
technology efforts.

By adopting any of the initiative recommendations identified,
a significant improvement the State’s security posture will
be achieved.

All of the recommended initiatives represent significant
investments of both capital and human resources; however,
the benefits derived in implementing these initiatives greatly
outweigh the potential risks associated with damage to State’s
reputation, mission activities, and public trust.
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This Plan defines and prioritizes a number of IA and CS
initiatives that the State must undertake to enhance the
protection of information. While referred to as a strategy,
the Plan is more properly a list of strategic investments. In
preparing the Plan, the authors have made a strong effort to
consolidate previously identified projects (where practical),
provide scope and definition to each of the identified efforts,
identify the general risks addressed by the initiative, and
provide a foundation that can later be refined by formal
project teams. In addition, to support a higher-level evaluation
of which initiatives can be undertaken and when, the Plan
attempts to identify any significant dependencies associated
with the initiatives.

2.1 BACKGROUND

The State’s various mission objectives, geographically diverse
organizational structures, and many partnerships present
unigue technical challenges. The effectiveness of the techniques
currently employed within the departments to address risks

to information is inconsistent, and the use of the technologies
has not been used to maximum capabilities. Former |A and CS
programs and related management plans, strategies, processes,
and initiatives established a succession of progressively
elaborative IA and CS improvement tactics that built a sound
foundation and established direction for the State’s |A and

CS program.

The approach in this Plan combines, defines, and prioritizes a
list of multiple investments intended to consolidate all State
departmental IT security initiatives into a shorter, more concise
list of key investment efforts. Although it is still not a short list,
the remaining initiatives can be evaluated with other IT/IRM
program projects and available resources to decide which can
be realistically accomplished. The risk assessments outlined

in this Plan can provide key IT, mission, and stakeholder
communities with an important decision-making tool when
evaluating and documenting the risks associated with IA and CS
projects that cannot or will not be completed.

This Plan builds heavily upon the development and deployment
of a multi-layered defense strategy: the Acceptable Risk
Management (ARM) and the IT Certification and Security
Experts ISC2® Certified Information System Security
Professional (CISSP) 10 Domains of Information Assurance.!

2.2 CURRENT AND EMERGING CYBER SECURITY THREATS

Cyber threats pose a critical national and economic security
concern due to the continued advances in—and growing
dependency on—the IT that underpins nearly all aspects

of modern society. Data collection, processing, storage,

and transmission capabilities are increasing exponentially;

meanwhile, mobile, wireless, and cloud computing bring the
full power of the globally connected internet to a myriad of
personal devices and critical infrastructure. Because of market
incentives, innovation in functionality is outpacing innovation
in security, and neither the public nor private sector has been
successful at fully implementing existing best practices.

The impact of this evolution is seen not only in the scope and
nature of cyber security incidents, but also in the range of actors
and targets. In the last year, we observed increased breadth

and sophistication of computer network operations (CNOs) by
both state and non-state actors. Our technical advancements

in detection and attribution shed light on malicious activity, but
cyber intruders continue to explore new means to circumvent
defensive measures.

Among state actors, China and Russia are of particular concern.
As indicated in the October 2011 biennial economic espionage
report from the National Counterintelligence Executive,

entities within these countries are responsible for extensive
illicit intrusions into U.S. computer networks and theft of U.S.
intellectual property.

Non-state actors are also playing an increasing role in
international and domestic politics using social media
technologies. We face a cyber-environment where emerging
technologies are developed and implemented faster than
governments can keep pace, as illustrated by the failed efforts at
censoring social media during the 2011 Arab Spring revolutions
in Tunisia, Egypt, and Libya. Hacker groups, such as Anonymous
and Lulz Security (LulzSec), have conducted distributed denial
of service (DDoS) attacks and website defacements against the
government and corporate interests they oppose. The well-
publicized intrusions into NASDAQ and International Monetary
Fund (IMF) networks underscore the vulnerability of key sectors
of the U.S. and global economy.

Hackers are also circumventing network security by

targeting companies that produce security technologies,
highlighting the challenges to securing online data in the face
of adaptable intruders. The compromise of U.S. and Dutch
digital certificate issuers in 2011 represents a threat to one

of the most fundamental technologies used to secure online
communications and sensitive transactions, such as online
banking. Hackers also accessed the corporate network of

the computer security firm RSA in March 2011 and exfiltrated
data on the algorithms used in its authentication system.
Subsequently, a U.S. defense contractor revealed that hackers
used the information obtained from RSA to access its network.

" International Information Systems Security Certification Consortium, “CISSP Domains, 2012.”

https.//www.isc2.org/cissp-domains/default.aspx [1 May 2012]
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2.2.1 OUTLOOK FOR 2013-2015

We assess that CNO is likely to increase in coming years. Two of
the greatest strategic challenges regarding cyber threats are:

1. The difficulty of providing timely, actionable warning of
cyber threats and incidents, such as identifying past or present
security breaches, definitively attributing them, and accurately
distinguishing between cyber espionage intrusions and
potentially disruptive cyber-attacks.

2. The highly complex vulnerabilities associated with the IT
supply chain for networks.

3. The increase of “Advanced Persistent Threats (APTs)” from
outside entities constitute a major challenge for information
assurance and cyber security professionals. APTs require a
high degree of stealthiness over a prolonged duration of
operation in order to be successful. The attack objectives
therefore typically extend beyond immediate financial gain,
and compromised systems continue to be of service even after
key systems have been breached and initial goals reached.
Implementation of proactive continuous monitoring of
network perimeter, computer systems and infrastructure
is therefore critical for the survivability of state services
and citizen support.

2.2.2 COUNTERINTELLIGENCE

Foreign intelligence services (FIS) are constantly developing
methods and technologies that challenge the ability of
information assurance professionals to protect data, information
systems, and infrastructure. The changing, persistent,
multifaceted nature of these activities makes them particularly
difficult to counter.

Given today’s environment, the authors assess that the most
menacing foreign intelligence threats in the next two to three
years will involve:

» Cyber-enabled Espionage. FIS have launched numerous
computer network operations targeting various government
agencies, businesses, and universities. Many intrusions into U.S.
networks are not being detected or are being detected after
large amounts of sensitive data have already been extricated.
Although most activity detected to date has been targeted
against unclassified networks connected to the internet, foreign
cyber actors have also begun targeting classified networks.

« Insider Threats. Insiders have caused significant damage
to government interests from the theft and unauthorized
disclosure of classified, economic, and proprietary information
and other acts of espionage. Trusted insiders who use their
access for malicious intent represent one of today’s primary
threats to networks.

- Espionage by FIS. The U.S. Government reports that many
foreign countries are aggressive and successful purveyors
of economic espionage against the U.S. Foreign Intelligence
Operations, including cyber capabilities, have dramatically
increased in depth and complexity in recent years. FIS will
remain the top threat to the United States and state interests in
the coming years.

» Hacktivism (Hacker Activism). This is defined as “The activity
of using computers to try to achieve social or political
change.”? Hacktivist organizations accounted for 58 percent of
all data stolen in 2011.3

» Cyber Cartels (aka Cyber Mafia). These large, dispersed
organized cybercrime syndicates use sophisticated and
persistent attempts to gain access to private computer
networks and systems to steal information for personal gains
(e.g., identity theft and blackmail).

Evolving business practices and IT will provide even more
opportunities for trusted insiders, hackers, and others to collect
sensitive data. Corporate supply chains and financial networks
will increasingly rely on global links that can be exploited by
foreign collectors, and the growing use of cloud data processing
and storage may present new challenges to the security and
integrity of sensitive information.

2.3 SCOPE

The Plan presented in this document establishes a prioritized
list of statewide departmental IA and CS investments and
identifies a number of supporting rationale, including the risk
reduction benefits for each. Recommended initiatives are
generic to program needs and made without regard to specific
department needs or future technologies. Initiatives have been
evaluated for their do-ability; initiatives with higher project

risk were not as highly favored as those with more mature
implementation technologies. Although this Plan prioritizes |A
and CS initiatives, it recognizes that the recommendations may
not be approved or assigned to project teams as prioritized.
Therefore, the Plan assumes that initiatives are reviewed by
the IA&P-AWG prior to approval by the CIOC, IPSC, ELC, and
EA-AWG, investments will be assigned to project managers,
and then detailed project and implementation plans will be
developed.

The Plan supports a multi-layered security model and

identifies a number of technical and management-level
recommendations that will improve the security posture of
State. This document is not intended to be an implementation
plan for the recommendations provided. The selection of any
recommendation to be implemented, completion schedules,
resource allocation, budgeting, and impact analysis is beyond
the scope of this plan. As recommendations are reviewed by the
IA&P-AWG and approved by the CIOC, each will be assigned to
a project manager and implementation plans will be developed.

2 Hacktivism, as defined in the Cambridge Business English Dictionary, 2011 Edition

3 “2012 Data Breach Investigations Report.” Verizon RISK Team, March 14, 2012. .http.//www.verizonbusiness.com/resources/reports/ro_data-breach-
investigations-report-2012_en_xg.pdf?CMP=DMC-SMB_Z ZZ ZZ Z TV _N_ZO037 [1Jun. 2012]
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2.4 ALIGNMENTS

This document aligns with and complements the IA and

CS Program Management Plan, materials presented to the
CIOC during recent briefings, departmental priorities, the
Governor’s New Day Plan initiatives and priorities, and current
legislation. Specifically, it is intended to align with the priorities
outlined in the Governor’s New Day Plan and the OIMT’s IT/IRM
Transformation Agenda pending legislative review and funding.

()neHawai i //1‘\\ IT” Unified & Simplified

Access to the right infor ion for
time, anywhere, any mission, securely and reliably

horized users any

Figure 1- CIO’s IT/IRM Transformation Vision

2.51A AND CS PROGRAM MANAGEMENT PLAN

This Plan complements the new IA and CS Program
Management Plan, which defines departmental IA and CS
program roles, responsibilities, and processes with respect

to establishing IA and CS policy, standards, and operational/
oversight functions. It establishes a framework for a common
State risk-based approach that places emphasis on the control
of likely (vs. less likely) risks and threats. This framework will
ensure the safeguarding of organizational information assets
while not ignoring other key factors, such as cost, performance,
mission requirements, and efficiency. The framework will

also establish and document a risk acceptance management
chain based on program-level responsibilities and risk impact
awareness by bringing risk management and acceptance

processes closer to the program level with assurance statements

supporting senior management’s overall responsibilities.

This Plan’s purpose is consolidation and prioritization of the
improvement initiatives for implementation and commitment.
Using the Risk Management Framework in the |A and CS
Program Management Plan and associated governance, the
processes will need to identify and accept residual risks as
needed where remaining gaps exist. The IT/IRM governance
processes will establish a set of those improvement initiatives
that State believes are within our resources to implement

and measure performance/success based on these. This

Plan will identify opportunities for increased efficiencies,
including specifying IA and CS services that are candidates for
enterprise solutions. This Plan will also attempt to identify gaps
in existing compliance functions, evaluate their related risks,
and incorporate prioritized improvement strategies and risk
reassessments into the Plan for continuous re-evaluation

of the strategy.

2.6 PURPOSE AND BENEFITS

This document is intended to:

» Consolidate and replace previous departmental lists
of priorities relating to IA & CS program functions and
recommendations included in various departmental plans
into a single coherent set of recommended initiatives. The
proper prioritization* of the resulting consolidated list of
recommended initiatives should be based on initiatives that:

- First, contribute to both systemically improving security
controls over information and information systems (as
informed by both departmental and OIMT evaluations and
assessments) and that relate to improving those aspects that
adversely impact the ability to provide information in a reliable
and secure way to support any mission.

- Second, only contribute to systemically improving security
controls over information and information systems (as
informed by both departmental and OIMT evaluations
and assessments).

- Third, provide security operations to monitor continuously
the status of security infrastructure in a proactive nature.

- Fourth, provide information assurance guidance and align to
future-state technology deployments in an Agile framework.

4 Prioritization also attempts to take into account the appropriate sequencing of activities necessary to ensure that foundational capabilities exist to

enable the success of dependent activities.

5 This effort is a change in management approach aimed at efficiency improvements and cost avoidance. The goal of the change is to better select and
manage IA resources and projects. An effective IA program will likely result in decreased costs through reduced risk of potential litigation or penalty

associated with significant data breaches.

State of Hawaii Business and IT/IRM Transformation Plan
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- Fifth, contribute to security as an enabler to state
business processes.

- Lastly, contribute to improving security controls over
information and information systems within individual
department/branch IT security programs and specific
information systems (as informed by both departmental and
OIMT evaluations and assessments).

« Serve as the basis upon which comprehensive individual |A
and CS initiative® project plans can be developed that will
improve security and privacy controls:

- Enhance compliance with State and Federal laws.
- Reduce potential State/department liabilities.
- Assist in the support of Federal and private grant proposals.

- Serve as a decision document in IT program-level planning
and as a mechanism to improve resource planning, efficiency,
and economies of scale by clarifying priorities and supporting
integrated projects and enterprise solutions, including:

- Provide a mechanism for the departments to collaborate
on, implement, and establish priorities in a concerted and
coordinated manner.

12 | State of Hawaii Business and IT/IRM Transformation Plan Governance | Information Assurance and Cyber Security Strategic Plan
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3
FUNDAMENTALS OF INFORMATION
ASSURANCE RISK MANAGEMENT

The management, assessment, and mitigation of risks to IT systems are a fundamental component of every organization’s
information assurance and cyber security program. An effective risk management process enables an organization to protect its
information assets and supports its ability to carry out its mission successfully.

Figure 2 - Security Life Cycle

The following activities compose the Risk Management Framework. These activities are fundamental to the management of
organizational risk and can be applied to both new and legacy information systems within the context of the System Development
Life Cycle (SDLC) and the State of Hawai i’s Enterprise Architecture (EA).
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Security categorization standards for information and information systems provide a common framework and understanding for
documenting the potential impact to organizations or individuals should there be a breach of security (e.g., a loss of confidentiality,
integrity, possession, utility authenticity or availability) to information or the information system. Federal Information Processing
Standard (FIPS) 199, Standards for Security Categorization of Federal Information and Information Systems, can assist departments
to determine the security category of data and information systems. The categorization process also promotes effective
management of information systems and consistent reporting.

To address minimum security requirements, the State will make use of security controls from “NIST SP 800-53, Recommended
Security Controls for Federal Information Systems,” summarized® below. This publication provides a catalog of controls that
departments may select to protect their information systems in accordance with their missions and business requirements. An initial
baseline set of security controls is determined based on the impact analysis conducted under the provisions of FIPS standards.
Departments can tailor and supplement the selection of baseline security controls, based on their assessment of risks. Guidance on
tailoring the baseline controls is provided by NIST.

Table 1 - Security Controls Classes, Families, and Identifiers

AC Access Control Technical

AU Audit and Accountability Technical

CM Configuration Management Operational

1A Identification and Authentication Technical

MA Maintenance Operational

PE Physical and Environmental Protection Operational

PS Personnel Security Operational

SA System and Services Acquisition Management

S| System and Information Integrity Operational

6 “NIST 800-53: Recommended Security Controls for Federal Information Systems.” National Institute of Standards and Technology, 20T1.
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lllustration from Information Security Risk Assessment
- Practices of Leading Organizations

3.1 BASIC ELEMENTS OF THE RISK
ASSESSMENT PROCESS

Whether they pertain to information security or other types
of risk, risk assessments are a means of providing decision
makers with information needed to understand factors that
can negatively influence operations and outcomes and make
informed judgments concerning the extent of actions needed
to reduce risk. For example, bank officials have conducted risk
assessments to manage the risk of default associated with
their loan portfolios, and nuclear power plant engineers have
conducted such assessments to manage risks to public health
and safety. As reliance on computer systems and electronic
data has grown, information security risk has joined the array
of risks that governments and businesses must manage.
Regardless of the types of risk being considered, all risk
assessments generally include the following elements:

- |dentifying threats that could harm and adversely affect
critical operations and assets. Threats include such things
as intruders, criminals, disgruntled employees, terrorists, and
natural disasters.

- Estimating the likelihood that such threats will materialize
based on historical information and judgment of
knowledgeable individuals.

- ldentifying and ranking the value, sensitivity, and criticality of
the operations and assets that could be affected should a
threat materialize in order to determine which operations and
assets are the most important.

7 Information Security Risk Assessment - Practices of Leading Organizations. Supplemental Document. Washington D.C., U.S. General Accounting Office.
1999. page 6.
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« For the most critical and sensitive assets and operations,
estimating the potential losses or damage that could occur if a
threat materializes, including recovery costs.

- |dentifying cost-effective actions to mitigate or reduce the
risk. These actions can include implementing new
organizational policies and procedures as well as technical or
physical controls.

« Documenting the results and developing a plan of action and
milestones for mitigating the any identified or residual risk.

There are various models and methods for assessing risk, and
the extent of an analysis and the resources expended can vary
depending on the scope of the assessment and the availability
of reliable data on risk factors. In addition, the availability of data
can affect the extent to which risk assessment results can be
reliably quantified. A quantitative approach generally estimates
the monetary cost of risk and risk reduction techniques based
on 1) the likelihood that a damaging event will occur, 2) the
costs of potential losses, and 3) the costs of mitigating actions
that could be taken. When reliable data based on likelihood
and costs are not available, a qualitative approach can be used
by defining risk in more subjective and general terms such as
high, medium, and low. This makes qualitative assessments
depend more on the expertise, experience, and judgment of
those conducting the assessment. It is also possible to use a
combination of quantitative and qualitative methods.

3.2 ESTABLISH RELATIONSHIPS

The success of the Risk Management Framework is dependent
upon the collaboration among the organization’s many entities.
Working together, senior leaders can make information

risk decisions that ensure the organization’s mission and
business activities remain functional while also maintaining an
acceptable security posture. The Information Security Program
Office reaches out to the organization’s information owners/
information system owners to provide adequate guidance

and direction on the categorization process. In addition, the
Information Security Program Office develops and maintains
relationships with the EA group, the Capital Planning personnel,
and the technical operations personnel. 3.3 Develop Statewide
Categorization Guidance

Information security programs should develop categorization
guidance that supplements the existing guidance provided by
Federal, State, and local compliance requirements and provides
organization-specific procedures and documentation, approval,
and reporting requirements. The specific guidance should
address how information owners/information system owners:

- Integrate the categorization process into the system
development life cycle.

- Handle new information types.

- Conduct the categorization process for their individual
information systems.

- Document the categorization decision in the system
security plan.

- Gain approval for the categorization decision.
» Report the categorization decision.

- Maintain the categorization decision by periodically validating
that the categorization decision has not changed.

3.4 IDENTIFYING TYPES OF RISKS

Risks are very specific to the location, type of enterprise, and
the size of the enterprise. A large multi-national enterprise will
have very different risks than a smaller localized enterprise.

The first step in the risk assessment and analysis is to review the
types of risks involved with a specific enterprise. There are four
basic types of threat categories that can affect an enterprise:
the insider, external, man-made, and natural disaster.

The insider threat is when the physical perimeter of the
enterprise is compromised; this can be by an intruder, as when
Ethan Hawk and company infiltrate the CIA offices in Mission
Impossible. It is also when a current, trusted employee bypasses
the in-place security protocols to gain access to information for
which they do not have a need-to-know requirement.

External threats are less under control of the enterprise because
they are instigated outside the network perimeter by individuals
looking to do harm to the enterprise. Crackers/hackers are the
typical category of external threats.

A sub-category of both internal and external threats is the
man-made threat. The man-made threat can be categorized

as a physical attack or accidents that affect the enterprise

from performing business activities. Typical examples of man-
made threats are the Transportation Security Authority (TSA)
missing the shoe bomb scares in 2001 and 2009,2 the accidental
explosion of a power plant in Connecticut® during final stages
of construction, and the explosion of the oil platform in the

Gulf of Mexico.

Natural disaster threats are typically covered by the Business
Continuity Process (BCP) or Disaster Recovery (DR) arenas

of security, but are still just as relevant depending on the
location(s) of the enterprise. For example, a New York office is
more susceptible to a hurricane, but less likely to be disrupted
by a tornado.

8 Richey, Warren, “Echoes of 2001 shoe bomber in Detroit attack - CSMonitor.” December 28, 2009. The Christian Science Monitor. http.//www.
csmonitor.com/USA/Justice/2009/1228/Echoes-of-2001-shoe-bomber-in-Detroit-attack. [May 8, 2010].

9 “Five dead in Middletown explosion, at least 12 injured, WTNH.com Connecticut.” February 29, 2010. WTNH television. http.//www.wtnh.com/dpp/

news/middlesex_cty/middletown-power-plant-explosion. May 8, 2010.

State of Hawaii Business and IT/IRM Transformation Plan
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Table 2 - Identified Risks

Threat Type Threat Exploit/Vulnerability Exposed Risk

Insider Intruder No security guard or controlled entrance Theft

External Hacker Misconfiguration of firewall Stolen credit card information
Internal Current employee Poor accountability; no audit policy; no security  Loss of integrity; altered data

awareness program

Natural Disaster  Fire

Insufficient fire control

No external facility monitoring; insufficient
physical perimeter; no physical inspection of

Damage or loss of life

Virus infection and loss
of productivity

Loss of productivity
Data loss and

unrecoverable downtime

Data loss and
unrecoverable downtime

External Virus Out-of-date antivirus software
External Spam overload No spam filtering
e-mail system
Internal Hard drive failure No data backup
Man-made Weapons of mass
destruction; e.g., car
bomb; package bomb; incoming packages
biological threat
Man-made Accidental explosion

Once a list of risks to the enterprise is determined, the next
step is to look at the methods and tools that can be used to
determine what risks are the highest priority and/or will bring
the greatest return on investment.

3.5 RISK CATEGORIES

This Plan discusses the prioritization of IA initiatives in terms
of risks. The following generalized risk categories provide a
basis for that discussion. A description has been provided in
an attempt to clarify the types of risks included within each of
the categories. The risks are not ordered by any weighting of
importance nor are they equal in all applications.

1. Information Exposure/Loss: includes risks associated with the
intentional or unintentional loss, theft, compromise, or
disclosure of any type of sensitive department information or
data, either in hard copy printed or soft copy electronic form
that may be exploited by any unauthorized individual.

2. Unauthorized Use: includes risks associated with the
intentional or unintentional use of any type of sensitive
department information or data (in either hard copy printed or
soft-copy electronic form), information system, or processes/
procedures by an unauthorized individual.

3. Exposure to Contaminated Environments: includes risks
associated with the intentional or unintentional exposure of
any type of sensitive department cyber asset or information to
potentially contaminated, untrusted, or insecure environments
that may adversely affect the confidentiality, integrity, or

18 | State of Hawaii Business and IT/IRM Transformation Plan

Non-compliance to OSHA requirements;
bad construction practices

Loss of life; disruption of
business; loss of reputation;
environmental disaster

availability of the exposed cyber asset or information. This can
be done by the introduction of errors to information or data (in
printed or electronic form); the introduction of malicious source
code or software into an information system; or the introduction
of unauthorized changes to automated processes/procedures.

4. Weak Processes: includes risks associated with the intentional
or unintentional harm to any type of sensitive department
information or data (either in hard copy printed or soft copy
electronic form), information system, or processes/procedures
resulting from inadequate controls either technical or manual
(e.g., checks and balances, prone to human error and/or social
engineering, etc.). These risks have the potential to affect the
confidentiality, integrity, or availability of information or the
information system adversely.

5. Unsecured Operating Environments: includes risks associated
with the intentional or unintentional harm to any type of
sensitive department information or data (either in hard copy
printed or soft copy electronic form), information system,
or processes/procedures resulting from inadequate controls
either technical or manual (e.g., enabling the unauthorized
modification of security controls within an information
system increasing the systems vulnerability and susceptibility
of information to compromise, enabling the unauthorized
escalation of privileges to perform inappropriate functions on
a system or to gain unauthorized access to information, etc.).
These risks have the potential to impact the confidentiality,
integrity, or availability of information or the information
system adversely.
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6. Loss of Public Confidence: includes risks associated with
the intentional or unintentional harm to the reputation of the
department and/or its leadership and the confidence of the
public or senior government officials in the department’s ability
to conduct its mission effectively.

7. Exposure to Legal Action: includes risks associated with
financial or non-financial legal actions taken against the
department and/or its leadership. 3.6 Current Risk Assessment
Methodologies

Table 3 - Differences in Methodologies

The two current base methodologies that are used by security
professionals are the qualitative and quantitative methods. Each
method is effective, but completely different in its approach

to determining the level of risk. The issue is that each method
could result in different outcomes.

- Deals with descriptions

= Deals with numbers

- Data is observed but cannot be measured

- Process uses mathematical tools

» Process is quicker

- More rigorous

3.6.1 QUALITATIVE METHOD

The qualitative risk analysis is a process of assessing of the
impact of the identified risks within an enterprise. By using

this process, the priorities of vulnerabilities are determined to
solve the risks based on the impact they could have on the
enterprise. The definite characteristic of the qualitative method

Table 4- Impact/Likelihood of Impact to the Enterprise Matrix

is the use, by the research team, of various subjective indexes
such as ordinal hierarchy values: low-medium-high, vital-critical-
important, benchmark, etc.

As described by Robert Jacobson in his analysis of Risk
Assessment and Risk Management, once each risk is ranked, a
risk matrix (shown in Table 4) can be developed.10

Insignificant

Almost Certain
Likely

Possible
Unlikely

Rare

Moderate Catastrophic

0 Jacobson, Robert V., Computer Security Handbook, VVolume 2, Risk Assessment and Risk Management. New York, NY: John Wiley and Sons, Inc., 2009.

Chapter 62.
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In the example diagram in Figure 4, the point on the upper right is the risk that should be addressed immediately, while the lower
left can be a risk that is accepted by management.

LIKELIHOOD

Unlikely =

Rare

Insignificant Minor

IMPACT
Figure 4 - Impact Assessment of Various Incidents to Enterprise

“Estimating the likelihood of threat quantifiable as financial loss is difficult
because itis based first of all on judgment and professional standing of the analyst.”

Adrian Bogdanel Munteanu

The statement above™ describes the vital issue with the 362 OUANTITATIVE MEI'HUD

qualitative method. Typically, once the list of risks has been

determined, the research is conducted by surveys and Through the quantitative risk analysis method, the assessment
questionnaires. Even with a large cross section of the enterprise team can obtain some numerical results that express

involved with the evaluation, the tendency will be for each an approximate probability of each risk factor and its
functional area of the enterprise to rate their own areas high consequences on the objectives of the enterprise, but also
and vital. ane the surveys and quesicl'onnawes are collec'ted the risks at the individual vulnerability level. The process uses
f’md <:.omp|I.ed, thgre 1S a.hlgh probability that the data will not several different mathematical techniques to evaluate the risks
identify a single risk or risks that need to be addressed. All the and make the determination based on the monetary loss if the
risks will have shown a high-vital mitigation need. risk occurs within a specific period.

" Munteanu, Adrian Bogdanel, “Information Security Risk Assessment: The Qualitative Versus Quantitative Dilemma. Managing Information in the Digital
Economy: Issues & Solutions,” Proceedings of the 6th International Business Information Management Association (IBIMA) Conference, pages 227-232.
June 19-21, 2006. (http.//ssrn.com/abstract=917767)
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The most widely used mathematical models used in qualitative risk:

SLE = AV *EF

ALE = SLE * ARO

Table 5 - Factors in Risk Analysis Equation

Exposure Factor (EF)

The proportion of an asset’s value that is likely to be destroyed by a particular risk
(0% < EF <100%)

Average Rate of Occurrence (ARO)
(0.0 < ARO >1.0)

The probability that an exploitation of a risk will occur within a year

Asset Value (AV)

A monetary value assigned to an asset at risk. This may be based on its actual cost,

and/or the cost of its replacement.

Table 6 - Example Risk Analysis Table

Citizen database Hacked $432,000

74% $320,000 $80,000

Domain controller System failure $82,500

88% $72,500 $18,125

The problem of using the ALE to make the determination of risk
is that, when the ARO is only evaluated at one loss per year and
a risk occurs either during that year or future years, there can be
considerable variance in the actual loss.

For example, using the second example in the table above,
management decides, based on the low ALE value of the risk,
not to implement the risk mitigation solution recommended, a
tape backup solution.

The ARO is high (0.9), meaning that the likelihood of occurrence
is high. With such a high potential, the chance for multiple
occurrences during a single year will increase the actual ALE
higher than what the risk analysis determined. So if a single
enterprise with 10,000 employees has approximately 100 hard
drive failures in a single year, the actual loss is 100 * $1,485 =
$148,500. If the tape backup solution were only a capital cost of
$50,000, then the risk must be ranked just behind the customer
database risk.

State of Hawaii Business and IT/IRM Transformation Plan

Therefore, it is important to make sure when using the
quantitative method of risk analysis not to look at the risk as
a single point in time, but as a value that changes with the
passage of time.

3.7 ALTERNATIVE RISK ASSESSMENT METHODS
3.1.1 PROBABILISTIC RISK ASSESSMENT (PRA)

To perform risk analysis in mechanical systems, the
engineering community primarily uses a quantitative method
of risk assessment. It looks at the concepts of “What can go
wrong?,” “What is most likely to occur?,” and “What will

be the consequences?”

By determining what can go wrong, the PRA then uses event
tree and fault tree analysis to determine what lead to the failure.
PRA then uses this information to determine the consequences
of the failure.
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An example might be the failure of an automatic teller machine
(ATM) to dispense cash. To determine the possible reasons for
the ATM’s failure, the event tree and fault tree would be used.
The consequences would be dissatisfaction of customers and
loss of business.

3.1.2 FORENSIC ANALYSIS OF
RISKS IN ENTERPRISE SYSTEMS (FARES)

FARES is a new risk-centric approach to risk analysis. The
methodology takes a step back from traditional risk analysis,
which looks at individual vulnerabilities, and looks at a
broader view.

This approach uses both qualitative and quantitative aspects of
risk analysis in combination instead of one or the other method.

Peter Stephenson mathematically defines risks in an enterprise
system'? as the following:

p=II(T*v=p)

Information Systems Risk (p) is the probability @D that a threat
(T) will successfully exploit a vulnerability (v) to create an
impact (u).

Using this base equation, the basic concept of FARES is that
risks consist of many vulnerabilities and threats that can be
exploited. Attempting to identify and mitigate the multitude
of vulnerabilities and threats is almost impossible to identify
and manage. Creating larger supersets of vulnerabilities

and threats makes the risk analysis and assessment a more
manageable effort.

Instead of trying to identify individual software vulnerabilities,
FARES suggests creating a superset using common criterion
called software vulnerabilities and working towards the credible
threats can exploit them. Next, look at the impacts that would
be caused by a successful exploitation of the threats, and then
countermeasures can be put into place to lessen or completely
remove the impact to the enterprise.”®

3.8 CHALLENGES ASSESSING
INFORMATION SECURITY RISKS

Reliably assessing information security risks can be more
difficult than assessing other types of risks, because the data
on the likelihood and costs associated with information security
risk factors are often more limited and because risk factors are
constantly changing. For example:

- Data are limited on risk factors, such as the likelihood of a
sophisticated hacker attack and the costs of damage, loss, or
disruption caused by events that exploit security weaknesses.

« Some costs, such as loss of customer confidence or disclosure
of sensitive information, are inherently difficult to quantify.

+ Although the cost of the hardware and software needed to
strengthen controls may be known, it is often not possible
to estimate precisely the related indirect costs, such as the
possible loss of productivity that may result when new controls
are implemented.

- Even if precise information were available, it would soon be
out of date due to fast-paced changes in technology and
factors such as improvements in tools available to
would-be intruders.

This lack of reliable and current data often precludes precise
determinations of which information security risks are the most
significant and comparisons of which controls are the most
cost effective. Because of these limitations, it is important that
organizations identify and employ methods that efficiently
achieve the benefits of risk assessment while avoiding costly
attempts to develop seemingly precise results that are of
questionable reliability.

2 Stephenson, Peter R., “Forensic Analysis of Risks in Enterprise Systems.” The Center for Digital Forensics Studies, Ltd. 2010. http.//www.google.com/
search?hl=en&source=hp&qg=Forensic+Analysis+of+Risks+in+Enterprise+Systems&btnG=Google+Search&aq=f&aqi=&aql=&oq=&gs_rfai= [May 8, 2010]

5 Ibid, page 4.
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Table 7 - CISSP 10 Domains of Information Assurance

A set of mechanisms (e.g. two-factor authentication, Personal
Identification Numbers [PINs], card readers, etc.) that work in
concert to create security architecture protecting information
system assets

Addresses the preservation of the State’s IT/IRM infrastructure
in the face of major disruptions, natural or man-made, to
normal business operations and guarantee continuity

of government

The principles, means, and methods of disguising (encrypt/
decrypt) information during the storage, use, or transmission
of information during its life cycle with the intent to make a
foe take extraordinary measures to recover the data

Security controls implemented and tested during the SDLC.

Addresses the threats, vulnerabilities, and countermeasures
that can be utilized to protect an enterprise’s resources and
sensitive information physically. Includes site/facility design
considerations, perimeter security, fire and security control
mechanisms, etc.

Used to identify the controls over hardware, media, and the
operators with elevated access privileges to any of
these resources

The concepts, principles, structures, and standards used to
design, implement, monitor, and secure operating systems,
equipment, networks, applications, and those controls used
to enforce various levels of security

Network structures, transmission methods, transport formats,
and security measures to provide a secure infrastructure

Addresses computer crime laws and regulations; the
investigative measures and techniques that can be used to
determine if a crime has been committed and methods to
gather evidence

State of Hawaii Business and IT/IRM Transformation Plan

Identifies the State’s information assets and the development,

documentation, and implementation of policies, standards,

procedures and guidelines
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Confidentiality

Possession

Integrity

Authenticity

Availability

Figure 5 - Elements of Information Assurance and Cyber Security (Parkerian Hexad)

In 1998, Donn B. Parker expanded the original three fundamental
elements of IA and CS into six elements of information security:
Confidentiality, Possession (or Control), Integrity, Authenticity,
Availability, and Utility."*

- Confidentiality - Limiting the access and disclosure to
authorized users; at the same time, protecting information
from unauthorized disclosure or not only the information but
the existence of the information. An attacker cannot attack if
the existence of the information is masked.

- Availability - Access to information is not restricted by time or
circumstances; information anytime, for any mission, is the
basic tenant of Business Continuity, Disaster Recovery, and
Continuity of Government planning.

« Integrity - The trustworthiness or validity of the information
being accessed or protecting it from modification by
unauthorized users, corruption during transmission, or
recovery of information from trusted sources.

- Possession - Also sometimes referred to as Control;
maintaining control of the information. This includes physical
controls and preventing copying or sending information to
unauthorized users (e.g., using a single software license for an
entire organization or software piracy).

- Authenticity - Misrepresenting information, repudiation, and
misuse of information.

- Utility - Information maintains usefulness during its life cycle
(e.g., an employee forgetting a decryption password or losing
the master key to a data center).

This document also identifies multiple strategic investment
recommendations, categorized in a multi-layer defensive
solution framework and aimed at addressing inherent
weaknesses in the State’s internal and external security
posture. While actions have been undertaken or are underway
to address many of these earlier recommendations, some will
be reiterated in this Plan where necessary to indicate the need
for improved capabilities.

" Parker, Donn B., Fighting computer crime: a new framework for protecting information. New York, NY USA: John Wiley & Sons. 1998.
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Figure 6 - Security Implementation Strategy Based on Importance vs. Complexity

Today’s information systems™ are complex assemblages of
technology (e.g., hardware, software, and firmware), processes,
and people working together to provide organizations with

the capability to process, store, and transmit information in

a timely manner to support various missions and business
functions. The degree to which organizations have come to
depend upon these information systems to conduct routine,
important, and critical missions and business functions means
that the protection of the underlying systems is paramount to
the success of the organization. The selection of appropriate
security controls for an information system is an important task
that can have major implications on the operations and assets
of an organization as well as the welfare of individuals. Security
controls are the management, operational, and technical
safeguards or countermeasures prescribed for an information
system to protect the confidentiality, integrity (including non-
repudiation and authenticity), and availability of the system and
its information.

5 An information system is a discrete set of information resources organized expressly for the collection, processing, maintenance, use, sharing,

dissemination, or disposition of information.
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Table 8 - Categories of Security Controls Related to Information Assurance

Physical Security Preventive physical controls, traditionally “guards, guns and gates;” provide an environment to
safely process information as well as barriers to unauthorized
access to systems

Operating Systems An operating system (OS) is a set of software that manages computer hardware resources and
provides common services for computer programs. The OS is a vital component of the system

software in a computer system.

Users Ensure that unauthorized users do not get into the system and by encouraging (and
sometimes forcing) authorized users to be security-conscious; for example, by changing
their passwords on a regular basis. The system also protects password data and keeps track
of who’s doing what in the system, especially if what they are doing is security-related (e.g.,
logging in, trying to open a file, using special privileges).
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Table 8 - Categories of Security Controls Related to Information Assurance

Basic At the basic level, processes are usually ad-hoc and chaotic. The organization usually does not provide a
stable environment. Success in the organization depends on the competence and heroics of the people in
the organization and not on the use of proven processes.

Organizations often produce products and services that work; however, they frequently exceed the
budget and schedule of their projects.

Organizations are characterized by a tendency to over commit, abandon processes in the time of crisis
and inability to repeat their past successes.

Optimized The organization has achieved all the specific goals of the process areas assigned to maturity levels basic,
managed and optimized, including the generic goals assigned to maturity levels basic and managed.

Processes are continually improved based on a quantitative understanding of the common causes of
variation inherent in processes.

Optimization focuses on continually improving process performance through both incremental and
innovative technological improvements.

Quantitative process improvement objectives for the organization are established, continually revised to
reflect changing business objectives, and used as criteria in managing process improvement.

The effects of deployed process improvements are measured and evaluated against the quantitative
process improvement objectives. Both the defined processes and the organization’s set of standard
processes are targets of measurable improvement activities.

Optimizing processes that are agile and innovative depends on the participation of an empowered
workforce aligned with the business values and objectives of the organization. The organization’s ability
to respond rapidly to changes and opportunities is enhanced by finding ways to accelerate and share
learning. Improvement of the processes is inherently part of everybody’s role and results in a cycle of
continual improvement.
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« Disaster Recovery
= Personnel Safety

Figure 7 - Information Assurance and Cyber Security Capability Maturity Model with Example Security Controls

Once employed within an information system, security controls
are assessed to provide the information necessary to determine
their overall effectiveness; that is, the extent to which the
controls are implemented correctly, operating as intended,

and producing the desired outcome with respect to meeting
the security requirements for the system. Understanding the
overall effectiveness of the security controls implemented in the
information system and its environment of operation is essential
in determining the risk to the organization’s operations and
assets, to individuals, to other organizations, and to the nation
resulting from the use of the system.

Not all security controls listed in NIST 800-53 are applicable, as
each IT/IRM environment is unique. To select individual security
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controls better, it is necessary to understand that there are
specific categories of controls.
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4

STRATEGIC INFORMATION ASSURANCE
AND CYBER SECURITY GOALS AND OBJECTIVES

The IA initiatives identified in this Plan largely fall into one or
more of six strategic goal areas:

- Protect Data - As demonstrated in a succession of well-
publicized security events, the protection of privacy and
other sensitive information is one of the most significant
challenges faced in organizations today. This becomes
even more challenging when addressed in the context of
protecting access. Opening the information infrastructures
to provide improved access to the right information for
authorized users—anywhere, anytime, and any mission
securely and reliably—is fundamental to State’s ability to
preserve and improve its mission capabilities. Meeting this
objective; however, increases the complexities associated
with protecting our sensitive information.

Proactive Continuous Monitoring - The goal of continuous
monitoring is to provide real-time awareness of a
department’s security posture, enabling departments to
address threats and to remediate vulnerabilities proactively
before they can be exploited.

Network Centric - The network-centric approach focuses on
providing defense at the periphery. This is what many would
consider the traditional approach to provide security to the
enterprise. While this method of protection is still valid, a
more radical approach to security must include the life cycle
of data, from creation, how it is used when valid, its use
during any archival or retention requirements, and through
its proper method of destruction.

30 | State of Hawaii Business and IT/IRM Transformation Plan

- Data Centric - The data-centric approach focuses on the
data itself and where it lives: the database. Data-centric
continuous monitoring protects the data by identifying and
fixing database vulnerabilities before exploitation occurs.

» Protect Access - In meeting the two significant objectives of
protecting authorized users’ access to the right information,
the State must first strengthen its ability to granularly
establish and enforce access rules, and then tie these rules to
its information assets so that only those individuals with rights
to information have those rights. In addition, to address the
access objective of reliability, the State must deploy secure,
reliable, capacious, and diverse access solutions that allow
users access to needed information—anywhere and at
any time.

- Situational Awareness - To support an awareness of
infrastructure or information risk related to configuration
or patching weaknesses, exposure, attacks, and deliberate
or accidental misuse, through implementation of security
monitoring technologies and operational monitoring of
these technologies.

The New Day Plan established a unity of purpose with One
Team - One Mission - One Vision - One Set of Goals and
Objectives. This Plan was one of the six focus areas identified as
part of the proposed four phases to be completed over the next
four years of the current administration.
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Information Assurance & Cyber Security Roadmap
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= Ensure all data is adequately protected with a Defense In Depth Strategy. » Provide performance required by the customer.

= Publish updated Information Assurance Policies, Standards, Guidelines + Minimize number and scope, with full disclosure and monitoring of
and Procedures. “Planned” service interruptions.

Increase end user satisfaction.

Consistently achieve required level of security and standardization
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+ Communicate the criticality of customer information assurance
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Figure 3 - Information Assurance and Cyber Security Roadmap
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b PERSPECTIVE ON INFORMATION ASSURANCE

The most important aspect of effectively managing the risk
to the organization’s operations and assets associated with
operating enterprise information systems is a fundamental
commitment to information security on the part of the senior
leadership of the organization. This commitment is the
internalizing of information security, as an essential mission
need. Fundamental commitment to information security

acquisition of goods and services incorporates information
security considerations, preferably as early as possible in
the system development life cycle process. Information
security requirements must be considered at the same level
of importance and criticality as the mainstream functional
requirements established by the enterprise'™®

translates into ensuring sufficient resources (both dollars and In 201, Gartner conducted a survey of CIOs in Federal, state,
people) are available to provide an appropriate level of security local, and private sector organizations to determine the current
for the organization’s information systems. Information security ~ |€vel of concerns about the security posture of organization’s
must be a top priority within the enterprise and structurally and where they saw the current threats in order to map these
embedded within the infrastructure of the organization. This threats to available technology solutions.” The results are shown
implies that every new initiative within the enterprise from in Figure 9.

the development of corporate strategies and programs to the

Data Loss Prevention 1
User Provisioning or Identity Management
Security Information and Event Management
Network Access Control
Vulnerability Assessment
Intrusion Detection and Prevention
Patch Management
Antivirus
Application Security
Firewalls |
Strong User Authentication
Encryption for Servers, Storage or Databases
Remote-Access or Site-to-Site VPN
Web Site Filtering or Blocking /Secure Web Gateway

Encryption for E-mail/Secure E-mail Gateways

Integrated Security Applicance

40%

50%

60%
Figure 9 - CIO Top Information Assurance and Cyber Security Concerns (20711)

'8 Ross, Dr. David, “Managing Enterprise Risk in Today’s World of Sophisticated Threats.” National Institute of Standards and Technology Washington:
GPO. 2007.

7 Gartner research at www.gartner.com
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5.1 COMMITMENT

To perform its mission effectively and efficiently, IT is

an important component of each State organizational
element’s ability. Effective and efficient information security
programs require clear direction and commitment from top
management and administration. IA and CS are integrated
functions that require effective organization and collaboration
throughout the State. Protecting our electronic information
and IT is the primary function of IT security. As an important
mission enabler, IT security requires commitments on the
part of both management and staff. These commitments
will sometimes involve sacrifices. The loss of previously
enjoyed computer use flexibilities that result in a gain in

the overall level of protection against today’s evolving IT
threats can be the hardest hurdle for many organizations to
make. Management’s role is key to an organization’s success
in addressing the changes and impacts of any security
improvement strategy.

As State employees, all of us have a shared responsibility

to help maintain a strong security posture within our
organizational environments. Nowhere is this more evident
than with management. The security posture of State is only
as strong as that of our weakest organizational component

or user. This is evident in both outsider (external) and insider
threat assessments conducted on the State’s IT infrastructure.
To be most effective, management must lead the way by
demonstrating and emphasizing its commitment to improving
the IT security of its organizations.

This Plan recommends departmental, division, branch, and
office senior leadership re-emphasize that IT infrastructure
contributes to our ability to accomplish our mission, and
that every employee and contractor’s actions are key to our
overall success and contribute to the reliability and integrity
of the infrastructure. IT security needs to be emphasized as
an important means of protecting our IT infrastructure—one
of the most important tools that we have today. To be most
effective, IT security must be integrated into and considered
in our everyday processes, planning, budgeting, and designs.
IT security is not an IT responsibility, but every IT user’s
responsibility, from accountants, human resources specialists
and scientists to budget analysts, planners, and engineers.

b.1.1 DEPARTMENT HEADS AND CIOS

Department Heads and CIOs are the offices of primary
responsibility for information collected, maintained, and/or
that has been identified as primarily utilized or owned by their
respective departments. The CIOs may delegate operational
management of these responsibilities by designation of a
Department Information Security Officer (DISO) within their
respective divisions. Vice Presidents may also designate

other responsible parties to work with the DISO to assist in
implementing this program. These designated individuals
ensure information assets within their span of control have
designated responsible parties (owners), that risk assessments
are carried out for the departments, and that mitigation
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processes based upon those risks take place. The designated
responsible party reports the status of the Information
Security Program within the department as appropriate.

b.1.2 DIRECTORS, CHAIRS, MANAGERS, AND OTHER
SUPERVISORS

Departments, divisions, branches, and attached agency
directors, chairs, managers, and other supervisors responsible
for managing employees with access to information

and information systems are responsible for specifying,
implementing, and enforcing the specific information

security controls applicable to their respective areas. This
includes ensuring all employees understand their individual
responsibilities related to information security, and ensuring
employees have the access required (and only the access
required) to perform their jobs. Supervisors should periodically
review all users’ access levels to ensure they are still appropriate
and take the appropriate action to correct discrepancies/
deficiencies. Supervisors are required to notify Human
Resources and the IT Help Desk proactively of any change

in employment status that impact access requirements.
Supervisors are also responsible for reporting suspected misuse
or other information security incidents to the DISO, Chief
Information Security Officer (CISO), and other appropriate
parties.

b.1.3 CHIEF INFORMATION SECURITY OFFICER (CISO)

The State of Hawai'i CISO is designated as the Program
Officer responsible for coordinating and overseeing the |A

and CS Program. The CISO must work closely with the various
departments throughout the State. The CISO may recommend
that divisions/branches of specific departments delegate other
representatives of the organization to oversee and coordinate
particular elements of the Program.

The CISO also assists individuals who have the responsibility
and authority for information (owners) with information security
best practices relating to issues such as:

« Establishing and disseminating enforceable rules regarding
access to and acceptable use of information resources

- Conducting/coordinating information security risk assessment
and analysis; establishing reasonable security guidelines and
measures to protect data and systems

« Assisting with monitoring and management of systems
security vulnerabilities

- Conducting/coordinating information security audits

- Assisting with investigations/resolution of problems and/or
alleged violations of state information security policies
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Finally, the demonstration of commitment must be reflected
in the allocation of resources, both human and capital, to
the management and accomplishment of strategic security
improvement goals. Without this important commitment, no
significant progress can be made. 5.2 Communication Plan

Effective, efficient communication should involve a dialog. To
ensure that communication lines remain open requires mutual
respect for various disciplines and an equal voice in the process
for all disciplines within the department, bureaus, and offices.
Establishing that dialog means:

« Ensuring that all employees are engaged in the effort

- Ensuring opportunities for everyone to provide input to
the process

+ Recognizing that one solution may not work in every situation

When creating a new policy or recommendations and
guidance, effective communication of these changes is often

a last thought. Failure to implement new policy and directives
throughout the state in a timely manner can often be attributed
to the failure to raise awareness of the new guidance to the
appropriate level in the IT workforce and user community. The
lack of repetition and variety in the communication of policy
perpetuates unawareness.

This Plan recommends the development of a comprehensive
communication strategy to improve the dissemination and
reception of IT security policies, procedures, standards, guidelines,
directives and mandates. Specifically, the following areas of
concern should be addressed in the communication strategy:

» Policy dissemination

- Management awareness

- Awareness training

- Consideration of the target audience

+ Consideration of the culture of the various departments,
divisions, branches, and offices within the State 5.3
Resource Management

State of Hawaii Business and IT/IRM Transformation Plan

To enable security programs at the department, division,
branch, and office levels to succeed, this Plan recommends
management establish realistic expectations and commit the
appropriate resources. Those resources include adequate
budget and staffing levels appropriate for the workload and
the tools to assist in managing the security programs—asset/
configuration management tools, automated certification and
accreditation (C&A) tools, etc.

Separate recommendations with regard to resources are included
elsewhere in the Plan. 5.4 Measuring Quality Effectiveness

The State of Hawai i has instituted numerous improvement
programs throughout the years. However, the sustainability

and quality of the programs have, in many cases, deteriorated
over time. Many programs provide quick-fix or check-the-

box solutions and do not address the root causes. For any
improvement or strategic plan to provide long-term value and
not become shelfware, it must be continuously reviewed and re-
evaluated for effectiveness.

It is recommended to review the Plan annually to ensure its
relevance and effectiveness related to emerging technologies
and threats.
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INFORMATION ASSURANCE AND CYBER SECURITY DIVISION

There are key reasons the IA&CSP-AWG recommends
establishing, defining, and documenting formal IA and CS
roles and responsibilities. Even if roles have been defined,

in this era of emphasis on security governance it is critical

to document them as well. If information security roles

are not clearly defined with the State and a roles and
responsibilities clarification project is still missing in the overall
IT/IRM governance structure, it is encouraged to use the
following discussion to write a project justification memo to
management.

Most departments have no dedicated security staff:

» There is simply not enough time to complete
non-security tasks.

- Tasks are often put on hold as security functions are not seen
as an immediate need.

- Time-sensitive tasks are completed as quickly as possible with
no time for risk assessment, technology assessment,
or training.

6.1 GARNER RESPECT AND RESOURCES

Documented role and responsibility statements are advisable
for every department/division/branch and attached agencies,
not just the IA and CS organization. Those organizational units
with fully developed role and responsibility statements will
enjoy greater respect and greater resources. Within many of
the State’s departments, information security is a new or still-
undeveloped organizational function.

This means these same organizations are often missing
documents that cover information security job descriptions,
mission statements, and reporting relationships. When these
roles and responsibilities are documented and approved, the
information security function will be increasingly recognized as
a legitimate and on-going organizational function, worthy of
respect and its own share of organizational resources.

6.2 DEMONSTRATE TOP MANAGEMENT SUPPORT

One of the most important reasons to document role and
responsibility assignments is to demonstrate top management
support. Information security specialists often feel as though
many people oppose what they are trying to do. Occasionally
information security specialists must take an unpopular
position, for example, postponing the cutover to a new software
application until appropriate controls can be included. If the
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information security specialists are not going to be outvoted,
outmaneuvered, and otherwise overruled, clearly documented
top management support for the information security function
must have been documented. With documented and approved
roles and responsibilities, information security specialists can
prevent or expediently resolve many arguments and get on with
their work.

6.3 ESTABLISH FORMAL COMMUNICATION CHANNELS

At many organizations, the information security function has
been repeatedly moved from department to department

or distributed across many departments. Many of these
departments may not have known what to do with the
information security function. As a result, departmental
management may not have seriously considered the
recommendations offered by information security specialists.
Conseqguently, management may have postponed or failed

to fund a number of important information security projects.
However, when roles and responsibilities for the information
security function are specified and approved by top
management, all this can quickly change. Then the information
security function will have a real home; in other words, it will
know where it fits into the organizational structure. In the
course of defining a formalized and permanent home for the
information security function, the ways that this function works
with other internal groups will be defined. Then the information
security function will have formal communication channels
with top management that can be used to help get important
projects underway.

6.4 FOSTER COORDINATED TEAM EFFORT TO
SAFEGUARD INFORMATION

One additional important reason to document information
security roles and responsibilities involves overcoming an
erroneous viewpoint that information security is something
that can be handled by specialists in the Information Security
Department working alone. The job is way too big and way too
important to be left to the Information Security Department.
When roles and responsibilities are documented, specific people
inside and outside the Information Security Department will be
held accountable, and this in turn will cause them to become
proactive. Without this accountability, in many cases they will
wait until there is a problem, and then do their best to handle
whatever has taken place. Today organizations can no longer
approach information security with a fix-on-failure mentality.
Research studies show that information security is ten times
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less expensive when it is built into application systems before
they go into production instead of when it is added on after the
systems have been placed in production. Stated a bit differently,
when it comes to information security, proactive planning and
management is considerably less expensive than reactive repair
and correction efforts.

6.5 ENABLE BETTER ALLOCATION OF
ORGANIZATIONAL RESOURCES

Many organizations are now turning to outsourcing firms

to handle their information security needs. While some
management responsibilities such as making final decisions
about information security policies should ultimately rest on the
shoulders of internal management, a considerable amount of
the security work can be outsourced. If roles and responsibilities
are not clearly established at the time that a contract is
negotiated, the organization that contracted the outsourcing
firm may find itself in a difficult spot. The outsourcing firm may
claim that the requested service (such as forensic investigation
of a system break-in) is not in the contract, and that the
customer must pay an additional fee. All this of course assumes
that the outsourcing firm has technically competent people
available at the time they are needed.

Of course, other consulting firms can also be called in, but with
any of these options, precious time will be wasted negotiating
fees, defining the work to be done, etc. While all of these ad-
hoc business arrangements are being made, a hacker could be
on the loose inside an organization’s internal network. To keep
losses to a minimum, it is absolutely essential that roles and
responsibilities for all important information security activities
be defined in advance in outsourcing contracts.

On a related note, if management wishes to outsource some

or all of the information security function or if management
wishes to retain contractors, consultants, or temporaries to
assist with information security, then roles and responsibilities
must first be specified. Unless roles and responsibilities have
been clearly defined, management will find it difficult or even
impossible to draw up requests for proposals, legal contracts,
outsourcing agreements, service level agreements (SLAs), and
other documents adequately with these third parties. Thus, clear
roles and responsibilities can be a significant enabler that allows
management to better allocate organizational resources.

6.6 MINIMIZE ASSQCIATED COSTS FOR SECURITY
AS A SERVICE (SECAAS)

A related business management reason to establish clear
roles and responsibilities is that, in so doing, management

will reduce costs to handle information security adequately.
Through the specification of job descriptions, management
can select and retain people who are adequately qualified, but
not over-qualified. This will in turn help to keep salary costs
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down. Likewise, a number of organizations are increasingly
taking the security tasks performed by Systems Administrators
and assigning these tasks to new information-security-specific
positions like Access Control System Administrator. Not only
does this change provide better separation of duties, it also
allows the organization to lower costs because the security-
specific jobs often pay less than the Systems Administrator
jobs. On a related note, when clear roles and responsibilities
documentation exists, management will know exactly what
types of training programs it should send internal staff to,

and this will help avoid wasting resources on training that is
not directly relevant to the jobs that the involved individuals
perform.

6.7 REDUCE SINGLE POINT OF FAILURE

Rather than eliminating the need for human involvement, the
new information systems that organizations are using today
(such as ecommerce systems) are increasing the reliance on
certain types of people with specialized skills. For example, if
a critical technical person were to leave his or her employer
abruptly, the organization might be hard pressed to continue
certain technical computer operations without this person. This
increased reliance on people with highly specialized skills and
training can be reduced by backup personnel, cross training,
sharing job responsibilities, documenting the work, and other
tasks associated with the development of clear information
security roles and responsibilities.

The IA field is still in its infancy when compared to the
marketing, engineering, or accounting fields. While some
interesting new technological solutions to information security
problems are now on the market, in most organizations the
achievement of effective information security critically depends
on people. At this point in the evolution of the technology,
many information security problems can only be handled

by people. For example, there is no commercially available
technological solution to protect against the social engineering
(masquerading) threats that all organizations face. All too
often, the people within an organization do not understand
what management expects them to do, and this in turn will
prevent the achievement of information security goals. When
roles and responsibilities have been clarified and documented,
and selected people are then appropriately trained, they can
participate as essential members of the team that handles
information security.

6.8 DEMONSTRATE COMPLIANCE

Another good reason to document roles and responsibilities
is to demonstrate compliance with internal policies as well

as external laws and regulations. Auditors and government
examiners are impressed with documentation. It gives them
the feeling that things are under control. A surprising number
of modern laws include the requirement that information
security roles and responsibilities must be specified. For
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example, in the United States, the Health Insurance Portability
and Accountability Act (HIPAA) requires that organizations
managing personal health information document information
security related roles and responsibilities.

With clear documentation defining information security roles
and responsibilities, an organization can show it is operating in
a fashion that is consistent with the standard of due care. Being
able to demonstrate this consistency may be very important
in terms of reducing or eliminating management liability for
losses and other problems. This documentation may help with
a variety of liability concerns including computer professional
malpractice and breach of management’s fiduciary duty to
protect information assets. One example of an authoritative
statement of the standard of due care which includes the
requirement to clearly specify information security roles and
responsibilities is entitled Generally Accepted Information
Security Principles (GASSP).”®

Demonstrating compliance with the standard of due care can

help shield the state from negligence and related liability claims.

6.9 INCREASE EFFICIENCY AND PRODUCTIVITY

Perhaps the most significant reason to establish and document
clear roles and responsibilities involves increased productivity.
Statistical studies of business economics indicate that about
half of productivity growth over time comes from more efficient
equipment, and about half comes from better trained, better
educated, and better managed labor. Thus, the clarification and
publication of information security roles and responsibilities can
have a substantial positive impact on productivity, and thereby
markedly improve cost savings. The information security field

is a new area, and there is still great confusion about who
should be doing what. For example, when a worker has his

or her laptop computer stolen, to whom should the event be
reported? Should a notice be sent to the Information Security
Department, the Physical Security Department, or the Insurance
Department? Maybe the notice should go only to the worker’s
manager? Without clear roles and responsibilities, users will
unnecessarily spend time figuring out the answers to questions
such as these. Likewise, if roles and responsibilities are clarified
and documented, employees will not waste their time trying to
figure out who to invite to certain meetings or who needs to
sign-off on certain proposals.
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'8 National Institute of Standards and Technology, Generally Accepted Information Security Principles for Securing Information Technology Systems.
1996, page 5.
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6.10 CYBER SECURITY CONTROLS BRANCH (CSCB)

Branch Services. Firewall (perimeter and server tier), web
application firewall, DDoS protection/mitigation, DLP, IR
management, and IDS/IPS

CSCB core functions:

* Data threats

» Access control threats

» Access and authentication controls

» Security gateways (firewalls, WAF, SOA/API, VPN)

» Security products (IDS/IPS, server tier firewall, file integrity
monitoring, DLP, antivirus, anti-spam

* New security technology review and recommendations
« Denial of service attacks protection/mitigation

 Secure base services such as DNS and/or DNSSEC, DHCP,
NTP, RAS, VPN, SNMP; management network segmentation
and security

« Traffic/netflow analysis
* Integration with virtual technology layer
Challenges:

* Fluid network borders/perimeter (Instead of traditional clearly
defined network boundaries, the borders between tenant and
external networks can be dynamic and potentially blurred in a
large-scale virtual/cloud environment.)

 Virtual segmentation of physical servers
* limited visibility of inter-virtual machine traffic
* Non-standard APIs

* Management of many virtual networks (VLAN in a complex
environment; reliant on providers’ policies and procedures)

» Separation of production and non-production environments

 Logical and virtual segregation of departmental networks/
systems/data

6.11 COMPLIANCE, AUDITING,
AND POLICY BRANCH (CAPB)

Branch Services. Internal and/or external penetration test,
application penetration test, host and guest assessments,
firewall/IPS (security components of the infrastructure)
assessments, and virtual infrastructure assessment

CAPB core functions:
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* Governance — process by which policies are set and decision
making is executed

* Risk management — process for ensuring that important
business processes and behaviors remain within the tolerances
associated with those policies and decisions

» Compliance — process of adherence to policies and decisions

* Policies can be derived from internal directives, procedures
and requirements, or external laws, regulations, standards
and agreements.

» Technical compliance audits — automated auditing of
configuration settings in devices, operating systems,
databases, and applications.

* Application Security Assessments — automated auditing of
custom applications

* Vulnerability Assessments — automated probing of network
devices, computers and applications for known vulnerabilities
and configuration issues

* Penetration Testing — exploitation of vulnerabilities and
configuration issues to gain access to a an environment,
network or computer, typically requiring manual assistance

» Security/risk rating — assessment of the overall security/
vulnerability of the systems being tested, e.g., based on the
OWASP Risk Rating Methodology

Challenges:

» Standards are on different maturity levels in the
various sections

* Certification and Accreditation (C&A)

* Boundary definition for any assessments

* Skills of testers/assessors

e Accuracy

* Inconsistent ratings from different individuals/vendors

» Typically limited to known vulnerabilities

6.12 IDENTITY AND ACCESS MANAGEMENT
BRANCH (IAMB)

The Identity and Access Management Branch (IAMB) should
provide controls for assured identities and access management.
IAMB includes people, processes, and systems that are used

to manage access to enterprise resources (systems and data)
by assuring the identity of an entity is verified and is granted
the correct level of access based on this assured identity. Audit
logs of activity such as successful and failed authentication and
access attempts should be kept by the application/solution.
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Branch Services. User-centric ID provider, federated IDs,
web single sign-on (SSO), identity provider, authorization
management policy provider, electronic signature, device
signature, and user-managed access

IAMB core functions:™

* Provisioning/de-provisioning of accounts (both cloud
and on-premise applications and resources)

» Authentication (multiple forms and factors)

* Directory services

* Directory synchronization (multilateral as required)
* Federated SSO

* Web SSO(e-granular access enforcement and session
management; different from federated SSO)

» Authorization (both user and application/system)
» Authorization token management and provisioning

» User profile and entitlement management (both user and
application/system)

» Support for policy and regulatory compliance monitoring and/
or reporting

» Federated provisioning of cloud applications

« Self-service request processing such as password resets,

setting up challenge questions, request for roles/resources, etc.

* Privileged user management/privileged user
password management

* Policy management (including authorization management,
role management, and compliance policy management)

* Role-based access controls (RBAC) where supported by the
underlying system/service

Challenges:

* Insider threat

* Non-repudiation

* Least privilege/need-to-know

» Segregation of administrative (provider) vs. end user (client)
interface and access

» Delegation of authorizations/entitlements
» Attacks on identity services such as DDoS

* Eavesdropping on identity service messaging
(non-repudiation)

* Password management (communication, retrieval); different

requirements across clients
* Resource hogging with unauthorized provisioning

* Complete removal of identity information at the end of
the life cycle

» Real-time provisioning and de-provisioning of user accounts

* Lack of interoperable representation of
entitlement information

* Dynamic trust propagation and development of trusted
relationships among service providers

* Transparency: security measures must be available to the
customers to gain their trust

» Developing a user-centric access control where user requests
to service providers are bundled with their identity and
entitlement information

* Interoperability with existing IT systems and existing solutions
with minimum changes

* Dynamically scale up and down; scale to hundreds of millions
of transactions for millions of identities and thousands of
connections in a reasonable time

 Privacy preservation across multiple tenants

» Multi-jurisdictional regulatory requirements

6.12.1 PUBLIC KEY INFRASTRUCTURE-CERTIFICATE
MANAGEMENT SERVICES (PKI-CMS)

PKl is a scalable security control consisting of a set of
long-established techniques and standards that provides
authentication, privacy, tamper detection, and nonrepudiation.
PKI uses public/private keys and includes the infrastructure

to manage and maintain the keys, resulting in an electronic
environment that is private, confidential, and legally binding.
The security industry is moving to PKI and certificates for safe
internet transactions. PKI is currently the only technology that
provides the required level of data integrity and protection to
support electronic government.

Within a public/private cloud implementation is the need for a
large-scale PKI deployment, both internal and external, as a part
of identity and access management solution.

PKI-CMS core functions:

» Key distribution - how will keys be securely provided to
employees, partners, devices, citizens, etc.

* Key management - who should receive keys and under
what circumstances

* Key expiration - the default length of time that keys are valid,
e.g., two years

9 Security as a Service Working Group, “Defined Categories of Service 2011.” Cloud Security Alliance, 2011
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* Key rollover - re-issue of keys after a default expiration
date is reached

» Key history - retaining a history of all keys issued to an entity

can be important to ensure future access to items or functions

protected by expired or revoked keys

* Key backup - essential for private encryption keys; not

recommended for private signing keys due to the resulting risk

of compromising nonrepudiation. (If someone else, for
example, a system administrator, can access private signing
keys, reliable authentication via the private signing key is no
longer possible. However, organizations are advised to retain

backups of private encryption keys to protect against technical

failures or rogue encryption activity.)

6.13 SECURITY OPERATIONS MONITORING
BRANCH (SOMB)

The Security Operations Monitoring Branch (SOMB) provides
proactive monitoring of the technology infrastructure and data
as it is used and flows into, out of, and within an organization.

Branch Services. Log management, event correlation, security/
incident response, scalability, log and event storage, interactive
searching and parsing of log data, and logs immutable

(for legal investigations)

SOMB core functions:

» Real time log/event collection, de-duplication, normalization,
aggregation, and visualization

* Log normalization

* Real-time event correlation

» Forensics support

» Compliance reporting and support
* IR support

* Email anomaly detection

* Reporting

* Flexible data retention periods and policies management,
compliance policy management

Challenges:

» Standardization of log formats

* Timing lag caused by translations from native log formats
* Unwillingness of providers to share logs

* Scaling for high volumes

« |dentification and visualization of key information

» Usability, segregated by client interface
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6.13.1 DELIVER SITUATIONAL AWARENESS

Situational awareness will ensure that the State’s enterprise
is prepared to act and respond to threats to the network
environment that occur hundreds of times a day and are
detected by intrusion detection systems, antivirus systems,
firewalls, system logs, and access logs. Many IT organizations
struggle to compile the resources needed to review the data
coming from all of these systems. On a network, security
situational awareness is a constant ongoing health check.

A zero-day threat can move through a network in seconds,
wreaking havoc and putting business-critical systems at risk.
The Security Operations Center (SOC) diagnoses attacks
through constant monitoring of managed devices on the
network and correlates the data in real-time so that operators
can see what is happening as it is happening and quickly
respond to the threat.

One of the SOC’s most powerful functions is that it offers
proactive awareness across multiple security-related systems.
The SOC can consolidate all reports from the devices and tie
the information together into a coherent visual representation
to close windows of risk. By looking across the entire enterprise
and combining this information with the data in the Network
Operations Center (NOC), stealth attacks can be exposed and
result in broader, more complete protection for the

entire enterprise.

6.13.2 MEET BUSINESS OPERATIONS REQUIREMENTS

While each organization has its own specific security needs,
there are some common top-level security information
management business requirements that apply to

most organizations.

6.13.3 REDUCE RISK AND DOWNTIME

For most networks and businesses, the most important
requirement is to keep the network running at an acceptable
risk level without downtime. In the past, it may have been
possible for an organization to shut down the mail server
when an e-mail virus was quickly spreading, but for most
organizations, this is no longer an option. Email is a critical
business function for delivering services to citizens.

The SOC must support the organization by intelligently and
proactively alerting the right people at the right time about
critical security events. If this risk can be mitigated before the
security event begins attacking critical business systems, then
the IT staff will not be forced to shut down those systems.
When building the SOC, implement tools that will assist the
organization to actively report security incidents in real-time
using various methods for alerting, such as pagers, email, or a
centralized security management console.
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6.13.4 THREAT CONTROL AND PREVENTION

Organizations also must ensure that threats are either prevented
or contained. This involves early notification of suspicious
activity and the ability to implement a containment mechanism
quickly. For example, if a firewall and network management
system report the infiltration of a root kit aimed for a targeted
host, the operator could be alerted to this root kit and remove it
from the target host before the installation process is complete
and the host has been compromised.

Organizations may not always be able to prevent threats from
infiltrating a network entirely, but they can prevent their spread.
Should a network system be compromised, organizations can
use the SOC to quickly identify the affected hosts and lock
them down from the rest of the network. Routers, switches,

and VLANSs could be reconfigured to limit the reach of the
compromised system and prevent the spread of the threat, thus
giving administrators time to remediate the risk before further
damage occurs.

To feasibly contain and prevent security incidents, critical alert
information must be disseminated quickly and accurately so
that administrators can take action. The SOC must be able to
validate and correlate alerts and information, put these events
in context with the organization’s network environment, and
provide this critical intelligence to key staff in real-time via
various alerting mechanisms such as emails, pagers, or
trouble ticketing.

6.13.5 EASE ADMINISTRATIVE OVERHEAD

Organizations have implemented various threat management
systems to protect them from the impact of security events.
The millions of alerts generated by each individual system—
such as intrusion detection systems, antivirus systems,
firewalls, operating system logs, and access control systems—
are overwhelming. Some organizations engage several staff
members to monitor these systems for potential threats. Other
organizations simply do not have the staff or budget to monitor
them. Additionally, organizations are challenged to find staff
with the appropriate skillsets to monitor one or more of

these systems.

The SOC should be designed to involve the least amount of
human overhead. The SOC provides organizations with the
ability to centralize all critical security information into one
single centralized console and reduce the need for multiple staff
members to manage and monitor the unique devices. The goal
is to empower a few administrators with the best information

to enable fast, automated responses. Security information
management tools that are open and interoperable make this
goal easier to accomplish because the disparate data can be
correlated and integrated into a single management tool.

6.13.6 PEOPLE AND RESPONSIBILITIES

State departments must agree to share trust and administrative
control across departments, divisions, branches, attached
agencies, and among partner organizations. For example,
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a state government may need to have a SOC that collects

and manages information from distinct agencies such as the
educational system and the police department. Leveraging the
organization’s security policy standards, responsibilities must
be defined including who is responsible for specific tasks and
assigning accountability for response and control for each
business unit or agency.

As these responsibilities will be defined and communicated,

the SOC tools must support these specific roles. Security
information management products must provide the ability to
federate trust across the departments and deliver near real-time
reports based on unique roles.

6.13.7 ESCALATION PATH

A supplementary requirement to the people and responsibility
need involves knowing how and when to escalate events.
Consider a subsidiary company at a global corporation whose
security is managed by the parent company’s centralized SOC.
If a fast-spreading worm is reported to the SOC and action

is immediately required at the subsidiary location but the
subsidiary staff is not available when the worm hits due to time
zone differences, the SOC operator must know:

* Who to call to receive appropriate approval to enforce the
remediation action

* Whether the nature of the threat is critical enough to
implement the remediation immediately without approval

It is critical to have a SOC that is integrated within a corporate
workflow chain and the Change Management systems. The
security information management system should have the
ability, based on the criticality of the threat and user’s role, to
administer the system from within the security console (restart
or shut down a system), implement a remediation (e.g., push a
patch through a software delivery system), or open a trouble
ticket to deploy a technician to address the issue.

6.13.8 AUDIT AND COMPLIANCE SUPPORT

One of the most critical business needs that the SOC can

help address is the requirement for auditing to comply with
corporate, government, and industry regulations such as HIPAA,
IRS 1075, and PCI-DSS. Having quick, flexible access to threat
information, identity and access control data, and patch levels
is critical for proving compliance. Historically, organizations rely
on existing documentation or generate new documentation

to prepare for an audit. The process of manually creating
documentation for each audit is not only time consuming but
prone to errors. SOCs are critical business tools when used for
audit and compliance reporting. SOC real-time reports offer an
accurate reflection of the system’s current state. For example,
consider an organization that has a corporate security policy
for identity management that requires 30-day password aging
for all accounts on all servers. The configuration settings of the
servers can be reviewed, but the auditor can also use the SOC
log data to search for accounts whose passwords were changed
outside of the aging parameters.
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6.13.9 INCIDENT RESPONSE AND RECOVERY

When systems are affected by a security event, administrators
must be ready to respond as efficiently as possible to limit
the damage, determine the root cause, and get the system
back up and running quickly. A well-designed SOC empowers
administrators to see attacks on the network and helps them
leverage incident management tools to pinpoint and
remediate problems.

6.13.10 MEET TECHNICAL OPERATIONS REQUIREMENTS

While the business requirements for the SOC are fairly clear
and intuitive, organizations must also focus on the underlying
technical components and functions needed to deliver on those
business requirements.

6.13.11 SPEED OF AGGREGATION AND CORRELATION

Security devices on a network send a great deal of data and
alerts. When these are aggregated into a single point for review,
the sheer volume can be overwhelming. Depending on the size
and complexity of the network, “a lot” can easily translate into
hundreds of millions of alerts a day—far too many events for any
human to monitor.

The SOC’s intelligent console must support the business

by sifting through these alerts quickly and prioritizing each
event by its severity and threat to the business. Using security
information management software, the SOC can provide
information that can aid an escalation process to handle the
resolution of an event, suppress repeat information, validate
alerts to confirm their impact, and prioritize the most critical
alerts.

6.13.12 DEVICE AND SYSTEM COVERAGE

A seemingly calm network could be teeming with problems
that simply are not being reported properly. If critical devices on
the network are not able to work with the security information
management products, they are being overlooked and that can
lead to dangerous blind spots in the network. For the SOC to
deliver real value, it must support all of the security devices,
servers, and applications.

Many security information management products offer
integration with key threat management tools such as intrusion
detection systems, firewalls, routers, operating system logs,
and antivirus systems. However, additional sources such as
vulnerability management systems, access management
systems, business applications, physical security systems,
network and system management systems, mainframe security
systems, and database systems provide valuable event data that
the SOC can leverage. The more data that can be gathered and
correlated within the SOC, the more accurate the intelligence
will be for mitigating and resolving events.
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6.13.13 PROACTIVE INFRASTRUCTURE MONITORING

Zero-day threats, such as malware and viruses, can spread
within minutes across the world and throughout an organization.
The SOC must provide information in real-time, giving operators
the data to take action immediately. At the same time, the SOC
also must be able to provide automated actions and resolutions
to threats such as restarting systems, initiating a trouble ticket
to the help desk to initiate and implement shielding tactics, and
working with a patch management system to push patches to
vulnerable systems.

6.13.14 UPTIME 24/7, 365 DAYS OF THE YEAR

If a network is running 24,/7/365, the SOC must also be up and
running in conjunction with the network. Security information
management tools help provide the high-availability support
needed to meet the always-on requirement.

6.13.15 SUPPORT FOR FEDERATED AND
DISTRIBUTED ENVIRONMENTS

Whether they support multiple business units, subsidiaries, or
complex partner and customer frameworks, many enterprises
run on a federated model. Various groups, sometimes with
different business charters, manage portions of the federated
network often. When it comes to managing these distributed
organizational networks in a holistic manner, the SOC must
support federated views and management roles. For example,
a subsidiary might report all data to the central SOC, but
control for remediation might not be shared with the parent
organization. For the SOC to meet those parameters, security
information management tools must provide flexible role-based
views and accounts to accommodate these differing needs.

6.13.16 FORENSIC CAPABILITIES

Suppose an attack or vulnerability has occurred, action was
taken, and the problem was remediated. Good news, right? Yes,
but a thorough IT department must ask what can be learned
from this incident to help prevent a similar type of attack

in the future. Forensic and historical data are maps of what
happened and can offer clues as to how the threat worked its
way through controls and showed its path of attack. Security
information management tools record the event activities report
the information in the SOC, which in turn helps prioritize and
visualize the data to give administrators the information needed
to learn from an incident and prevent it from happening again.
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6.13.17 INTELLIGENT INTEGRATION
WITH SOCS AND NOCS

A SOC is an incredible business tool, but it should not work

as an island. SOCs often live within or beside the NOC, and
together these tools provide the statewide network and security
view that businesses need for maximum efficiency. Security
events can be sent to the NOC from the SOC to communicate
the nature of incidents and provide additional intelligence for
improved enterprise management. The NOC should have insight
from the SOC so it can successfully respond to events and
administer security processes and services. This bi-directional

communication is necessary for organizations to respond
efficiently and keep risk and damage to a minimum.

6.13.18 THE SOC IN ACTION

With the SOC gathering information, an organization can
respond quickly and effectively to security events and
tthreats—even internal threats—in real-time. Consider the
following example:

A security administrator at a company is in a room in Colorado
that is lit by the glow of numerous monitors s